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About this guide

This guide describes configuring a Patton Electronics digital cross connect (DACS). This section describes the
following:

Who should use this guide (see “Audience”)
How this document is organized (see “Structure”)

Typographical conventions and terms used in this guide (see “Typographical conventions used in this docu-
ment” on page 14)

Audience

This guide is intended for the following users:

System administrators
Operators

Installers

Maintenance technicians

Structure

This guide contains the following chapters:

Chapter 1 describes configuring the Administration Page window
Chapter 2 describes configuring the Home window

Chapter 3 describes configuring the Import/Export window
Chapter 4 describes configuring the Alarms window

Chapter 5 describes configuring the DSO Mapping window
Chapter 6 describes configuring the Clocking window

Chapter 7 describes configuring the iDSL Port Configuration window
Chapter 8 describes configuring the Ethernet window

Chapter 9 describes configuring the Filter IP window

Chapter 10 describes configuring the ICMP window

Chapter 11 describes configuring the 1P window

Chapter 12 describes configuring the TCP window

Chapter 13 describes configuring the UDP window

Chapter 14 describes configuring the RIP Version 2 window
Chapter 15 describes configuring the SNMP window

Chapter 16 describes configuring the System window
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e Chapter 17 describes configuring the System Log window

» Chapter 18 describes configuring the T1/E1Link window

» Chapter 19 describes configuring the T1/E1 Assignment window

e Chapter 20 describes the contents of the About window

e Chapter 21 describes the contents of the License window

e Appendix A contains a table with the color code for the RJ-21X connector

Typographical conventions used in this document

This section describes the typographical conventions and terms used in this guide.

General conventions

The procedures described in this manual use the following text conventions:

Convention

Table 1. Text conventions

Meaning

Futura bold type

Indicates the names of menu bar options.

Italicized Futura type

Indicates the names of options on pull-down menus.

Futura type

Indicates the names of fields or windows.

Garamond bold type

Indicatesthenamesofcommandbuttonsthatexecuteanaction.

< >

Angldracketindicatdunctiomandceyboardceys suchas<SHIFT>,
<CTRL>, <C>, and so on.

Are you ready?

AllsystemmessagesandpromptsappearintheCour i er fontasthe
system would display them.

%dir *.*

BoldCouriefonfndicateswherdheoperatomustyperesponseor
command

14
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Mouse conventions
The following conventions are used when describing mouse actions:

Table 2. Mouse conventions

Convention Meaning

Left mouse button | Thisbuttonreferstotheprimaryorlefimostmousebutton(unlessyouhave
changed the default configuration).

Righimousebutton | Thisbuttonrefersthesecondaryorrightmosimousebutton(unlessyouhave
changed the default configuration)

Point Thiswordmeanstomovethemouseinsuchawaythatthetipofthepointing
arrow on the screen ends up resting at the desired location.

Click Meansoquicklypressandreleasethdefiorrighimousebutton(asinstructedin
theprocedure).Makesureyoudonotmovethemousepointerwhileclickinga
mouséuttonDouble-clicikmeandgressaindeleas¢hesamenousduttortwo
times quickly

Drag Thiswordmeanstopointthearrowandthenholddowntheleftorrightmouse
button(asinstructedintheprocedureJasyoumovethemousetomnewlocation.
Whenyouhavemovedthemousepointertathedesiredocationyouarrelease
the mouse button.
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Introduction

You may configure the digital cross connect (DACS) by using its internal HT TP/HTML Administration
Pages. However, to enter into the HT TP/HTML pages, you must first define the LAN Address Technique,
LAN IP Address, and LAN Subnet Mask for the DACS. If you have not done so, please refer to the Getting
Started Guide that came with your DACS.

Logging into the HTTP/HTML Administration Pages

To log into the HTTP/HTML Administration pages, you must enter the 4-octet Internet Protocol (IP) (for
example, http://your.server.ip.address) address as the Universal Resource Locator (URL) into a World-Wide Web
(WWW) browser. After you enter the IP address, the DACS will ask for your user name and password as
shown in figure 1.

User ID: I I

Password: | |

Realm: Administration

[ Remember Password Cancel I

Figure 1. DACS login window

Your DACS will accept the following default administrative passwords:
 superuser—this password carries full permission to change and view any parameters in the DACS
e monitor—this password allows full viewing of any non-password oriented variables.

Note For security reasons, we recommend that you change these passwords
immediately after initial configuration.

HTTP/HTML and SNMP Object Format

In this document, we shall describe the variables found on each of the internal HTTP/HTML pages. This
description will include brief definitions of the Patton Enterprise MIB or SNMP MIB 11 object identifiers
wherever applicable. The format of the variables will resemble figure 2.

Pation Enterprise MIB o

Product SNMP MIB Obiect

Chip Set ID {dot35tatsEtherChipSet)
Figure 2. HTTP/HTML and SNMP object format
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Saving HTTP/HTML Object Changes

Sometimes you will need to save changes that you have made in the HTTP/HTML pages. Do the following to
make changes to read/write variables:

1. Select the appropriate Modify screen.
2. Make changes to the desired parameter.
3. Click on the Submit Query button.
4. Return to the HOME screen.
5. Click on the Record Current Configuration button.
Note Make sure you follow steps 1 through 5 when modifying the HT TP/

HTML pages. Otherwise, your changes will be lost when the DACS
is power-cycled.

Saving HTTP/HTML Object Changes 19
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Introduction

This chapter describes the HOME window—the first Administration Page that you see after logging into the
DACS (see figure 3). From HOME, you can monitor current systems status, save any system configuration
changes, or reset the system without power-cycling the DACS.

Note Clicking on the HOME link in the Configuration Menu pane will
return you to the HOME page from any other page.

The HOME window isdivided into two panes: the Configuration Menu pane on the left-hand side and the con-
figuration/information pane (see figure 3). The Configuration Menu contains the links to the various DACS
subsystems, while the configuration/information pane is where you can view status and other information, or
make changes to the system configuration. Unlike the Configuration Menu pane, which looks the same no
matter which subsystem page you are viewing, the configuration/information pane contents will change as you
move from one subsystem page to another.

Cenliguration Manu ganae

t//_'.':nnl"\-,gurnr.q:n,."m{wmnllm pana

Model 3092 iDS L Cross Connect
Solbware Revision 1.0.5 Mar 26 20061 15:17:13

STATLN OIF IRALS

HISL
Ethasrwl Total Awvelable D5, Pas | 24 |
Fiber P D/SL. Parte Activebed M
P 1BEL Paris Connacied 2
'[_I:E-_ Toial Fadl (D5L Paris 1]
LOE % 7L 1dle 1
RIF Versisn I
r Fuming Since Lad Boal 5 days LE:5:47 hoars
S Tou Spammhims [0
Sywuain Log
TLE] Link
TLE] Assigmaneni
MMEDIATE ACTIONS
Ahsaui
Lirps [ hecari Current Confguratien |

(s e

| St Facitnry Default Cosfiguration |

Figure 3. HOME page
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Operating Status Variables

There are seven system variables which describe the immediate operating status of the DACS. These variables
are shown in figure 4 and are described in the following sections.

STATLS OF DALCS

Tolal Avadable LS5 Pons |24

LS Ports A ctivaied |24
1DEL Ports Connectied e
Tolal Fail iDEL Poris 0

s CFU |die g

|Running Sirce Lad Bool. 5 daye 185447 hours

Figure 4. STATUS menu

Total Available iDSL Ports (noAvailUchipldsl)
Total available iDSL modems in the box.

iDSL Ports Activated (noActivUchipldsl)
Total activated iDSL modems in the box.

iDSL Ports Connected (noConnectUchipldsl)
Total connected iDSL modems in the box.

Total Fail iDSL Ports (noFailUchipldsl)
Total failure iDSL modems in the box.

% CPU Idle (boxldleTime)
This is an indication of the amount of system CPU power which is not being utilized by the Model 3092. The
return value is a percentage of free CPU cycles since the last time the variable was read.

Running Since Last Boot (sysUpTime)
The time (in hundredths of a second) since the DACS was last power-cycled.

Total System Alarms (alarmTotal)
Total number of alarms currently active in the system.

Operating Status Variables 23
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Immediate Actions

There are several immediate actions (see figure 5) in superuser mode which will cause the DACS to operate
according to the descriptions in the following sections.

IMMEDIATE ACTIONS

| Record Current Configuration |

| Set Factory Default Configuration |

Figure 5. Inmediate Actions buttons

Record Current Configuration (storeConfig(1))
This feature saves the current configuration in permanent FLASH memory. In other words, configuration
changes made in the subsystem web pages become permanent when you select Record Current Configuration.

1. Configuration changes in the DACS are made in the subsystem web pages by clicking Submit Query.
This stores the configuration in volatile DRAM (Dynamic RAM) only. Since the Submit Query changes
take immediate effect, the administrator can test different configuration parameters without needing to
change the FLASH configuration at this moment.

2. Without clicking on Record Current Configuration, all configuration changes will be lost if the power
is recycled. After doing the Record Current Configuration save, the current configuration of the DACS
will not be lost with power cycling.

Note The most important step after completing the configuration is to save it in
permanent memory by clicking on Record Current Configuration.

Hard Reset (hardReset(2))

This button causes the DACS to perform a cold restart. When you select Hard Reset, the DACS requests con-
firmation for the execution of this command. Then, the DACS will disconnect all current sessions, re-initialize
the interfaces, and re-load configuration parameters from FLASH.

Set Factory Default Configuration (forceDefaultConfig(3))

This button clears out the configuration in FLASH and loads the factory default parameters into FLASH
memory. The factory default settings will not execute on the DACS until it is re-booted, for example by doing
a Hard Reset.

Note Set Factory Default Configuration will delete the DACS’s Ether-
net IP address and any other site specific settings made for your par-
ticular installation. You will have to re-enter the DACS’s Ethernet IP
address and netmask using the front panel control port in order to use
the HTTP/HTML Management pages.

24 Immediate Actions
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Introduction

The Import/Export function enables you to make a backup (or export) copy of your DACS’s configuration
parameters. By exporting the configurations, the saved files can quickly be loaded, or imported, into a replace-
ment DACS—yreatly speeding up the installation process should an DACS need replacing.

Note All actions for Import/Export require superuser access privileges.

To import or export a configuration, click on Import/Export under the Configuration Menu to display the
Import/Export main window (see figure 6).

IMPORT / EXPORT [0S I
EXPORET CURRENT FLASH CONFIGURATION

The cer=n? powes ' difEng as stored 2 the syviem Bash wall ke dusped o yoor poiten, Yooy thi save then @ o B nagy
thee “pivee an® Ancion & Foor e hrowrsr for ety Bt ek o the - peiem

Hoke that s mivemaia wisch i eponed o e corest Send stogage semege, HOT the curenily nimesng remigs. Tol sy wha
ko mrae o "Broord Cuned CozEperston™ on the home pags before dereng the configeibion

Bt Flak
[MPERT FLASH CONFIGURATION FROA FILE

B bares priesoiily sEpaited his pateon Coalgaiahon mo o Be Sen vou Sk i et Bl belver g the vriss il updos i
Barh configeption Fom the dada mrped 0t Be

Abter thit cperagon the rysiem chodld b pebcoed i aciremte the new mtimge The cosfpuraton i loaded draciy pec fas fash
i 40 deesi BT aspebslely ma il ey semsgd

WARHDNT Thy eqreration will snke: Whless s=Tngi Yol creally hinks oi e Fpiem

Figure 6. Import/Export main window

Export Configuration
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Note The exported configuration file is a text-format file. Do not try, how-
ever to edit the operating characteristics contained in the file.

Note The parameters that will be exported are the power-up settings as
they are stored in flash memory and may not be the current operating
parameters. To ensure that you export the most current parameters,
go to HOME, then click on the Record Current Configuration button
under Immediate Actions.

Introduction
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Toexport the flash configuration, click on the Export Flash link on the Import/Export main page. The DACS
will display text configuration information resembling that shown in figure 7.

L A adbe e L e o kb

Flash coafhgonetican da for Seres

The dats teadow 15 the cament heswdacimal répraEntyaan
of your configansble des inthe rylen. Salectida
FuleiBuv Ad aplice b st Lhe dala 1o afils. Tka
file o e sl oaded onlo o Sl o a laler da

Y o oy i amed comm ank e lop portan of thas fils
ok do mob modfy sy deby ofter B "ol® kel Alen,
danol put en "ul® symb in te cornend e

START CORFIGURATION DATA
-]

FeocfigDiata S = “Thold 200000 D004 0 D0 04 Do 04208 o208 08 08 [ 008 003 0030 404 D0
0404 0 DA E0E 8. (08 02 03 08 e MDA a0 0808 03
03 0308 DE: D008 04 (0 F 040408 0 08 DE DR IS 08 M a0000m

e et gt = oD 00 00 D0 04 04 040 4 04 D 04,08 00306 08 E- (2 015 0. (29 04 04 D
DT 0aNE S 0EE €050 07 fafe Ml Nana MO EI2 08 03
8 000 O LU e 0 e D ) T 0 R A 0 A N (R A1 (AR U A1)

Figure 7. Typical DACS flash memory configuration data
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To save the displayed data as a text file, select the Save option on your browser (see figure 8). For example,
under Netscape, select File > Save As. A dialog box will display enabling you to save the contents of the export
parameters to a text file. Select the location where you want the file stored, type a file name, and click Save.

- e e e namer s
B [ - vy Tk
Fem i == | dpew |
. L S R, :! e |
T B <M LTS T (L TN 1 a.-h.;&-‘-'.i-»f:

Figure 8. Saving the DACS flash memory configuration data as a text file

Import Configuration

To import a configuration file into the DACS, type the complete path and filename for the configuration file
you wish to load or click on the Browse... button to select the desired file, then click on the Submit Query but-
ton (see figure 6 on page 26).

Upon successfully importing the file, the DACS will display Configuration Load Complete, indicating that the
new operating parameters have been loaded into flash memory:.

Click on HOME under the Configuration Menu, then click on the Hard Reset button under Immediate Actions.
Note Do not select Record Current Configuration after importing configu-
ration parameters because the configuration is imported directly into

non-volatile FLASH memory. Upon doing a Hard Reset the
imported configuration is now the operational software is RAM.

28 Import Configuration
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The DACS has an extensive alarm reporting system which enables users to configure, monitor, and test major
and minor alarms. The alarm system can be set to notify of equipment failures (for example, a power supply
failure) or T1/E1 port malfunctions. There are 83 alarms that can be configured by the system administrator to
generate alerts based on the condition of the DACS.

Displaying the alarms window

Click on Alarms under the Configuration Menu to display the Alarm System main window (figure 9).

Note The system administrator can manually generate a specific alarm for
testing purposes or clear the alarm counters from the main window.
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The iDSL Multiplexer has four methods to notify an alarm condition:

1. Front panel LED—The front panel ALARM LED has three states that indicate the presence and severity

of an alarm. The states are:
- Off—No alarm present

- Solid—MIlinor alarm

- Flashing—Major alarm.

Note The POWER LED will flash if a power supply failure alarm is
present.

2. Administration web page indication—The Alarms window of the administration page uses red highlight-

ing to indicate which items are in an alarm state (see figure 10).

Alarms
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|2 [ BoxPower Suppiy 1 Fal fmagor(2) [OL00 e 0 Cerarats ddarm J Clear Alwm
3 | BexPower Supply 2 Fal | majori2) om0 o | eracatn Al | Cleae e |

Figure 10. Sample alarm indication

3. SYSLOG/SNMP—For external notification, the DACS can be configured to send a SYSLOG message or

an SNMP TRAP to an external management host. To configure the alarm response for either SNMP Traps
or SYSLOG messages, click on the Alarm Response link (go to “Alarm Parameters” on page 33).

Alarm Relay—Located on the rear of the chassis, the Alarm Relay is a 3-position terminal block. The
Alarm Relay may be configured to indicate when a major alarm, a minor alarm or both major and minor
alarms occur. It may also be disabled. The 3-position terminal block numbers its pins from 1 to 3 from left
to right. When no alarms are indicated, pins 1 and 2 are normally closed and pins 2 and 3 are normally
open. Upon the occurrence of an alarm—the type is configured as major, minor, or both—pins 1 and 2 are
open and pins 2 and 3 are closed.

Besides enabling a user to view current alarm status, you may manually generate an alarm as a test and clear the
alarm time and count variables. The Alarms main window also contains links to the following:

Modify Response—for configuring how the Alarm Response Outputs for notifying administrators of an
alarm (see “Alarm Parameters” on page 33)

Modify Alarms—Clicking on this link takes you to a window where you can configure the importance or
severity of each individual alarm. The severity of the alarm type may generate a minor, major, minor self-
clearing, or major self-clearing alarm. Any alarm type may be disabled. (“Modify Alarms—Configuring
alarm severity levels” on page 35)
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Alarm Response Outputs

Alarm Response Outputs display the current setting for handling alarm notification via the different Alarm
Response Outputs. To change the Alarm Response Outputs parameters, refer to “Alarm Parameters” on
page 33.

Relay Response
The relay of the Alarm Port on the rear of the chassis will be activated when a major, minor, or both major and
minor alarm is generated. The Alarm Port may also be disabled.

Minor Alarm SYSLOG Priority (minSyslogPriority)
Sets the priority of the minor alarm SYSLOG message that will be generated upon the occurrence of a minor
alarm.

Major Alarm SYSLOG Priority (majorSyslogPriority)
Sets the priority of the major alarm SYSLOG message that will be generated upon the occurrence of a major
alarm.

Minor Alarm SNMP Trap IP [address] (minorTraplp)

Displays the IP address of a SNMP management station for receiving the SNMP trap messages upon the
occurrence of an active minor alarm. The SNMP trap messages are sent in UDP datagrams. When the IP
address is set to 0.0.0.0, no trap messages will ever be sent.

Major Alarm SNMP Trap IP [address] (majorTraplp)
The same function as the Minor Alarm Trap IP except for only the occurrence of active major alarms.

Temperature Threshold
An alarm will be generated when the box temperature exceeds this temperature value in degrees Celsius.

Current Box Temperature
The internal temperature in the box in degrees Celsius.

Clear All Alarms
Click on this button to clear all the alarms (that is, to reset all the alarms). This clearing action will, for all the
alarms, reset the alarm, reset Time Since Alarm to 0.00 seconds, and reset the Alarm Count to O (zero).

Alarms
This portion of the Alarms main window displays the alarm status table, where you can view current alarm sta-
tus, manually generate an alarm as a test, and clear the alarm time and alarm count variables.

Alarm ID
This number identifies the alarm item.

Alarm Name

The alarm items are grouped into two categories: system and WAN trunk alarms. The system group category
lists DACS temperature and power supply status. The WAN category monitors the T1/E1/PRI ports for yel-
low and red alarms.
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Alarm Time
The Alarm Time column displays the number of seconds the alarm has been activated.

Alarm Count

The Alarm Count column indicates how many times the alarm has occurred and is useful for monitoring self-
clearing alarms.

Generate Alarm

For testing purposes, clicking the Generate Alarm button next to each alarm name will cause that alarm con-
dition to be activated.

Clear Alarm
Clicking the Clear Alarm button resets the alarm to a non-alarm condition.

Alarm Response System
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Figure 11. Alarm Response System window

Alarm Parameters

The Alarm Status Table on the Alarm System main page displays the current alarm status. You may also man-
ually generate an alarm as a test and clear the alarm, the alarm time and the alarm count variables.

e Alarm ID—The Alarm ID identifies the alarm numerically. E.g., Alarm ID #2 identifies the alarm named
“Box: Power Supply | Failed.”

» Alarm Name—The alarm items are grouped into three categories: Box, WAN, and iDSL alarms. The Box
alarm group contains the alarms “Over Temperature” and “Power Supply Fail” for each of the two power
supplies. The WAN alarm group includes yellow and red alarms. The iDSL alarm group has Line Down,
Bit Error, and Hardware Failure alarms for each iDSL modem link.

» Alarm Severity—For each alarm, it shows whether the alarm is disabled or configured to generate a major,
minor, major self-clearing, or minor self-clearing alarm.

» Time Since Alarm—Elapsed time since the alarm occurred.

e Alarm Count—The number of times this alarm has occurred since it has been cleared. It is also for moni-
toring self-clearing alarms.

e Generate Alarm—~For testing a particular alarm, click on Generate Alarm. This activates the alarm as if the
actual trigger event had occurred.
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e Clear Alarm—Clearing the alarm resets the alarm, resets Time Since Alarm to 0.00 seconds and resets
Alarm Count to 0 (zero).

Types of Alarms
e Box Alarm Group

- Box: Over Temperature—When the internal box temperature exceeds the temperature threshold under
Modify Response..., an alarm will be generated.

- Box: Power Supply I — 11 Fail—An alarm will be generated when a power supply fails.
* WAN Alarm Group
- WAN 1 -4: Yellow Alarm—When a WAN port sees a yellow alarm, the specific WAN alarm will be sent.
- WAN 1 -4: Red Alarm—When a WAN port sends a red alarm, the specific WAN alarm will be sent.
e iDSL Alarm Group
- iDSL 1 - 24: Line Down—When an iDSL modem line is down, an alarm is generated.

- IDSL 1 — 24: Bit Error—When the bit error for an iDSL modem connection exceeds a particular value,
an alarm is generated.

- IDSL 1 - 24: Hardware Failure—When an internal iDSL modem has a hardware failure, an alarm is gen-
erated.

Modify Response—Configuring the alarm response system

The alarm response outputs refer to points of external notification. Note that the front panel Alarm LED and
the web administration pages will always indicate an occurrence of an active alarm. To configure each alarm
response output, click on Modify Response. The Alarm Response System page appears (see figure 11). Choose
the alarm response output that you want to configure with the pull down menu. After configuring a specific
alarm response output, remember to click on Submit Query before going to the next alarm response output;
otherwise the change will not occur.

Relay Response
The relay may be set to go active for minor alarms, major alarms, or both. It may also be disabled with the
parameter “none.”

Minor Alarm Syslog Priority & Major Alarm Syslog Priority

When a minor/major alarm occurs, a message of the selected priority is sent to the Syslog engine. The Priority
levels are priorityDisable(100), prioritySystem(80), priorityService(60), priorityOddity(40), prioritylnfo(20),
priorityDebug(10), and priorityVerbose(5). For more information on Syslog messages, refer to Chapter 17,
“System Log”.

Minor Alarm SNMP Trap IP [address] (minSyslogPriority)

Upon the occurrence of a minor alarm, an SNMP Trap message is sent to a host system (or a management sta-
tion). This parameter is the IP address of the host running the SNMP Trap daemon. When the IP address is set
t0 0.0.0.0 no SNMP Trap message will be sent.
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Major Alarm SNMP Trap IP [address] (majorSyslogPriority)

This parameter functions in the same manner as the Minor Alarm SNMP Trap IP [address] except it applies to
major alarms. Upon the occurrence of a major alarm, an SNMP Trap message is sent to a host system (or a
management station). This parameter is the IP address of the host running the SNMP Trap daemon. When the
IP address is set to 0.0.0.0 no SNMP Trap message will be sent.

Temperature Threshold
An alarm message is generated when the internal box temperature exceeds this threshold value (degrees Cel-
sius). You can change the threshold temperature, but we recommend that you use the factory default.

Modify Alarms—Configuring alarm severity levels

Clicking on Modify Alarms window (see figure 12) displays a table listing each individual alarm. From this
page you can configure the severity for each alarm (such as major, minor, major self-clearing, and minor self-
clearing). Each alarm can be disabled as appropriate for your application.
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Figure 12. Modify Alarms settings window
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There are 83 alarms that can be independently configured to generate alarm messages. Each alarm item can be
set for one of the following severity levels:

 Ignore(0)—Do not generate an alarm.
e Minor(1)—Generate a minor alarm that will not reset until the administrator manually clears it.
e Major(2)—Generate a major alarm that will not reset until the administrator manually clears it.

e MinorSelfClearing(3)—Generate a minor alarm that automatically clears after a fixed period of time. If the
alarm condition has not ceased, the alarm will be automatically cleared, but another alarm will be immedi-
ately generated. If the alarm condition has ceased, the alarm will be automatically cleared after the same
fixed period of time.

» MajorSelfClearing(4)—Same as MinorSelfClearing(3) except that it is a Major alarm instead of Minor.

Note For maximum application flexibility, the administrator shall choose
which constitute major or minor alarm. Some examples of typical
major and minor alarms include:

- Box: Over Temperature—Major Alarm

- iDSL 18: Bit Error—Miinor Alarm

- WAN 1: Red Alarm—RMajorSelfClearing

- WAN 1: Yellow Alarm—MiinorSelfClearing

To set an alarm, click on the drop-down menu for the desired alarm item, choose the new setting followed by
clicking on Submit Query.
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Introduction

One of the remote locations is the CPE’s iDSL modem. The second remote location is typically connected
through some WAN port’s time slots. For communication between these remote locations they shall be con-
nected together within the DACS. These connections are configured in the DSO mapping window.

The following types of internal connections are available:

e Between an iDSL modem and time slots in a WAN port

e Between two iDSL modems

» Between time slots within the same or between different WAN ports

Displaying the DSO Mapping window
Do the following:

1. ClickonDSOMappingundertheConfigurationMenu. TheDSOMappingConfigurationwindowdisplays
(see figure 13).

DS0 Mapping Configuration DS i
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Figure 13. DSO Mapping Configuration window

The following sections describe the contents of the DSO Mapping Configuration window.

DACS Display Type

You can configure or map the static connections by using the Long Format or the Command Line Format.
« displayLongForm(0)—This is the easiest to use by selecting the options from the pull-down menus.

 displayCliForm(1)—If you prefer the command line format, select displayCliForm(1) and click on the Sub-
mit Query button. Consult the following sections for the format of the command line.
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Help (DACS help information)

Clicking on the Help button displays the DACS Help Information window (see figure 14). The purpose of
this window is to help the user learn how to add DSO connections using the DACS HTML pages. This win-
dow define all of the parameters available within this web page. If you are using the Command Line Format to
make connections, scroll down the window to the heading Command Line Format. The information contained
in the Help window is also covered in this chapter.

DACS Help Information ... 00
I o=ri ol oy
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paged, THEe pege wil delre &l OF Me paremeTsrs
avaisble withn the web pagea. If you &' using the
Comumand Line Format to make cormections, sorall
down this page to the hesding Making Conmections
with the Commmand L Formal

Figure 14. Example DACS Help Information window

Static Connection
Pull Down Menus

Each pull down window signifies part of a connection. Each connection is made up of an "A" side and a "B"
side. These names have been arbitrarily chosen and do not signify the direction that data will travel. All data
will be bi-directional. There are three parameters that need to be defined for each connection, they are:

e Device Type
e Device Number

« Device Slots

ID
Then 1D number identifies each mapping with a unique number. The number is automatically assigned
sequentially when a static connection is entered. The ID number begins at “1.”

Device Type

The Device Type specifies the physical interface that you will be connecting. Within the 3092 the user has the
option of selecting either a T1/E1 WAN line or an iDSL modem. While the one side may be a T1/E1 WAN
line and the other an iDSL modem, note that both sides of the connection can be T1/E1 or both sides can be
iDSL. The two Device Types are t1-e1(1) and iDSL(2).

Device Number

The next step in creating a connection through the DAC:s is to select the port that you would like to use. This
corresponds to the Port Number for the devices selected in the previous step. For example, if you would like to
make a connection to iDSL Port 3 (referring to iDSL modem #3), then select "Port 3" in the "Device Num-
ber" field. Note that there are only four t1-e1 ports so you may not select t1-el ports 5 - 24. This will generate
an error in the system. Since there are 24 iDSL modems within the 3092, you may choose any of the 24 ports.
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Device Slots

The "slots" input identifies the DSO channels—each DSO0 channel is 64 kbps—that you would like to con-
nect. Each iDSL modem has up to 2 DSO0 channels and 1 16 kbps channel. Each time slotina T1 or E1 WAN
port has 24 or 31 DSO0 channels, respectively. When selecting the slots you must select the same number of
slots on the "A" and "B" side of the connection. The slots are selected by entering a string that represents the
slots. For the iDSL ports, the slots that are available are 1 and 2. (In certain 144Kbps setups you may also select
slot 3.) For a WAN port configured as a T1, the available slots are numbered from 1 - 24. For a WAN port
configured as an E1, the available slots are 1 - 31. The following notation should be used for entering the slots.
Several examples are given below.

e dash:(-)1-4
e comma: (,) 1,49
e combo:1-2,36-7

For example, to connect a T1 Port using timeslots 1,2, 5, 6, 7, and 15, you can input any of the following
strings:

1,2,5-7,15

1-2,56,7,15

1-2,5-6,7,15

Configuration

The user can make connections in the box using two different methods. The easiest way is by using the pull

down windows provided. But the user can also add connection using the command line format by entering a
text string. To input a static connection into the box using the text string. Use the following convention:

» DeviceA:PortA:SlotsA/DeviceB:PortB:SlotsB
Device Options - The interface that you would like to select
1) tl-el
2) iDSL

Port Options - The Port Number (starting at 1) may be one of the four WAN ports or one of the 24 iDSL
modems. To configure Slots (DSO channels), choose the slots that you would like to use. The following
notations are allowed:

Ddash(-):1-4
2) comma (,): 1,4,9
3) combination of dashes and commas: 1-2, 3,6 - 7

Example #1: To connect a T1 line, (WAN) Port 1, timeslots 1 and 2 to an iDSL modem, Port 3 (modem
#3), timeslots 1,2, input the following string:

t1-el:1:1 - 2/iDSL:3:1 -2

Example #2: To connect a T1 line, (WAN) Port 2, timeslots 4 — 6, to another T1 line, (WAN) Port 3,
timeslots 8 — 10, input the following string:

t1-e1:2:4 — 6/t1-e1:3:8-10
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Example #3: To connect two iDSL modems together, such as iDSL modem #6, timeslots 1 — 2, to iDSL
modem #20, timeslots 1 — 2, input the following string:

iDSL:6:1-2/iDSL:20:1-2
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Introduction

Click on Clocking in the Configuration Menu to display the System Clocking Configuration main window
(see figure 15).

System Clocking Configuration
Hair Rafarane CinmernalzE) W |
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=

Figure 15. System Clocking Configuration window

The Clocking window is where the primary and secondary clocking sources that synchronize all DSO channels
are configured. The DACS uses a single clock source for all DSO channels. You select the clock for the DSO
channels from the following clock sources:

e An internal oscillator
e Any of the WAN ports

e An external clock (accessed via the Ext. Clock 3-position terminal block located on the rear panel of the
DACS.”

The Main Reference setting determines the clock source if this source is operational. If the Main Reference
clock source fails, the Fallback Reference becomes the clock source to synchronize all DSO channels. The
clock source is the system clock for the entire DACS.

Configuring the System Clock Settings

The following sections describe configuring the clock settings.

Main Reference (daxClockMainRef)

The Main Reference and Fallback Reference parameters have the same selections for system clock. Make sure
you choose different clock sources for the Main Reference and Fallback Reference. The following settings

are available:

< none(0)—No clock selection.

e wan-1(1)—WAN port #1 is the clock source
* wan-2(2)—WAN port #2 is the clock source
» wan-3(3)—WAN port #3 is the clock source
* wan-4(4)—WAN port #4 is the clock source
e wan-5(5)—N/A

e wan-6(6)—N/A

e wan-7(7)—N/A

* wan-8(8)—N/A
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e netref-1(101)—N/A
e netref-2(102)—N/A
* internal(200)— The internal free-running oscillator is the clock source.

 external(300)—The external clock source connected to the 3-position terminal block on the rear of the
3092 Multiplexer is the clock source

Fallback Reference (daxClockFallbackRef)

The fallback reference enables the configuration of a back-up clock reference should the main reference fail.
The Main Reference and Fallback Reference parameters have the same selections for system clock. Make sure
you choose different clock sources for the Main Reference and Fallback Reference. The fallback reference set-
tings are the same as those described in section “Main Reference (daxClockMainRef)” on page 44.

Clock Status (daxClockFailure)

The clock status indicates alarm conditions relating to the system clock. If there are no alarms, the Clocking
page will indicate No Alarm (see figure 15 on page 44). If an alarm condition exists, an Alarms Present message
will be displayed along with one of the following failure descriptions.

e no-failures(0)—No alarms present
e main-ref-fail(1)—The main clock reference has failed
« fallback-ref-fail(2)—The fall back clock reference has failed
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Introduction

The iDSL subsystem in the Configuration Menu shows the status of all 24 iDSL ports and displays their corre-
sponding connection to either the WAN ports or to other iDSL ports. The information may be display-only
fields or user-entry fields.

The first summary shows how many iDSL modems are available, have failed, are activated, and how many are
connected.

TheiDSLPortErrorStatisticsshowstheCurrentNearEndPerformancedisplayingErroredSeconds(ES),
SeverelyErroredsecondq{SES)UnavailableSecond{UAS) CurrenSecondsandValidl SMinutdnter-
vals. For definitions of each of these parameters, see the descriptions later in this chapter. The Current Near
End Performance statistics are for the current 15-minute interval.

By clicking on History, you will see the cumulative statistics for each of the 15-minute intervals. The most
recent 15-minute interval is numbered "1." The maximum of 15-minute intervals is 96.

At Port Identification Information, you may name the iDSL port or clear a previous name.

Displaying the iDSL Port Configuration window
ClickoniDSLIinkundertheConfiguration MenutodisplaytheiDSLPortConfigurationwindow(Figure 16).

IDSL Port Configuration
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Figure 16. iDSL Port Configuration window
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Figure 16 displays the iDSL main page which shows the status of all 24 iDSL ports and the corresponding con-
nection either to a WAN port or another iDSL port.

The four parameters on the top of the page show summary statistics for the iDSL ports:

 iDSL Available (noAvailUchipldsl)—The number of internal iDSL ports currently available to user. The
sum of iDSL available and iDSL Failed equals 24, the number of iDSL ports (iDSL modems) in the 3092.

« iDSL Failed (noFailUchipldsl)—The number of ports that have a hardware failure. To repeat, the sum of
iDSL Available and iDSL Failed should be always 24.

« iDSLActivated(noActivUchipsldsl}—Thenumberofports(internaliDSLmodems)thatarecurrentlyactive
and ready to connect to a remote CPE iDSL modem.

 iDSL Connected (noConnectUchipldsl)—The number of ports that are currently connected to the CPE’s
remote iDSL modem. “Connected” means it is in Datamode and can pass data.

e The Activate all 24 Ports button will activate all 24 iDSL ports.

e The Submit Query button will submit any changes made in the Circuit ID column and the Desire State
column for all 24 iDSL ports.

The table shows the characteristics for each of the 24 internal iDSL modems. By clicking on the Port number,
you can examine other statistics and configure more parameters. (See “iDSL Port Information Page window”).
Foreach portnumber, the table shows the user-defined Circuit ID, the Current State of themodem, the Desired
State of the modem, and the internal connection of each B-channel.

* Port (idslconfiglID) - identifies which of the 24 iDSL modems at which you are looking and also is a link to
the iDSL Port Information Page which displays more options for that iDSL port.

* Circuit ID (userlDidsl) - is the user-defined field that allow the user to enter an ASCII Identification Name
to represent the iDSL port. The name may include up to 40 ASCII characters.

» CurrentState (currentstateldsl)-isadisplayonlyfieldwhichdisplaysthecurrentstateoftheiDSL Port. The
different states are deactivate, initializing, reset, hardware failure, local loop-back, remote loop-back, data mode,
and line down.

» Desired State (userDesireldsl)- Thisisauser-defined field for the iDSL modem state which the user wants
at the present time. The three states are deactivate(0), activate(1), and reset(2).

The iDSL Channel B1 and B2 columns show the internal connection of the iDSL port either to a WWAN port or
another iDSL port. Device shows which type of device to which the iDSL connects. Port shows which port of
either the WAN ports or another iDSL modem port. Slet is which timeslot of the selected Port.

* Device(daxIDSL1DeviceType)(daxIDSL2DeviceType)selectsthetypeofdevicetowhichtheiDSLport
channel is connected to. The three options are open(0), t1-e1(1), and iDSL(2). open(0) indicates no internal
connection has been made through the DACS, t1-e1(1) refers to the WAN ports, and iDSL(2) refers to
another iDSL port.

e Pori{daxIDSL1DeviceNumber)daxIDSL2DeviceNumber)efersospecifid DSLoAWWANport. The DSL
ports are numbered from port(1) to port(24), and the WAN ports are numbered from port(1) to port(4).

* Slot(daxIDSL1DeviceSlot)(daxIDSL2DeviceSlot)designatesthetimeslotofeitheraniDSLportoraWAN
port. For iDSL ports, the time slots are either 1, 2, or 3. For the WAN ports, the time slots are from 1-31
for E1 and from 1-24 for T1.

Displaying the iDSL Port Configuration window 49
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IDSL Port Information Page window

DSL DACS Administrators’ Reference Guide

Clicking on any port number in the Port Configuration Table shows port information for a single port
(seeFigure 17).ThewindowisdividedintoiDSLPortStatus,iDSLPortErrorStatistics,andPortldentification
Information sections.
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Figure 17. iDSL Port Information Page window

iDSL Port Status
The iDSL port status section displays configuration and current status information for the specified port.

50

iDSL Port Current State (currentstaeldsl) - This is the same as Current State described above. Shows the
current state of the iDSL modem. The different states are deactivate, initializing, reset, hardware failure,
local loop-back, remote loop-back, data mode, and line down.

iDSLPortConnected Time (upTimerldsl) - Thetotal timewhichtheiDSL modem hasbeen connectedwith
the CPE's remote modem. This value is given in Time Ticks.

The iDSL port connected time is a timer to count how long the iDSL post has been connected to the far-

iDSL Port Flap Counter (flapCounterldsl) - The total number of timeswhich theiDSL modem circuit has
flapped. One flap occurs after the iDSL modem circuit has gone down and back up. If this number

iDSL Port Information Page window
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becomes high, it is indicating that something is affecting the circuit connection between the iDSL modem
in the 3092 and the CPE's remote modem.

iDSL flap counter is a counter counting how many times the port has been connected to the far end unit.

» DesirediDSL State (userDesireldsl) - The choice of the user for the internal iDSL modem. Thechoicesare
deactivate(0), activate(1), and reset(2).

» Test Mode Select (testModeldsl) - Shows the user defined test mode. The options are none(0), local-
Loop(1), remoteLoop(2), lineLoop(3) with a CRC error, and remote loop with a CRC error. These tests are
helpful in locating where the problem may be occurring in an iDSL circuit.

* Line Down Alarm Severity (lineDownServerityType)- Configures the severity of the alarm when the
modem line is down. The options are ignore(0) (generate no alarm), minor(1), major(2), minorSelfClear-
ing(3), and major self-clearing(4).

« BitError Alarm Severity (bitErrSeverityldsl)- Setsthe severity of thealarmwhenthebiterror rate (BER)
exceeds the user configurable threshold.

The Alarm Thresholds are configured by the user to set the threshold of accumulated errors since the port was
activated. When the threshold value is exceeded, an alarm will be generated if the severity level of the alarm is
configured for a value other than none(0).

» ErroredSecondsAlarmThreshold(errSecThresholdldsl)-Setsthethresholdofthenumberoferroredsec-
onds. When this value is exceeded, an alarm will be generated. This value is in seconds.

» SeverelyErroredSecondsAlarmThreshold(sevErrSecThresholdldsl)Setsthethresholdofthenumberof
Severely Errored Seconds. When this value is exceeded, an alarm will be generated. This value is in sec-
onds.

* UnavailableSecondsAlarmThreshold(unavilSecThresholdldsl)-Setsthethresholdofthenumberof
Unavailable seconds making the circuit connection unable to send data. When this value is exceeded, an
alarm will be generated. This value is in seconds.

iDSL Port Error Statistics

The iDSL Port Error Statistics shows the Current Near End Performance displaying Errored Seconds (ES),
Severely Errored Seconds (SES), Unavailable Seconds (UAS), Current Seconds, and Valid 15 Minute Intervals.
For definitions of each of these parameters, see the descriptions later in this chapter. The Current Near End
Performance statistics are for the current 15-minute interval.

Figure 17 alsoshowsthesecond half of the iDSL Port Information Page. The History link displays this data for
the previous 15 minute intervals. The maximum number of 15 minute intervals is 96. The history will be dis-
cussed in greater detail in the next section. The definition of these parameters follows.

e CurrentSeconds(currentSecondldsl)- Thenumberofsecondswhichhavepassedsincethebeginningofthe
current 15-minute interval.

* 15MinutelntervalsSinceActivation(interval 1 5minldsl)- Thenumberofcompletel5-minuteintervals
which have occurred since the port has been activated. It does not include the current 15-minute interval.
The following four parameters are defined over one 15-minute interval. The maximum number of 15-
minute intervals is 96 which covers a 24-hour period. This data can be used for monitoring the operation
of a port within one 24-hour period.

iDSL Port Information Page window 51
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* Errored Seconds (ES)(errSecondldsl)- Anerrored second occurswheneither (1) the CRC doesnot match
the calculated CRC or (2) when the line is linked up but lacking synchronization. Whether 1 error up to 81
errors occur within a second, it will still be 1 errored second.

» SeverelyErroredSeconds(SES)(sevErrSecondldsl)-AseverelyerroredsecondisdefinedforoneiDSLIine
as a second containing more than 82 CRC errors. The SES counter will not be incremented when the box
is incrementing the Unavailable Seconds count.

e Unavailable Seconds (UAS) (unavilSecondldsl)- Unavailable secondsisan indication of theamount of
time that an iDSL port is activated but not available for data transmission. The UAS counter is incre-
mented under the following criteria:

1.The port must be activated.

2.0nce the port is activated and a link-up timer has expired, the UAS counter will be incremented if
the ports loses sync or does not enter synchronization with the far end of the link.

3.0nce the port gains link status, the 3092 begins looking for ES and SES.

4.Upon receiving 10 consecutive SES or a line down indication, the 3092 will begin reporting UAS.
The 3092 will not increment ES or SES during the UAS count.

5.The UAS count will stop when 10 consecutive seconds without an SES is detected.

HISTORY OF NEAR ENID PERFORMANCE (erre i
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Figure 18. History of Near End Performance window

ClickingontheHistorylinkdisplaystheHistory of NearEnd Performancewindow (seeFigure 18),whichdis-
plays the cumulative statistics for each of the 15-minute intervals. The most recent 15-minute interval is num-
bered 1. The maximum of 15-minute intervals is 96.

The History page collects and records the error history of the port. Interval 1 is the history of the most recent,
completed 15-minute interval. The length of each interval is 15 minutes. and records how many ES, SES, and
UAS have occurred in the 15 minute intervals. The maximum number of intervals is 96 which is one 24-hour
time period. (15minutes* 96 = 24hours). The History page always records the last 24 hours error performance
of the port. Information older than 24 hours will not be shown and will be erased. In the example page above,
only 5 intervals of information are available, so the page will only show 5 intervals.

Port Identification Information

ThePortldentification Informationisthesameasthe CircuitIDshownonthe mainpage, itallowsuserstoenter
an ID to represent the iDSL port.
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« Circuit ID (userIDidsl) - Circuit ID is the user-defined field that allow the user to enter an ASCII Identifica-
tion Name to represent the iDSL port. The name may include up to 40 ASCII characters.
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Introduction

The DACS provides management and statistical information in the Ethernet window (see figure 19). Most of
the descriptions for these MIB variables are from RFC 1643. Detailed information regarding the SNMP MIB
Il variables may be downloaded from RFC 1643, Definitions of Managed Objects for the Ethernet-like Interface
Types.
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Figure 19. Ethernet window

Click on Ethernet under the Configuration Menu to monitor Ethernet statistics.

Ethernet statistics

Alignment Errors (dot3StatsAlignmentErrors)

A count of frames received that are not an integral number of octets in length and do not pass the FCS check.
The count represented by an instance of this object is incremented when the alignmentError status is returned
by the MAC service to the LLC (or other MAC user). Received frames for which multiple error conditions
obtain are, according to the conventions of IEEE 802.3 Layer Management, counted exclusively according to
the error status presented to the LLC.

FCS Errors (dot3StatsFCSErrors)

A count of frames received that are an integral number of octets in length but do not pass the FCS check. The
count represented by an instance of this object is incremented when the frameCheckError status is returned by
the MAC service to the LLC (or other MAC user). Received frames for which multiple error conditions obtain
are, according to the conventions of IEEE 802.3 Layer Management, counted exclusively according to the
error status presented to the LLC."

Single Collision Frames (dot3StatsSingleCollision Frames)

A count of successfully transmitted frames for which transmission is inhibited by exactly one collision. A
frame that is counted by an instance of this object is also counted by the corresponding instance of either the
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ifOutUcastPkts, ifOutMulticastPkts, or ifOutBroadcastPkts, and is not counted by the corresponding instance
of the dot3StatsMultipleCollisionFrames object."”

Multiple Collision Frames (dot3StatsMultipleCollisionFrames)

The number of successfully transmitted frames for which transmission is inhibited by more than one colli-
sion. A frame that is counted by an instance of this object is also counted by the corresponding instance of
either the ifOutUcastPkts, ifOutMulticastPkts, or ifOutBroadcastPkts, and is not counted by the correspond-
ing instance of the dot3StatsSingleCollisionFrames object.”

SQE Test Errors (dot3StatsSQETestErrors)

A count of times that the SQE TEST ERROR message is generated by the PLS sublayer. The SQE TEST
ERROR message is defined in section 7.2.2.2.4 of ANSI/IEEE 802.3-1985 and its generation is described in
section 7.2.4.6 of the same document."

Deferred Transmissions (dot3StatsDeferredTransmissions)
The number of times for which the first transmission attempt is delayed because the medium is busy. This
number does not include frames involved in collisions.

Late Collisions (dot3StatsLateCollisions)

The number of times that a collision is detected later than 512 bit-times into the transmission of a packet. Five
hundred and twelve bit-times corresponds to 51.2 microseconds on a 10 Mbps system. A (late) collision
included in a count of late collisions is also considered as a (generic) collision for purposes of other collision-
related statistics.

Excessive Collisions (dot3StatsExcessiveCollisions)
The number of frames in which transmission failed due to excessive collisions.

Other Errors (dot3StatsinternalMacTransmitErrors)

The number of frames for which transmission fails due to an internal MAC sublayer transmit error. A frame is
only counted if it is not counted by the corresponding instance of either the dot3StatsLateCollisions object,
the dot3StatsExcessiveCollisions object, or the dot3StatsCarrierSenseErrors object. The precise meaning of the
count represented by an instance of this object is implementation-specific. In particular, an instance of this
object may represent a count of transmission errors on a particular interface that are not otherwise counted.

Carrier Sense Errors (dot3StatsCarrierSenseErrors)

The number of times that the carrier sense condition was lost or never asserted when attempting to transmit a
frame. The is incremented at most once per transmission attempt, even if the carrier sense condition fluctuates
during a transmission attempt."”

Received Frames Too Long (dot3StatsFrameToolLongs)

The number of frames received that exceed the maximum permitted frame size. The count is incremented
when the frameTooLong status is returned by the MAC service to the LLC (or other MAC user). Received
frames for which multiple error conditions obtain are, according to the conventions of IEEE 802.3 Layer Man-
agement, counted exclusively according to the error status presented to the LLC."
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Other Received Errors (dot3StatsinternalMacReceiveErrors)

The number of frames in which reception fails due to an internal MAC sublayer receive error. A frame is only
counted if it is not counted by either the dot3StatsFrameTooLongs object, the dot3StatsAlignmentErrors
object, or the dot3StatsFCSErrors object. The precise meaning of the count represented by an instance of this
object is implementation-specific. In particular, an instance of this object may represent a count of receive
errors on a particular interface that are not otherwise counted.”

Chip Set ID (dot3StatsEtherChipSet)

Identifies the chipset to implement the Ethernet interface. The chipset ID identifies the chipset which gathers
the transmit and receive statistics and error indications.
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Introduction
The DACS software provides an IP filtering system that enables you to set up security for the internal manage-
ment system.

Each filter is a defined list of parameters based upon attributes in the IP, TCP, and UDP headers. There are two
major steps to filter creation: first defining the filter, then applying it to a user connection. The same filter can
be shared by several users.

The DACS enables 20 separate filters to be defined, of which up to 10 can be used during a single user connec-
tion. Since the IP connections in the 3092 are only for the superuser and the monitor user, these will be the
only two users. The application of the filters is done on the Filter IP main web page.

Click on Filter IP under the Configuration Menu to display the Fllter IP main window (see figure 20).
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Figure 20. Filter IP main window

Defining a filter

This section gives a brief summary on defining a filter. For a complete discussion with filter examples, see the
final section.
To define a new filter, select an ID number and a name, then click on the Submit Query button to submit the

request. The ID number and name must not already exist in the IP FILTER list, and the number must be an
integer between 1 and 20. To delete a filter, enter just the ID number without a name and click on the Submit

Query button.

Note Block filters take priority, therefore any applied and matching block
filters will drop the packet. Next, pass filters are examined, if PASS fil-
ters have been defined, then at least one of them must match or else
the packet will be dropped. After the block and pass filters are exam-
ined, the WRAP filter, if it exists, will be applied.
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After entering an 1D number and name, click on the name of the filter to display the filter parameters window

(see figure 21).
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Figure 21. Filter IP parameters window

The configurable filter parameters are :

e Name (filterlpName)

» Direction (filterlpDirection)

» Action (filterlpAction)

» Source IP (filterlpSourcelp)

e Source IP Mask (filterlpSourceMask)

e Destination IP (filterlpDestinationlp)

e Destination Mask (filterlpDestinationMask)
 Source Port (FilterlpSourcePort)
 Action (filterlpSourcePortCmp)

» Destination Port (filterlpDestinationPort)
e Action (filterIpDestinationPortCmp)

« Protocol (filterlpProtocol)

e TCP Established (filterlpTcpEstablished)

Note Any changes to a filter take effect immediately upon clicking Submit
Query. This can aid in troubleshooting a filter profile while the user

is online.

Defining a filter
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The following sections provide detailed descriptions of the configurable filter IP parameters.

Name (filteripName)
This is the name of the filter

Direction (filterlpDirection)

Specifies the direction of the filter (that is, whether it applies to data packets inbound or outbound from the
DACS). The filter only applies to the Superuser and the Monitor Users through the Ethernet interface. (Since
the iDSL modem and WAN connections function as a transparent pipe, neither of the two users can utilize
these interfaces, only the Ethernet interface.) The following options are available:

 inactive(0)—Disables filter operation

< inbound(1)—Relates to packets coming into the DACS

e outbound(2)—Relates to packets leaving the DACS

* both(3)—Specifies both inbound and outbound operation

Action (filterlpAction)
Specifies the action to effect the packet. The action decides whether to block or pass the packet. The following
options are available:

e pass(0)—If pass is selected, checking will continue on to other filters until either a match occurs, a block
occurs, or there are no more filters remaining to check.

Note If there are any applied PASS filters, then at least one of them must
match or the packet will be dropped.

e Dblock(1)—If a filter has block set and the filter matches the block, the packet is discarded and no further
processing is done.

e wrap(2)—All packets received on the specified link will be encapsulated in an extra IP header as defined in
RFC2003. The destination IP address of the wrapper is given by the destination IP setting in the filter. The
source IP address of the wrapper is the ethernet address of the DACS.

All wrap filters are inbound only.

Source IP (filterlpSourcelp)
This is the Source IP address in the IP header, it is used when comparing a packet’s source address.

Source IP Mask (filterlpSourceMask)

This is the Source IP Mask (filterlpSourceMask) used when comparing a packet’s source address. Bit positions
that are set to 1 will be compared and 0’s will be ignored. Thus, a setting of 0.0.0.0 will have the effect of dis-
abling source IP address comparison.

Destination IP (filterlpDestinationlp)
This is the destination IP address in the IP header used when comparing a packet’s destination address.
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Destination Mask (filterlpDestinationMask)

This is the destination mask used when comparing a packet’s destination address. Bit positions that are set to 1
will be compared and 0s will be ignored. Thus, a setting of 0.0.0.0 will have the effect of disabling destination
IP address comparison.

Source Port (FilterlpSourcePort)

Specifies the source port number (TCP or UDP) that the access server DACS compares. The source port
Action (see Action (filterlpSourcePortCmp) next) action will determines how the source port is treated.
whether the source port in the IP packet is not compared, equal, less than, or greater than the Source Port des-
ignated in the filter.

Action (filterlpSourcePortCmp)

Specifies the Action (filterlpSourcePortCmp) that the DACS compares. The source port action determines
whether the source port in the IP packet is not compared, equal, less than, or greater than the Source Port des-
ignated in the filter.

e noCompare(0) — No Comparison to the source port in the IP packet.
e equal(1)—The port in the source IP packet is the same

e lessThan(2)—The port in the source IP packet is less than
 greaterThan(3)—The port in the source IP packet is greater than

Destination Port (filterlpDestinationPort)
Specifies the destination port number which the DACS compares. The destination action functions similarly
to the Source Port and its Action defined above.

Action (filterlpDestinationPortCmp)
Specifies the action (TCP or UDP) which the DACS compares. The destination action will determine how the
destination port is treated.

e noCompare(0)—No Comparison to the destination port in the IP packet.
e equal(1)—The port in the destination IP packet Is the same

e lessThan(2)—The port in the destination IP packet is less than
 greaterThan(3)—The port in the destination IP packet is greater than

Protocol (filterlpProtocol)

Specifies the IP Protocol number to use for filtering. Some examples of protocol numbers are 1 for ICMP; 6
for TCP; and 17 for UDP. A list of protocol numbers can be found in RFC 1340. A setting of O disables pro-
cessing based on protocol number.

TCP Established (filterlpTcpEstablished)
Specifies whether the filter should match only those packets which indicate in the TCP header flags that the
connection is established. The following choices are available:

e anyPackets(0)—Applies the filter to all packets
« onlyEstablishedConnections(1)—Only applies the filter to established TCP connections

Defining a filter 63
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Introduction

When networking problems or undesirable conditions occur, the ICMP protocol is used for communicating
control or error information plus testing. The statistics listed on the DACS ICMP window (see figure 22) com-
prise those contained in RFC 792—Internet Control Message Protocol (ICMP). Implementation of the ICMP
group is mandatory for all TCP/IP networks. RFC 1312—ICMP Group of MIB-II Variables—provides the
definitions of these variables. It is important to remember that any RFC can be superseded by a newer.

ICMP
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Figure 22. ICMP window

Click on ICMP under the Configuration Menu to monitor DACS ICMP statistics.

Block ICMP redirects (boxBLockicmpRedirects)

The two options for “Block ICMP Redirects” either allow the reception of ICMP Redirect messages [allowre-
directs(0)] or block the reception of ICMP Redirect messages [stopredirects(1)]. The recommended configura-
tion is to block the ICMP redirect messages because in some instances they could alter the routing table with
undesirable effects, which is considered a breach of security.

ICMP Receive/Send Messages window

The ICMP window displays the ICMP message counters. ICMP messages are displayed in the window as col-
umns comprising two types of messages:

» Messages received by the DACS (InMibVariable)
e Messages sent by the DACS (OutMibVariable)

The numbers following the parameters can be a good source of what is happening on the network to point out
potential problems. Both gateways (routers) and hosts can send ICMP messages.

Total Received (icmplnMsgs)
The total number of ICMP messages which the 3092 Multiplexer has received. Note that this counter includes
all those counted by icmpInErrors (see “w/Errors (icmplnErrors, icmpOutErrors)” on page 67).

66 Introduction
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Total Sent [imcpOutMsgs]

Similar to icmplInMsgs, Total Sent represents the total number of ICMP messages which the 3092 has
attempted to send. This variable includes all ICMP messages counted by icmpOutErrors (see “wo/Errors [icm-
pOutErrors]”).

W/Errors (icmplnErrors, icmpOutErrors)
The number of ICMP messages which the Model 3092 received/sent but having ICMP-specific errors (for
example, bad ICMP checksums, bad length, or non-routable errors).

wo/Errors [icmpOUutErrors]

The number of ICMP messages which the Model 3092 did not send due to problems discovered within ICMP
such as a lack of buffers. It does not include errors discovered outside the ICMP layer like the inability of IP to
route the resultant datagram.

Destinations Unreachable (IcmplnDestUnreachs, IcmpOutDestUnreachs)

The number of ICMP destination unreachable messages received/sent. For instance, if the information in a
gateway’s routing table determines that the network specified in a packet is unreachable, the gateway will send
back an ICMP message stating that the network is unreachable. The following conditions will send back an
unreachable message:

e The network is unreachable

* The host is unreachable

e The protocol is not available to the network

e The port on the host is unavailable. a specified source route failed

» A packet must be fragmented (that is, broken up into two or more packets) but the packet was sent anyway
with instructions not to be fragmented.

Times Exceeded (icmpInTimeExcds, icmpOutTimeExcds)

The number of ICMP time exceeded messages received/sent. Each time a packet passes through a gateway, that
gateway reduces the time-to-live (TTL) field by one. The default starting number is defined under the IP sec-
tion. If the gateway processing a packet finds that the TTL field is zero it will discard the packet and send the
ICMP time exceeded message. Time exceeded will also be incremented when a host which is reassembling a
fragmented packet cannot complete the reassembly due to missing packets within its time limit. In this case,
ICMP will discard the packet and send the time exceeded message.

Parameter Problems (icmplnParmProbs, icmpOutParmProbs)

The number of ICMP parameter problem messages received/sent. If while processing a packet, a gateway or
host finds a problem with one or more of the IP header parameters which prohibits further processing, the gat-
way or host will discard the packet and return an ICMP parameter problem message. One potential source of
this problem may be with incorrect or invalid arguments in an option. ICMP sends the parameter problems
message if the gateway or host has discarded the whole packet.

Source Quenchs (icmplnSrcQuenchs, icmpOutSrcQuenchs)

The number of ICMP source quench messages received/sent. A gateway will discard packets if it cannot allo-
cate the resources, such as buffer space, to process the packet. If a gateway discards the packet, it will send an

ICMP Receive/Send Messages window 67
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ICMP source quench message back to the sending device. A host may send this messages if packets arrive too
fast to be processed or if there is network congestion. The source quench message is a request to reduce the rate
at which the source is sending traffic. If the DACS receives a source quench, it will wait for acknowledgement
of all outstanding packets before sending more packets to the remote destination. Then it will begin sending
out packets at an increasing rate until the connection is restored to standard operating conditions.

Redirects (icmpInRedirects, icmpOutRedirects)
The number of ICMP redirect messages received/sent. A gateway sends a redirect message to a host if the net-
work gateways find a shorter route to the destination through another gateway.

Echos (icmplnEchos, icmpOutEchos)

The number of ICMP echo request messages received/send. The ICMP echo is used whenever one uses the
diagnostic tool ping. Ping is used to test connectivity with a remote host by sending regular ICMP echo
request packets and then waiting for a reply. Received echos (icmplInEchos) will increment when the DACS is
pinged.

Echo Replys (icmplnReps, icmpOutReps)
The number of ICMP echo reply messages received/sent. An echo reply is a response to an echo request. Send
echos (icmpOutEchos) will increment when the DACS sends an echo reply message in response to a ping.

Time Stamps (icmplnTimestamps, icmplnTimestamps)

The number of ICMP time stamp messages received/sent. Time stamp and time stamp replies were originally
designed into the ICMP facility to allow network clock synchronization. Subsequently, a new protocol—Net-
work time protocol (NTP) has taken over this function. Normally, this number will be zero.

Time Stamp Replys (icmplnTimestampsReps) (icmpOutTimestampsReps)
The number of ICMP timestamp reply messages received/sent. This message is part of a time stamp (see “Time
Stamps (icmpInTimestamps, icmpInTimestamps)”) request. Normally, this number will be zero.

Address Mask Requests (icmplnAddrMasks) (icmpOutAddrMasks)

The number of ICMP address mask request messages received/sent. this message is generally used for diskless
workstations which use this request at boot time to obtain their subnet mask. This number will increase if there
are hosts on the network which broadcast these requests.

Address Mask Replys (icmplnAddrMasksReps) (icmpOutAddrMasksReps)
The number of ICMP address mask reply messages received/sent. Normally, this number will be zero.

68 ICMP Receive/Send Messages window
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The IP (Internet Protocol) window lists IP statistics and parameters, and enables you to modify IP settings.
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Figure 23. IP main window

Click on IP under the Configuration Menu to display the IP window.

IP main window

All items described in this chapter are defined in RFC 1213: Management Information Base for Network Man-

agement of TCP/IP-based internets: MIB-II.

The IP main window contains basic IP configuration parameters and statistics, and it has the following links to

windows that will enable you to modify IP parameters:

Modify—This window is where you can modify forwarding
page 74).

and time-to-live settings (see “Modify” on

Addressing Info—This window (see “Addressing Information” on page 75) displays IP addressing details for

the default address for outgoing IP datagrams, the local or loopback address of the box and the IP address of

the box as defined in Chapter 16, “System”.

Routing Info—This window displays routing information for routing IP datagrams (the IP address, subnet

mask, next hop router, and interface for each network interface defined in the box) (see “Routing Informa-

tion” on page 76).

equivalences (see “Address Translation Information” on page

Introduction

Address Translation Info—The IP address translation table contains the IP address to physical address

81).
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Forwarding (ipForwarding)

The indication of whether this entity is acting as an IP gateway in respect to the forwarding of datagrams
received by, but not addressed to, this entity. IP gateways forward datagrams, IP hosts do not (except those
source-routed via the host).

Note For some managed nodes, this object may take on only a subset of the
values possible. Accordingly, it is appropriate for an agent to return a
“badValue” response if a management station attempts to change this
object to an inappropriate value.

The following conditions can be displayed:
e forwarding(1)—acting as a gateway and will forward IP datagrams to other gateways

» not-forwarding(2)—not acting as a gateway so it will discard IP datagrams destined for other gateways

Default Time-To-Live (ipDefaultTTL)
The default value inserted into the time-to-live field of the IP header of datagrams originated at this entity,
whenever a TTL value is not supplied by the transport layer protocol.

Total Datagrams Received (ipInReceives)
The total number of input datagrams received from interfaces, including those received in error.

Discarded for Header Errors (ipInHdrErrors)

The number of input datagrams discarded due to errors in their IP headers, including bad checksums, version
number mismatch, other format errors, time-to-live exceeded, errors discovered in processing their IP options,
and so on.

Discarded for Address Errors (ipInAddrErrors)

The number of input datagrams discarded because the IP address in their IP header’s destination field was not
a valid address to be received at this entity. This count includes invalid addresses (e.g., 0.0.0.0) and addresses of
unsupported Classes (e.g., Class E). For entities which are not IP Gateways and therefore do not forward data-
grams, this counter includes datagrams discarded because the destination address was not a local address.

Forwarded Datagrams (ipForwDatagrams)

The number of input datagrams for which this entity was not their final IP destination, as a result of which an
attempt was made to find a route to forward them to that final destination. In entities which do not act as IP
Gateways, this counter will include only those packets which were source-routed via this entity, and the source-
route option processing was successful.

Discarded for Unknown Protos (ipInUnknownProtos)
The number of locally-addressed datagrams received successfully but discarded because of an unknown or
unsupported protocol.

Discarded w/No Errors (ipIlnDiscards)

The number of input IP datagrams for which no problems were encountered to prevent their continued pro-
cessing, but which were discarded (for example, due to lack of buffer space).
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Note The Discarded w/No Errors counter does not include any datagrams
discarded while awaiting re-assembly.

Total Deliveries (ipInDelivers)
The total number of input datagrams successfully delivered to IP user-protocols (including ICMP).

Out Requests (ipOutRequests)
The total number of IP datagrams which local IP user-protocols (including ICMP) supplied to IP in requests
for transmission.

Note The Out Requests counter does not include any datagrams counted
in ipForwDatagrams.

Out Discards (ipOutDiscards)
The number of output IP datagrams for which no problem was encountered to prevent their transmission to
their destination, but which were discarded (e.g., for lack of buffer space).

Note The Out Discards counter would include datagrams counted in
ipForwDatagrams if any such packets met this (discretionary) discard
criterion.

Discarded for No Routes (ipOutNoRoutes)
The number of IP datagrams discarded because no route could be found to transmit them to their destination.

Note The Discarded for No Routes counter includes any packets counted
in ipForwDatagrams which meet this “no-route” criterion. This
includes any datagrams which a host cannot route because all of its
default gateways are down.

Reassembly Timeout (ipReasmTimeout)
The maximum number of seconds which received fragments are held while they are awaiting reassembly at this
entity.

# of Reassembled Fragments (ipReasmReqds)
The number of IP fragments received which needed to be reassembled at this entity.

# Successfully Reassembled (ipReasmOKS)
The number of IP datagrams successfully reassembled.

Reassembly Failures (ipReasmkFails)
The number of failures detected by the IP reassembly algorithm (for whatever reason: timed out, errors, etc).

Note The Reassembly Failures value is not necessarily a count of discarded
IP fragments since some algorithms (notably the algorithm in
RFC 815) can lose track of the number of fragments by combining
them as they are received.
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# Fragmented OK (ipFragOKs)
The number of IP datagrams that have been successfully fragmented at this entity.

# Fragmented Failed (ipFragFails)
The number of IP datagrams that have been discarded because they required fragmenting at this entity, but
were not fragmented because their Don't Fragment option was set.

# Fragments Created (ipFragCreates)
The number of IP datagram fragments that have been generated at this entity.

# Valid but Discarded (ipRoutingDiscards)
The number of routing entries which were chosen to be discarded even though they are valid. One possible
reason for discarding such an entry could be to make more buffer space available for other routing entries.

Modify

The Modify IP configuration window (see figure 24) is where you can change IP Forwarding and Default
Time-to-Live parameters.
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Figure 24. IP configurations modification window

Forwarding (ipForwarding)

Determines whether this entity is acting as an IP gateway that will forward datagrams received by—but not
addressed to—this entity. IP gateways forward datagrams, IP hosts do not (except those source-routed via the
host).

Note For some managed nodes, this object may take on only a subset of the
values possible. Accordingly, it is appropriate for an agent to return a
"badValue" response if a management station attempts to change this
object to an inappropriate value.
The following options are available:
e forwarding(1)—acting as a gateway

e not-forwarding(2)—not acting as a gateway
Default Time-To-Live (ipDefaultTTL)

The default value inserted into the Time-To-Live (T TL) field in the IP header of datagrams originating from this
entity, whenever a TTL value is not already supplied by the transport layer protocol.

74 Modify



DSL DACS Administrators’ Reference Guide 11 = IP

Addressing Information

The IP addressing Information window (see figure 25) is where you can view the default address for outgoing
IP datagrams, the local or loopback address of the box, and the IP address of the box as defined in Chapter 16,
“System”.

IP ADDRESSING INFORMATION

IF Address: 192 4% 110253 oo wherfare | Degadds

Figure 25. IP addressing Information window

Click on the Details link to display IP address Table entries for each defined network interface (see “IP address-
ing Information Details”.

IP addressing Information Details
This window (see figure 26) shows IP address Table entries for each defined network interface.

ADDRESS: 192.49.110.233
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Figure 26. IP addressing Details window

Entry Interface Index (ipAdEntlfindex)
The index value that identifies the interface to which this entry applies.

Entry Subnet Mask (ipAdEntNetMask)
The subnet mask associated with the IP address of this entry. The value of the mask is an IP address with all the
network bits set to 1 and all the hosts bits set to 0.

Entry Broadcast Address (ipAdEntBcastAddr)

The value of the least-significant bit in the IP broadcast address used for sending datagrams on the interface
associated with the IP address of this entry. For example, when the Internet standard all-ones broadcast address
is used, the value will be 1. This value applies to both the subnet and network broadcast addresses used by the
entity on this interface.

Entry Reassembly Maximum Size (ipAdEntReasmMaxSize)

The size of the largest IP datagram which this entity can re-assemble from incoming IP fragmented datagrams
received on this interface.
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Routing Information

The IP Routing Information window (see figure 27) displays information required to route IP datagrams,
including the IP address, subnet mask, next-hop router, and interface for each network interface defined in the

DACS.

The IP Routing Information window also has a link to the O/S forwarding table where the forwarding param-
eters are displayed (“O/S forwarding table window” on page 78).
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Figure 27. IP Routing Information window

Destination (ipRouteDest)
The destination IP address of this route. An entry with a value of 0.0.0.0 is considered a default route. Multiple
routes to a single destination can appear in the table, but access to such multiple entries is dependent on the

table-access mechanisms defined by the network management protocol in use.

To view or modify next-hop routing information for each destination, click on a destination link in the Desti-
nation column. For more information about modifying next-hop routing information settings, refer to “IP
Routing Destination window” on page 80.
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Mask (ipRouteMask)

Indicates the mask to be logical-ANDed with the destination address before being compared to the value in the
ipRouteDest field. For those systems that do not support arbitrary subnet masks, an agent constructs the value
of the ipRouteMask by determining whether the value of the corresponding ipRouteDest field belongs to a
Class A, B, or C network, and then using the appropriate mask from table 3.

Table 3. Masks

Mask Network
255.0.0.0 class-A
255.255.0.0 class-B
255.255.255.0 class-C

Gateway (RouteGateway)
Specifies the IP address to which the packets should be forwarded.

Cost (RouteCost)

This is the cost of the route as defined by RIP standards. Cost is sometimes considered to be number of hops.
A cost of 16 is considered to be infinite. A cost can be given to user-entered routes so their preference in rela-
tion to learned routes can be calculated.

Interface (ipRoutelfindex)

The index value that identifies the local interface through which the next hop of this route should be reached.
The interface identified by a particular value of this index is the same interface as identified by the same value
of ifIndex.

State (RouteState)
 invalid(1)—This setting deletes the route.

 active(2)—A valid route is in use.

e nopath(3)—No route is available to the specified gateway. The gateway is not known to local networks.
* agedout(4)—Invalid route (soon to be removed).

* costly(5)—A valid route, but not in use because of it’s higher cost.

Add a route:

This portion of the IP Routing Information window is where you can add a new route to the IP Routing Infor-
mation table. Fill in the Destination, Mask, and Gateway information, then click Add Route.

Advanced...

Enables a route to be attached to an interface. Packets to a network will be routed to that interface, allowing
the gateway IP address to be dynamic.

Routing Information 77
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O/S forwarding table window
The O/S forwarding table window lists forwarding information for all routes.
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Figure 28. IP Routing Forwarding Table

Destination (ipRouteDest)

The destination IP address of this route. An entry with a value of 0.0.0.0 is considered a default route. Multiple
routes to a single destination can appear in the table, but access to such multiple entries is dependent on the
table-access mechanisms defined by the network management protocol in use.

Mask (ipRouteMask)

Indicates the mask to be logical-ANDed with the destination address before being compared to the value in the
ipRouteDest field. For those systems that do not support arbitrary subnet masks, an agent constructs the value
of the ipRouteMask by determining whether the value of the correspondent ipRouteDest field belongs to a
Class A, B, or C network, and then using the appropriate mask from table 3 on page 77.

Next Hop (ipRouteNextHop)
The IP address of the next hop of this route. (In the case of a route bound to an interface which is realized via
a broadcast media, the value of this field is the agent's IP address on that interface.)

Interface (ipRoutelflndex)

The index value that identifies the local interface through which the next hop of this route should be reached.
The interface identified by a particular value of this index is the same interface as identified by the same value
of ifIndex.

Type (ipRouteType)
One of the following route types:
e other(1)—none of the following

* invalid(2)—an invalidated route

78 0O/S forwarding table window
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 direct(3)—route to directly connected (sub-)network

 indirect(4)—route to a non-local host/network/sub-network

Note The values direct(3) and indirect(4) refer to the notion of direct and
indirect routing in the IP architecture. Setting this object to the value
invalid(2) has the effect of invalidating the corresponding entry in the
ipRouteTable object. That is, it effectively disassociates the destina-
tion identified with said entry from the route identified with said
entry. It is an implementation-specific matter as to whether the agent
removes an invalidated entry from the table. Accordingly, manage-
ment stations must be prepared to receive tabular information from
agents that corresponds to entries not currently in use. Proper inter-
pretation of such entries requires examination of the relevant
ipRouteType object.

Protocol (ipRouteProto)
The routing mechanism via which this route was learned. Inclusion of values for gateway routing protocols is
not intended to imply that hosts must support those protocols.

e unknown(0)

 local(1)—Added by the DACS to support an interface. For example, adding a route for a new dial-in user.
e user(2)—Added by an administrator on the IP Routing Information table or via SNMP management tools.
e dspf(3)—Not currently implemented.

e rip(4)—Learned via reception of RIP packet.

e icmp(5)—Learned via reception of ICMP packet.

 radius(6)—Provided in RADUIUS response packet.

Info (ipRoutelnfo)

A reference to MIB definitions specific to the particular routing protocol which is responsible for this route, as
determined by the value specified in the route’s ipRouteProto value. If this information is not present, its value
should be set to the OBJECT IDENTIFIER { 0 0 }, which is a syntactically valid object identifier, and any
conformant implementation of ASN.1 and BER must be able to generate and recognize this value.

0/S forwarding table window 79
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IP Routing Destination window
The IP Routing Destination window (see figure 29) shows next-hop routing information.
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Figure 29. Routing Destination window

Route Destination (ipRouteDest)

The destination IP address of this route. An entry with a value of 0.0.0.0 is considered a default route. Multiple
routes to a single destination can appear in the table, but access to such multiple entries is dependent on the
table-access mechanisms defined by the network management protocol in use.

Mask (ipRouteMask)

Indicates the mask to be logical-ANDed with the destination address before being compared to the value in the
ipRouteDest field. For those systems that do not support arbitrary subnet masks, an agent constructs the value
of the ipRouteMask by determining whether the value of the corresponding ipRouteDest field belongs to a
Class A, B, or C network, and then using the appropriate mask from table 3 on page 77.

Interface (ipRoutelflndex)

The index value which uniquely identifies the local interface through which the next hop of this route should
be reached. The interface identified by a particular value of this index is the same interface as identified by the
same value of ifIndex.

Protocol (ipRouteProto)
The routing mechanism via which this route was learned. Inclusion of values for gateway routing protocols is
not intended to imply that hosts must support those protocols.

e unknown(0)

* local(1)—Added by the DACS to support an interface. For example, adding a route for a new dial-in user.
e user(2)—Added by an administrator on the IP Routing Information table or via SNMP management tools.
e dspf(3)—Not currently implemented.

e rip(4)—Learned via reception of RIP packet.

* icmp(5)—Learned via reception of ICMP packet.

* radius(6)—Provided in RADUIUS response packet.
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Seconds Since Updated (ipRouteAge)

The number of seconds since this route was last updated or otherwise determined to be correct.

Tag (RouteTaq)

11 = IP

An identifier associated with the route. This can have different meanings depending on the protocol. For exam-

ple, this gives the tag that was passed with a learned RIP route.

Gateway (RouteGateway)

Specifies the IP address to which the packets should be forwarded.

Cost (RouteCost)

This is the cost of the route as defined by RIP standards. Cost is sometimes considered to be number of hops.
A cost of 16 is considered to be infinite. A cost can be given to user-entered routes so their preference in rela-

tion to learned routes can be calculated.

State (RouteState)

Defines the state which a route may be in during its lifetime.

e invalid(1)—This setting deletes the route.

active(2)—A valid route is in use.

Address Translation Information

nopath(3)—No route is available to the specified gateway. The gateway is not known to local networks.
agedout(4)—Invalid route (soon to be removed).

costly(5)—A valid route, but not in use because of it’s higher cost.

The IP address translation table window (see figure 30) contain the IP address to physical address equivalences.
Some interfaces do not use translation tables for determining address equivalences (for example, DDN-X.25
uses an algorithmic method)—if all interfaces are of this type, then the Address Translation table is empty (zero

entries).
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Figure 30. Address Translation Information window

Interface (ipNetToMediaEntry)

Each entry contains one IP address to physical address equivalence.

Address Translation Information
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Net Address (ipNetToMediaNetAddress)
The IP address corresponding to the media-dependent physical address.

Physical (ipNetToMediaPhysAddress)
The media-dependent physical address.

Type (ipNetToMediaType)

The type of mapping. Setting this object to the value invalid(2) has the effect of invalidating the corresponding
entry in the ipNetToMediaTable. That is, it effectively disassociates the interface identified with said entry
from the mapping identified with said entry. It is an implementation-specific matter as to whether the agent
removes an invalidated entry from the table. Accordingly, management stations must be prepared to receive
tabular information from agents that corresponds to entries not currently in use. Proper interpretation of such
entries requires examination of the relevant ipNetToMediaType object.

e other(1)—none of the following
 invalid(2)—an invalidated mapping
e dynamic(3)

e static(4)
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Introduction

Transmission Control Protocol (TCP) is in the Transport layer of the OSI model and sits on top of IP. It is one
of the more widely used protocols among the TCP/IP suite. The TCP subsystem web pages of the 3092
DACS provides management and statistical information on TCP. Detailed information regarding the SNMP
MIB variables may be downloaded from RFC1213: Management Information Base for Network Management
of TCP/IP-based internets: MIB-I1.

Click on TCP under the Configuration Menu to display the TCP main window (see figure 31) to monitor TCP
statistics.
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Figure 31. TCP main window

TCP main window

Retransmit-Timeout Algorithm (tcpRtoAlgorithm)
The algorithm that determines the timeout value used for retransmitting unacknowledged octets.

Retransmit-Timeout Minimum (tcpRtoMin)

The minimum value permitted by a TCP implementation for the retransmission timeout, measured in milli-
seconds. More refined semantics for objects of this type depend upon the algorithm used to determine the
retransmission timeout. In particular, when the timeout algorithm is rsre(3), an object of this type has the
semantics of the LBOUND quantity described in RFC 793.

Retransmit-Timeout Maximum (tcpRtoMax)

The maximum value permitted by a TCP implementation for the retransmission timeout, measured in milli-
seconds. More refined semantics for objects of this type depend upon the algorithm used to determine the
retransmission timeout. In particular, when the timeout algorithm is rsre(3), an object of this type has the
semantics of the UBOUND quantity described in RFC 793.
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Maximum Connections (tcpMaxConn)
The limit on the total number of TCP connections the entity can support. In entities where the maximum
number of connections is dynamic, this object should contain the value -1.

Active Opens (tcpActiveOpens)
The number of times TCP connections have made a direct transition to the SYN-SENT state from the
CLOSED state.

Passive Opens (tcpPassiveOpens)
The number of times TCP connections have made a direct transition to the SYN-RCVD state from the LIS-
TEN state.

Attempt/Fails (tcpAttemptFails)

The number of times TCP connections have made a direct transition to the CLOSED state from either the
SYN-SENT state or the SYN-RCVD state, plus the number of times TCP connections have made a direct
transition to the LISTEN state from the SYN-RCVD state.

ESTABLISHED Resets (tcpEstabResets)
The number of times TCP connections have made a direct transition to the CLOSED state from either the
ESTABLISHED state or the CLOSE-WAIT state.

Current ESTABLISHED (tcpCurrEstab)
The number of TCP connections for which the current state is either ESTABLISHED or CLOSE-WAIT.

Total Received (tcplnSegs)
The total number of segments received, including those received in error. This count includes segments
received on currently established connections.

Total Sent (tcpOutSegs)
The total number of segments sent, including those on current connections but excluding those containing
only retransmitted octets.

Total Retransmitted (tcpRetransSegs)
The total number of segments retransmitted—that is, the number of TCP segments transmitted containing
one or more previously transmitted octets.

Total Received in Error (tcplnErrs)
The total number of segments received in error (e.g., bad TCP checksums).

Total Sent w/RST Flag (tcpOutRsts)
The number of TCP segments sent containing the RST flag.

TCP main window 85
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TCP (Detalils)
From this screen you can view port details for remote and local TCP connections (see figure 32).
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Figure 32. TCP Details window

Local Port (tcpConnLocalPort)
The local port number for this TCP connection.

Remote Address (tcpConnRemAddress)
The remote IP address for this TCP connection.

Remote Port (tcpConnRemPort)
The remote port number for this TCP connection.

State (tcpConnState)

The state of this TCP connection. The only value which may be set by a management station is dele-
teTCB(12). Accordingly, it is appropriate for an agent to return a ‘badValue’ response if a management station
attempts to set this object to any other value.

If a management station sets this object to the value deleteTCB(12), Transmission Control Block, then this has
the effect of deleting the TCB (as defined in RFC 793) of the corresponding connection on the managed node,
resulting in immediate termination of the connection. As an implementation-specific option, a RST segment
may be sent from the managed node to the other TCP endpoint (note however that RST segments are not sent
reliably).

e closed(1)

e listen(2)

e synSent(3)

* synReceived(4)
* established(5)
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e finWait1(6)

e finWait2(7)

* closeWait(8)
e lastAck(9)

e closing(10)

e timeWait(11)
e deleteTCB(12)

TCP (Details) 87
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Introduction

User Datagram Protocol (UDP) is supported by the DACS. Detailed information regarding the SNMP man-
agement information base (MIB) variables can be found in RFC1213: Management Information Base for
Network Management of TCP/IP-based internets: MIB-11.

To manage and collect statistics on UDP, click on UDP under the Configuration Menu to display the UDP win-
dow (see figure 33).
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Figure 33. UDP window

Handling of NETBIOS UDP Broadcasts (boxNetbiosUdpBridging)

Enables the passing of broadcast UDP packets with a port of 137 and 138 from other interfaces to the local
LAN interface. Netbios uses these packets to communicate with WINS servers. A WINS server can work with-
out this option enabled, but the remote PC will appear to be on the LAN. The following options are available:

» doNotPassNetbiosBroadcasts(0)
» passNetbiosBroadcasts(1)

Received (udplnDatagrams)
The total number of UDP datagrams delivered to UDP users.

Received With No Ports (udpNoPorts)
The total number of received UDP datagrams for which there was no application at the destination port.

Others Received with No Delivery (udplnErrors)
The number of received UDP datagrams that could not be delivered for reasons other than the lack of an
application at the destination port.

Sent (udpOutDatagrams)
The total number of UDP datagrams sent from this entity.
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Listener Table (udpTable)
A table containing UDP listener information.

Local Address (udpLocalAddress)
The local IP address for this UDP listener. In the case of a UDP listener that is willing to accept datagrams for
any IP interface associated with the node, the value 0.0.0.0 is used.

Local Port (udpLocalPort)
The local port number for this UDP listener.
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Introduction

The RIP Version 2 main window (see figure 34) describes routing information as defined by the Routing Infor-
mation Protocol (RIP). All object identifiers described in this chapter comply with those contained in RFC
1724: RIP Version 2 MIB Extension.

RIP Version 2
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Figure 34. RIP Version 2 window

Click on RIP Version 2 under the Configuration Menu to display the RIP Version 2 main window.

RIP Version 2 main window

The RIP Version 2 window describes routing information as defined by the Routing Information Protocol
(RIP). The window also contains the following links:

 Statistics—Clicking on the Statistics link displays the RIP Version 2 Status window (see “RIP Version 2
(Statistics)” on page 97). In this window you can view each subnet IP address, Bad Packets, Bad Routes,
Sent Updates, and Status.

e Address (xxx.xxx.xxx.xxx)— After adding a RIP address, click on the IP Address under the Address column
todisplay the RIP Version 2 Configuration window. You can modify the configuration here. (see “RIP Ver-
sion 2 (Statistics)” on page 97).

Route Changes Made (rip2GlobalRouteChanges)
The number of route changes made to the IP Route Database by RIP. This does not include the refresh of a
route's age.

Responses Sent (rip2GlobalQueries)
The number of responses sent to RIP queries from other systems.

Adding a RIP address
Do the following:

1. Enter the IP network address of the interface on the 3092 DACS that you want to enable RIP. This will
be the LAN IP address, in other words, the IP address of the 3092. This is not the IP address of the device
you want to direct RIP packets to.
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2. Enter the protocol version to be used for sending RIP packets. The following choices are available:
— doNotSend (1)
— ripVersion1 (2)—ripVersion 1 implies sending RIP updates compliant with RFC 1058

— rip1Compatible (3)—riplCompatible implies broadcasting RIP-2 updates using RFC 1058 route sub-
sumption rules

— ripVersion2 (4)—ripVersion2 implies multicasting RIP-2 updates

3. Enter the protocol version to be used for receiving RIP packets. The following choices are available (note
that rip2 and rip1OrRip2 implies reception of multicast packets.):

— rip1 (1)—ripVersion 1 implies sending RIP updates compliant with RFC 1058
— rip2(2)—riplCompatible implies broadcasting RIP-2 updates using RFC 1058 route subsumption rules
— rip10rRip2(3)
— doNotReceive(4)
4. Click on Submit Query.
Note To delete the RIP Address, click on the IP Address under the column

named Address. Select Status to be invalid(2) and click on
Submit Query.

Further modifications can be made by clicking on the Address link of the specific subnet (see “RIP Version
2—Configuration”).

RIP Version 2—Configuration

TheRIP Version 2 Configuration window (see figure 35), seen by clickingon the IP Addressunder the column
named Address, displays the RIP IP Address followed by configurable parameters. The configurable parame-
ters are Domain, Authentication Type, Authentication Key, Send, Receive, Metric, and Status.
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Figure 35. RIP Version 2—Statistics Configuration window
Address (rip2IfConfAddress)

The IP Address of this system on the indicated subnet. For unnumbered interfaces, the value 0.0.0.N, where
the least significant 24 bits (N) is the ifindex for the IP Interface in network byte order.
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Domain (rip2IfConfDomain)
Value inserted into the Routing Domain field of all RIP packets sent on this interface.

Authentication Type (rip2IfConfAuthType)
The type of Authentication used on this interface.

e noAuthentication (1)

e simplePassword (2)

Authentication Key (rip2IfConfAuthKey)

Thisvalueisusedasthe Authentication Keywhenever Authentication Type (rip2lfConfAuthType)hasavalue
otherthan noAuthentication(1). Amodification of Authentication Type does notchange the value of Authenti-
cation Key. If the Authentication Key string is shorter than 16 octets, it will be left justified, then padded to 16
octets with nulls (0x00) on the right.

Reading this object always results in an octet string of length zero. Authentication may not be bypassed by
reading the MIB object.

Send (rip2IfConfSend)

Send is what the router sends on this interface. ripVersion 1 implies sending RIP updates compliant with RFC
1058. There are four options, doNotSend(1), ripVersion1(2), rip1Compatible(3), and ripVersion2(4).
riplCompatible implies broadcasting RIP-2 updates using RFC 1058 route subsumption rules. ripVersion2
implies multicasting RIP-2 updates. ripV1Demand indicates the use of Demand RIP on a WAN interface
under RIP Version 1 rules. ripV2Demand indicates the use of Demand RIP on a WAN interface under Version
2 rules.

e doNotSend (1)
e ripVersionl (2)

e riplCompatible (3)—rip1Compatible implies broadcasting RIP-2 updates using RFC 1058 route sub-
sumption rules

e ripVersion2 (4)—ripVersion2 implies multicasting RIP-2 updates

Receive (rip2IfConfReceive)
This indicates which version of RIP updates are to be accepted. Note that rip2 and rip7OrRip2 implies recep-
tion of multicast packets.

e ripl (1)

* rip2 (2)

* rip1OrRip2 (3)

» doNotRecieve (4)

Metric (rip2IfConfDefaultMetric)

This variable indicates the metric that is to be used for the default route entry in RIP updates originated on this

interface. A value of zero indicates that no default route should be originated; in this case, a default route via
another router may be propagated.
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Status (rip2IfConfStatus)
Writing invalid has the effect of deleting this interface.

- valid (1)
- invalid (2)

RIP Version 2 (Statistics)

By clicking on Statistics in the RIP Version 2 main window, you enter the RIP Version 2 Status win-
dow (see figure 36)It displays routing and update information for each subnet address.

RIF Version 2
Stalts
Sk I Addkwis Bad Packers Pad Haans Sem “_:-'J.llr: i 1T

192 45110252 0 | 0 wabi([)
Figure 36. RIP Version 2 details window

Subnet IP Address (rip2IfStatAddress)
The IP Address of this system on the indicated subnet. For unnumbered interfaces, the value 0.0.0.N, where
the least significant 24 bits (N) is the ifindex for the IP Interface in network byte order.

Bad Packets (rip2IfStatRcvBadPackets)
The number of RIP response packets received by the RIP process which were subsequently discarded for any
reason (e.g. a version 0 packet, or an unknown command type).

Bad Routes (rip2lfStatRcvBadRoutes)
The number of routes, in valid RIP packets, which were ignored for any reason (e.g. unknown address family,
or invalid metric).

Sent Updates (rip2IfStatSentUpdates)
The number of triggered RIP updates actually sent on this interface. This explicitly does NOT include full
updates sent containing new information.

Status (rip2IfStatStatus)
Displays whether the Subnet IP Address is valid or invalid.
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14 < RIP Version 2

98

DSL DACS Administrators’ Reference Guide

RIP Version 2 (Statistics)



Chapter 15SNMP

Chapter contents

Lo oo U ox (o] o IO SO SOU SRR RN EUPTURRRT 100
SINIMIP WINTOW. ...ttt e n e eE et n et neen e en s 100
L IS OO TP TS UT RO UP PP 100
PACKELS (SNMPINPKLS) ...ttt bbbt b ettt bt b e bbbt se et ee et e et ene e b e ebe e 100
Bad Version (SNMPINBAVEISIONS) .....ccvviieiiereeieeeieteeeetestestesieseestestesaeeessesaesessesressessessesaeseessenseseesesssssessenns 100
Bad Community Names (sSnmpInBadCommunityNAMES) ........cccorueieiririninirie e 101
Bad Community Uses (SnMpINBadCOMMUINITY) .....ccooiiiiiiiiiiiieiniese et 101
ASN ParseErrors (STMPINASNPAISEETTS) .....vecveiieriirieiereeieieeeeessetesessessestessesse e saessessesaeseessesseseessesessessenns 101
Error Status “T00 Big” (SNMPINTOOBIGS) ....eoveviiiiiieiiiieistieese ettt sb e 101
No Such Names (SNMPINNOSUCHINEMES) ......cuiiuiiiiiiitiie ittt see b e 101
Bad Values (SNMPINBAAVAIUES) .......eiveiierieiiirieicieieteeeee sttt st sa e sesrestesnessesae e e e eneaneeneens 101
Error Status “Read Only” (SNMPINREAAONIYS) ...oveiviiiiiiiiiiieieie ettt bbb 101
Generated Errors (STMPINGENETTS) ....c.oiiiiaiiiiie ittt sttt sttt e b sbesbesbesbesbesbe e e e esee e eaeasenbesneaneas 101
Get/Get Next Variables (SnmMpPINTOLAIREGVAS) ..ocvviveiiriereierieieieecie et ste st sre e s e e sasnesnens 101
Set Variables (SNMPINTOTAISETVAIS) .....ovetiitiieiieie ettt et b ettt 101
Get ReqUESES (SNMPINGETREQUESES) .....uveueeuieieeiirie ettt sttt sttt sttt b et bt sbesbe st e be e e b eneesenbeane b 101
Get Next Requests (SNMPINGEINEXLS) ©..vvvviveieerieieieeeieesiese e e st et e e se e e e e e esessessesseseeseeseeseessesensasnensens 102
Set ReqUESES (SNMPINSELREQUESES) ....veveiteeerteterieit ettt ettt ettt sae bbb se b se e et e b e et bt ebesbeseesbesee e 102
Get ResSpoNnses (SNMPINGELRESPONSES) ....c.veveverteureirseesiateeestesiestessestesteseeseeseeseesessessessessessesseseessessesessesnessens 102
I N L aa] o] LI o) S 102
L@ T | TSSOSO ST PO U POPOUTRPTORPPTOTPOR 102
Out Packets (SNMPOULPKES) ......veieeiiieieeiiiet ettt sttt ettt b e b e sbe st e b e e s st esenbeenenbe s 102
Error Status “T00 Big” (SNMPOULTOOBIQS) ...vcvvevereieeriiriesiiriesieeesieeesiseeistee e e te e seesae e seesaeseessesessessenns 102
No Such Names (SNMPOULNOSUCHNEMES) ......oveuieiiiieiitiiie ettt be bbb nes 102
Bad Values (SNMPOULBAAVAIUES) ....c..oveieierieiieiieieti ettt sttt be bbb et ebe bt 102
Generated Errors (STMPOULGENETTS) ....vvveiveverieieieieiesieieseeesses e ssestessessesseseeseessesseseessansessssesssssessessessenses 102
Get Requests (SNMPOULGETREQUESES) .....cveieieitetirie ettt sttt e bbb b e b e 102
Get Next Requests (SNMPOULGEENEXLES) ...o.viueeiiieirieeiieieee sttt sttt sttt sb e b bbb e e b e sae b 102
Set Requests (SNMPOULSELREGUESTS) ...veuvereereereeiiieerisiestisteseseesteieseesaesseseeseesseseesesssssessessessesseseesseseesensessensens 102
Get Responses (SNMPOULGETRESPONSES) ...vuveuvereueeririeaiirteriestestestestesseseeseeseeseeessessessessessessesaessessensasessesnsssens 103
TraPS (SNMPOULTIAPS) -.vveveiterteeterieste st sieste st et et ettt e e s bttt st e sbesbesbesbe s e beseeeseaeeseebeeseebeebenbeebesbesbeseeeeente e anes 103
Authentication Failure Traps (SNMPENabIEAUtNENTTAPS) ..vvevveriereireiiiiereiesiere e ere s 103

99



15 =« SNMP

Introduction

Access Server Administrators’ Reference Guide

The DACS provides management and statistical information on SNMP. Detailed information on the SNMP
MIB variables may be downloaded from the RFC. Click on SNMP under the Configuration Menu to dis-

play the SNMP window (see figure 37).

= ENMF .IEI
E e Ry g s L
- sy Ererrege WE
= Ladjay T allect MR
=] In il
] Fuchen “ad Fasksy (0}
.'_I'. 2t Ve Erven oy "Tue Tog!
= e Oomesty Huar Ho Sechi Humm
-— Bad Coameaay Ui Eowd Wby
- | aem prarye B iRl Fyve
& | Sew Srwrm Tes Big® I et B gataly 1
Hy Sk Huea T Heddt Beqenii
Zad Ve 2 By 1]
Eoxr Sturm “Bawd Orly? ] Ink Barpcmimt - |
Ll d Rnsn P 1 a
Gt Pl Vsl 18
S8 Vieskl |
T Brpmmn i
thei Hied Eaguri 1]
ot e gmatn
Gt MEas P
| Trign I
I Y Fudizn Teupn | wvabtedils 4 | [Vubewt]|

I
Figure 37. SNMP window

SNMP window

The SNMP window displays incoming and outgoing SNMP statistics, and has links for downloading and dis-
playing the following MIB documents:

» Corporate MIB
* Enterprise MIB
* Product MIB

In

Packets (snmpInPkts)

The total number of Messages delivered to the SNMP entity from the transport service. Typically this would be
UDP since the SNMP engine sits on top of UDP

Bad Version (snmplnBadVersions)

The total number of SNMP Messages that were delivered to the SNMP protocol entity and were for an unsup-
ported SNMP version.
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Bad Community Names (snmplnBadCommunityNames)
The total number of SNMP Messages delivered to the SNMP protocol entity which used a SNMP community
name not known to said entity.

Bad Community Uses (snmplnBadCommunity)
The total number of SNMP messages delivered to the SNMP protocol entity which represented an SNMP
operation which was not allowed by the SNMP community named in the message.

ASN ParseErrors (snmplnASNParseErrs)
The total number of ASN.1 or BER errors encountered by the SNMP protocol entity when decoding received
SNMP messages.

Error Status “Too Big” (snmplnTooBigs)
The total number of SNMP PDUs that were delivered to the SNMP protocol entity and for which the value of
the error-status field is tooBig.

No Such Names (snmplnNoSuchNames)
The total number of SNMP PDUs that were delivered to the SNMP protocol entity and for which the value of
the error-status field is noSuchName.

Bad Values (snmplnBadValues)
The total number of SNMP PDUs that were delivered to the SNMP protocol entity and for which the value of
the error-status field is badValue.

Error Status “Read Only”” (snmplnReadOnlys)

The total number of valid SNMP PDUs that were delivered to the SNMP protocol entity and for which the
value of the error-status field is readOnly. It should be noted that it is a protocol error to generate an SNMP
PDU which contains the readOnly value in the error-status field, as such this object is provided as a means of
detecting incorrect implementations of the SNMP.

Generated Errors (snmplnGengErrs)
The total number of SNMP PDUs that were delivered to the SNMP protocol entity and for which the value of
the error-status field is genErr.

Get/Get Next Variables (snmplnTotalRegVars)
The total number of MIB objects that have been retrieved successfully by the SNMP protocol entity as the
result of receiving valid SNMP Get-Request and Get-Next PDUs.

Set Variables (snmplnTotalSetVars)
The total number of MIB objects that have been altered successfully by the SNMP protocol entity as the result
of receiving valid SNMP Set-Request PDUs.

Get Requests (snmplnGetRequests)
The total number of SNMP Get-Request PDUs that have been accepted and processed by the SNMP protocol
entity.
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Get Next Requests (snmplnGetNexts)
The total number of SNMP Get-Next PDUs that have been accepted and processed by the SNMP protocol
entity.

Set Requests (snmplnSetRequests)
The total number of SNMP Set-Request PDUs that have been accepted and processed by the SNMP protocol
entity.

Get Responses (snmplnGetResponses)
The total number of SNMP Get-Response PDUs that have been accepted and processed by the SNMP proto-
col entity.

Traps (snmplnTraps)
The total number of SNMP Trap PDUs that have been accepted and processed by the SNMP protocol entity.

Out

Out Packets (snmpOutPkts)
The total number of SNMP messages that were passed from the SNMP protocol entity to the transport service.

Error Status “Too Big” (snmpOutTooBigs)
The total number of SNMP PDUs that were generated by the SNMP protocol entity and for which the value
of the error-status field is tooBig.

No Such Names (snmpOutNoSuchNames)
The total number of SNMP PDUs that were generated by the SNMP protocol entity and for which the value
of the error-status is noSuchName.

Bad Values (snmpOutBadValues)
The total number of SNMP PDUs that were generated by the SNMP protocol entity and for which the value
of the error-status field is badValue.

Generated Errors (snmpOutGenkErrs)
The total number of SNMP PDUs that were generated by the SNMP protocol entity and for which the value
of the error-status field is genErr.

Get Requests (snmpOutGetRequests)
The total number of SNMP Get-Request PDUs that have been generated by the SNMP protocol entity.

Get Next Requests (snmpOutGetNexts)
The total number of SNMP Get-Next PDUs that have been generated by the SNMP protocol entity.

Set Requests (snmpOutSetRequests)
The total number of SNMP Set-Request PDUs that have been generated by the SNMP protocol entity.
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Get Responses (snmpOutGetResponses)
The total number of SNMP Get-Response PDUs that have been generated by the SNMP protocol entity.

Traps (snmpOutTraps)
The total number of SNMP Trap PDUs that have been generated by the SNMP protocol entity.

Authentication Failure Traps (snmpEnableAuthenTraps)
This value indicates whether the SNMP agent process is permitted to generate authentication-failure traps.
The variable is global. This means that by being disabled, all authentication-failure traps are disabled.

Note Note: Itis strongly recommended that upon selecting either
enabled(1) or disabled(2), it be saved in non-volatile memory by click-
ingonRecord Current Configuration under Immediate Actions
on the Home page of the 3092 DACS. If the network management
system is re-initialized (implying power cycling) while assuming the
current configuration has been recorded, the current configuration
will not be lost.

The two options for this variable are:
e enabled(1)
 disabled(2)
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16 = System

The System main window (see figure 38) contains general setup information about the DACS. System param-
eters are Patton Enterprise MIB object identifiers, though some are contained in RFC 1213, Management
Information Base for Network Management of TCP/IP-based internets: MIB-I11. Click on System under the Con-

figuration Menu to display the System main window.
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Figure 38. System main window
(CPU, SNMP and HTTP, LAN IP, Manufacturer, and Message Blocks)
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System main window

From this window you can view information for the CPU, SNMP and HTTP, LAN IP, Manufacturer, Mes-
sage Blocks, Operating System Heap Memory, Enclosure System, Installation, and Other.

The main window also has the following links:

* Modify—click on this link to change SNMP and HTTP, LAN IP, Installation, and Other (see “System—
Modify window” on page 112)

» PacketHolding Message Blocks—click onthislink toview message block statistics (see “System—~Packet
Holding Message Blocks...” on page 115)

CPU
This portion of the System main window contains information described in the following sections.

Percentage CPU Idle (boxidletime)
This indicates what percentage of the i960 CPU processing power is not being utilized (see figure 38 on
page 107).

Time Slices Fully Utilized (boxCPUcritical)
This value represents a count of how many times the CPU was fully utilized expressed in 1/100th seconds (see
figure 38 on page 107).

Time Slices 90% Utilized (hoxCPUWarning)
This value represents a count of how many times the CPU approached full utilization expressed in 1/100th sec-
onds (see figure 38 on page 107).

SNMP and HTTP
This portion of the System main window provides information about the SNMP version and the HT TP acces-
sibility.

Version (boxSnmpVersion)
This parameter indicates the SNMP version number supported by this unit (for example snmpv1(1) means
SNMP version 1 is supported). Select snmpv1(1) only since SNMP2 is not currently supported.

Super User Password (boxSnmpMasterPassword)
This is the super user password for complete access and configurability of the DACS through SNMP and
HTTP (see figure 38 on page 107).

User Password (boxSnmpMonitorPassword)
This displays the user monitoring password for read only access of certain selected information. Not all param-
eters shown using the superuser password are displayed under the user password. (see figure 38 on page 107).

LAN IP
This portion of the System main window contains information described in the following sections.
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How to Obtain Address (boxIPAddressTechnique)
This displays the current method for obtaining the LAN IP address (see figure 38 on page 107).

Address(boxIPAddress)
If the address technique in use above is static, then the value displayed in the Address field is the LAN IP
address (see figure 38 on page 107).

Mask(boxIPMask)
If the address technique in use above is static, then the value displayed in the Address field is the LAN IP mask
(see figure 38 on page 107).

Manufacturer
This portion of the System main window contains manufacturing information described in the following sec-
tions.

Serial Number (boxManufactureDatecode)
The datecode of manufacture and serial number (see figure 38 on page 107).

PCB Revision (hoxManufacturePchRevision)
The revision of the printed circuit board (see figure 38 on page 107).

General Information (boxManufactureGenerallnfo)
A manufacturing notes area for additional information (see figure 38 on page 107).

Message Blocks

This portion of the System main window contains information about the usage of message blocks. A message
block is essentially memory available for creating or storing packets where a packet is usually an Ethernet frame.
There are four types of message blocks, and each type represents a collection of buffers which are of the same
size.

Packet Holding Message Blocks...
Provides buffer usage of DACS message blocks based upon message block sizes (see figure 38 on page 107).

Total (boxMsgBlksConfigured)
The total number of message blocks on the system (see figure 38 on page 107).

Free (boxMsgBlksFree)
The number of free message blocks available (see figure 38 on page 107).

Total Time Waited (boxCountMsgBlkTaskWait)

The total number of times that the proper size message block was not available to hold a packet, and the CPU
task went to sleep while waiting for it. (see figure 38 on page 107).
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Total Times Unavailable (hoxCountMsgBlkUnavailable)

The total number of times that the proper size message block was not available to hold a packet, and the CPU
task dumped the packet. Thedifference between Total Time Waited and Total Times Unavailable iswhether
the CPU task goes to sleep or simply dumps the packet to continue on. (see figure 38 on page 107).

Operating System Heap Memory
This portion of the System main window contains information about the memory used by the CPU and its
management tasks.

Total Size (boxHeapSize)
The size in octets of the operating system heap memory (see figure 38).

Free (boxHeapFreeSpace)
The amount of operating system heap memory in octets currently available (see figure 38).

Largest (boxHeapLargestSpace)
The largest contiguous memory block in octets in the memory heap (see figure 38).

Enclosure System
This portion of the System main window contains information about the internal temperature of the DACS.

Internal Temperature (boxTemperature)
Displays the current temperature in celsius (centigrade) (see figure 38).

Highest Temperature (boxMaxTemperature)
The highest temperature registered in celsius (centigrade) since the DACS was last re-booted (see figure 38 on
page 107).

Installation
This portion of the System main window contains information described in this following section.

Country (installCountry)
Specifies the country that the DACS is installed in so it can be configured in accordance with local laws (see
figure 38 on page 107).

Other
This portion of the System main window contains information described in the following sections.

Total DRAM Detected (hoxDetectedMemory)
The total number of bytes of DRAM detected by the CPU (see figure 38 on page 107).

SystemlID (sysObjectID)

This SNMP variable defines the type of the DACS being managed as defined by specification RFC1213.MIB
(see figure 38 on page 107).
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Running Since Last Boot (sysUpTime)
This SNMP variable represents the time since the network management portion of the system was last re-ini-
tialized (see figure 38 on page 107).

System Manager (sysContact)

This SNMP variable represents the textual identification of the contact person for this managed node, which
may include information on how to contact this person as defined by specification RFC1213.MIB (see
figure 38 on page 107). The maximum length of this field is 256 octets.

Box Name (sysName)
This is “An administratively assigned name for this managed node. By convention, this is the node’s fully-qual-
ified domain name.” (RFC1213.MIB) (see figure 38 on page 107).

Physical Location (sysLocation)
“The physical location of this node (e.g., telephone closet, 3rd floor).” (RFC1213.MIB) (see figure 38 on
page 107).

Web Settings (boxBackgroundFlag)
The following options are available:

« disableGraphics(0)—When this option is selected, graphics on WWW pages will not be displayed. This
results in faster page display times, but may make it more difficult to navigate WWW sites that rely heavily
on graphics.

» enableGraphics(1)—When this option is selected, graphics on WWW pages are displayed.
e disableWeb(2)—When this option is selected, access to the WWW pages is denied for everyone.

Monitor Privilege (boxMonitorPrivilege)
Specifies the privileges given to the monitor user. Privileges can be removed or additional write access can be
given beyond read-only access. The following options are available:

» none(0)—The monitor user can not log in.

 read-only(2)—This is the default setting. The monitor user can view but not change any parameters. Mon-
itor can not view passwords.

e writeUser(18)—Not supported.
e writeUserlp(50)—The monitor user can change all parameters—except passwords— IP links.
» writeUserlpWan(114)—The monitor user can change all parameters—except passwords— IP, and T1/E1.

» writeUserlpWanSystem(242)—The monitor user can change all parameters—except passwords— IP, T1/
E1, System, and System Log links.

e writeUserlpWanSystemUpload(498)—The monitor user can change all parameters—except passwords—
IP, T1/E1, System, and System Log links. The monitor user can also load firmware updates into the DACS.
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System—Modify window

The System—Modify window (see figure 39) iswhere you can change SNMP and HT TP, LAN IP, Installation,
and Other.

SMAE AND HTTP

Vet ammp i (1) # | Gulmir
Supenser Pagpword BT

Supenzer Pasnword VenBoaso | Sulsmit
e Passward |mizninai

Memi Pazsword Venficston | |'!-uh'n|l
LAN IP

Medhod 1o Obtan Address | staticf) | |

Adbegs |'HI 18.1103253

Mazk [ aaannn

[ Summir

Tnistadlmehon

Comtry | umitedStates(l)  # |

[ Susmic]

(nther

System Manager: [Uninowe Conla

Bow Mame I?I:""\"il

Phyzical Locahen: [Uniknoes Location

Tlab Setings | emabbeGraphics(1} = |

Momtor Prialege. | readoniy(Z) 2
[ Susmir]

Figure 39. System—Modify window

SNMP and HTTP
This portion of the System—Modify window provides information about the SNMP version and the HT TP
accessibility.

Version (boxSnmpVersion)
This parameter selects the SNMP version number supported by this unit (see figure 39). Select snmpv1(1)
only, SNMP2 is not currently supported.

Super User Password (boxSnmpMasterPassword)
This accesses the super user password for complete access and configurability of the DACS through SNMP and
HTTP (see figure 39 on page 112).
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User Password (boxSnmpMonitorPassword)
This accesses the user monitoring password for read only access of certain selected information. Not all param-
eters shown using the superuser password are displayed under the user password. (see figure 39 on page 112).

LAN IP
This portion of the System—Modify window contains configurable information for the IP addressing of the
Ethernet LAN port.

Method to Obtain Address (boxIPAddressTechnique)
This indicates how to obtain the LAN IP address (see figure 39 on page 112). The following options are avail-
able:

 disable(0)—Ethernet port is disabled (DACS T1 to T1 usage only)
e static(1)—LAN IP address is obtained from EIA-232 Control Port

e rarp (2)—Reverse Address Resolution Protocol—A protocol defined in RFC 903 which provides the reverse
function of ARP. RARP maps a hardware address (MAC address) to an Internet address. It is used primarily
by diskless nodes, when they first initialize, to find their Internet address.

e bootp(3)—The Bootstrap Protocol. A protocol described in RFCs 951 and 1084 and used for booting disk-
less workstations.

e dhcp(4)—Dynamic Host Configuration Protocol—A protocol introduced by Microsoft on their NT server
with version 3.5 in late 1994. This protocol provides a means to dynamically allocate IP addresses to IBM
PCs running on a Microsoft Windows local area network. The system administrator assigns a range of IP
addresses to DHCP and each client PC on the LAN has its TCP/IP software configured to request an IP
address from the DHCP server. The request and grant process uses a lease concept with a controllable time
period. More information can be found in the Microsoft documentation on NT Server.

Address (boxIPAddress)
If the address technique above is static then this represents the LAN IP address.

Mask (boxIPMask)
If the address technique above is static then this represents the LAN IP mask.

Installation
This portion of the System—Modify window contains information described in the following section.

Country (installCountry)
Specifies the country that the DACS is installed in so it can be configured in accordance with local laws. The
following options are available:

e other(0)

e unitedStates(1)
e australia(2)

e canada(3)

e europeanUnion(4)
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e france(b)

e germany(6)

Other
This portion of the System—Modify window contains information described in the following sections.

System Manager (sysContact)
This SNMP variable represents the textual identification of the contact person for this managed node, together
with information on how to contact this person as defined by specification RFC1213.MIB.

Box Name (sysName)
This is “An administratively assigned name for this managed node. By convention, this is the node’s fully-qual-
ified domain name.” (RFC1213.MIB)

Physical Location (sysLocation)
“The physical location of this node (e.g., ‘telephone closet, 3rd floor’).” (RFC1213.MIB)

Web Settings (boxBackgroundFlag)
The following options are available:

« disableGraphics(0)—When this option is selected, graphics on WWW pages will not be displayed. This
results in faster page display times, but may make it more difficult to navigate WWW sites that rely heavily
on graphics.

» enableGraphics(1)—When this option is selected, graphics on WWW pages are displayed.
 disableWeb(2)—When this option is selected, access to the WWW pages is denied for everyone.

Monitor Privilege (boxMonitorPrivilege)
Specifies the privileges given to the monitor user. Privileges can be removed or additional write access can be
given beyond read-only access. The following options are available:

» none(0)—The monitor user can not log in.

 read-only(2)—This is the default setting. The monitor user can view but not change any parameters. Mon-
itor can not view passwords.

e writeUser(18)—The monitor user can change all parameters—except passwords— under authentication,
drop-and-insert, and dial-in links.

e writeUserlp(50)—The monitor user can change all parameters—except passwords— under authentication,
drop-and-insert, dial-in, and IP links.

e writeUserlpWan(114)—The monitor user can change all parameters—except passwords— under authenti-
cation, drop-and-insert, dial-in, IP, T1/E1, and Frame Relay links.

» writeUserlpWanSystem(242)—The monitor user can change all parameters—except passwords— under
authentication, drop-and-insert, dial-in, IP, T1/E1, Frame Relay, System, and System Log links.
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e writeUserlpWanSystemUpload(498)—The monitor user can change all parameters—except passwords—
under authentication, drop-and-insert, dial-in, IP, T1/E1, Frame Relay, System, and System Log links. The
monitor user can also load firmware updates into the DACS.

System—Packet Holding Message Blocks...

The DACS system manages the 1960 processor utilization by allocating message blocks for packet manage-
ment. This Message Blocks window (see figure 40) indicates buffer usage of DACS message blocks based upon
message block sizes.

SYSTEM
Message Blocks
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Figure 40. Packet Holding Message Blocks window

Buffer Size (boxbuffersize)
The size in bytes of the buffer.

No. of Buffers (boxbuffercount)
The total number of buffers this size.

No. Free (boxbuffersfree)
The number of buffers this size which are currently free for use

No. of Tasks Waited (boxCountBufferTaskWait)
The total number of times that the proper size message block was not available to hold a packet, and the CPU
task went to sleep while waiting for it.

No. of Times Unavailable(boxCountBufferUnavailable)

The total number of times that the proper size message block was not available to hold a packet, and the
CPU task dumped the packet. Thedifference between Total Time Waited and Total Times Unavailable is
whether the CPU task goes to sleep or simply dumps the packet to continue on.
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The System Log window (see figure 41) displays the results from the system-wide error reporting subsystem.
The object parameters in the system log are all Patton Enterprise MIB object identifiers.
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Figure 41. System Log main window

Besides displaying the results from the system-wide error reporting utility, the System Log main window also
contains links to the following:

Modify—Clicking on this link displays syslog and SNMP trap daemon IP addresses, message priorities, and
maintenance information in the flash memory (see “System Log—Modify” on page 119)

Volatile Memory—Clicking on this link displays timestamp and stored system log message information
(“System Log—Volatile Memory” on page 123)

Non-Volatile Memory—Clicking on this link displays non-volatile RAM messages with the 100-ms time
stamp (see “System Log—Non-Volatile Memory” on page 124)

Click on System Log under the Configuration Menu to display the System Log main window.

118

Introduction



DSL DACS Administrators’ Reference Guide 17 = System Log

System Log—Modify

TheSystemLog—Modifywindow(seefigure 42)displaysSysLogandSNMPTrapDaemonlIPAddressloca-
tions, message priorities for the offered SysLog destinations, priority and maintenance information.
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Figure 42. System Log—Modify window

Daemons
Thisportion of the System Log—Modify window contains information about the SysLog Daemon and SNMP
Trap Daemon IP Addresses.

SysLog Daemon IP Address(syslogDaemonlP)
The IP address of a host system which is running a syslog daemon. System messages with a priority greater than
or equal to the configurable syslogDaemonPriority will be sent to this IP address (see section “Priority”).

SNMP Trap Daemon IP Address (syslogTraplP)
The IP address of a host system which is running a SNMP trap daemon. SNMP Trap messages with a priority
greater than or equal to the configurable syslogTrapPriority will be sent to this IP address.

Priority

This portion of the System Log—Modify window describes the configuration of the Message Priority for each
of the SysLog destinations.
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Min Priority for SysLog Daemon (syslogDaemonPriority)
System messages which have a priority equal to or greater than this setting will be sent to the syslog daemon
defined by the SysLog Daemon IP Address (syslogDaemonlP).

e prioritySystem(80)

e priorityDisable(1000)

Min Priority for Console RS-232 (syslogConsolePriority)

System messages which have a priority equal to or greater than this setting will be sent directly to the RS-232
Config Port on the rear of the 3092. Messages will be sent regardless of the current operating state of the RS-

232 configuration port. The lower the number next to the priority listed below, the more details system logging
will provide. priorityVerbose will generate the most messages, while priorityDisable will turn off all messages.

e priorityVerbose(5)

e priorityDebug(10)

e prioritylnfo(20)

e priorityOddity(40)

e priorityService(60)

e prioritySystem(80)

e priorityDisable(1000)

Min Priority for Flash Storage (syslogFlashPriority)

System messages which have a priority equal to or greater than this setting will be permanently stored in the
Flash PROM. Due to being permanent memory, the Flash memory eventually becomes filled. When this

occurs, the memory must be cleared before accepting more messages. Some maximum number of messages
may be stored in the Flash PROM before this storage area must be cleared.

* prioritySystem(80)—Flash PROM will be used to store system-level messages.
e priorityDisable(1000)—No messages will be stored.

Min Priority for SNMP Trap Daemon (syslogTrapPriority)

System messages which have a priority equal to or greater than this setting will be sent to the SNMP Trap Dae-
mon IP Address (syslogTraplP). The lower the number next to the priority listed below, the more details system
logging will provide. priorityVerbose will generate the most messages, while priorityDisable will turn off all
messages.

e priorityVerbose(5)
e priorityDebug(10)
e prioritylnfo(20)

e priorityOddity(40)
e priorityService(60)
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e prioritySystem(80)

e priorityDisable(1000)

Min Priority for RAM (SyslogTablePriority)

System messages which have a priority equal to or greater than this setting will appear in System Log—Volatile

Memory. The lower the number next to the priority listed below, the more details system logging will provide.
priorityVerbose will generate the most messages, while priorityDisable will turn off all messages.

e priorityVerbose(5)

e priorityDebug(10)

e prioritylnfo(20)

e priorityOddity(40)

e priorityService(60)

e prioritySystem(80)

* priorityDisable(1000)
Unix Facility (syslogUnixFacility)

This setting is used when syslog messages are sent to a Unix-type syslog daemon. In this case the message will
include the facility and priority coding.

 disable(0)
e user(1)

* mail(2)

e daemon(3)
e auth(4)

e syslog(5)
* lpr(6)

* news(7)
e uucp(8)
e cron(9)

e authpriv(10)
e ftp(11)

* local0(16)
* local1(17)
e local2(18)
e local3(19)
e local4(20)
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e local5(21)
e local6(22)
e local7(23)

Call Trace (syslogCallTrace)

Enabling this will activate the call tracing utility. This is a powerful debugging utility which will log every single
function call and return. At the death of a box the call trace will be printed out and can be sent to tech support.
This utility will take a large amount of CPU power.

 disable(0)—Disable function call tracing.
e enable(1)—Enable function call tracing.

e dump(2)—Display function call tracing on the computer monitor.

Maintenance
This portion of the System Log—Modify window contains information described in the following section.

Maintain Flash Storage (syslogFlashClear)
Setting this variable to syslogFlashClear will cause the erasing of any system messages which have been saved in
the Flash. On reading this variable will indicate if the syslog Flash is rejecting messages because it is full.

 syslogFlashOK(0)—Flash is accepting messages.

 syslogFlashFull(1)—Flash is rejecting messages because it is full. To empty the flash memory, see option
syslogFlashClear(2).

 syslogFlashClear(2)—Erase system messages stored in Flash. Be sure to return to the 3092's Home page and
click on Record Current Configuration to store this change in permanent memory.
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System Log—Volatile Memory
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The System Log—Volatile Memory window (seefigure 43) displaystimestampand stored systemlog message

information.

Figure 43. System Log—Volatile Memory window
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Time stamps are generated every 10 ms.

Message (sIMessage)

This is the message stored in RAM. If the 3092 DACS loses power, the messages in RAM will be lost.

System Log—Volatile Memory
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System Log—Non-Volatile Memory

The System Log—Non-Volatile window (see figure 44) displays the time stamp and the messages kept in the
non-volatile Flash memory.
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Figure 44. System Log—Non-Volatile Memory window

Time (sIfTick)
Time stamps are generated every 10 ms.

Message (slfMessage)
This is the message stored in Flash memory. If the 3092 DACS loses power, the messages will not be lost.
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Introduction

The T1/E1 Link Activity window (see figure 45) shows the configuration of the T1/E1 Interface, and reports
statistics on the quality of the T1/E1 connection. The statistics listed in this section comprise those contained
in RFC 1406—Definitions of Managed Objects for the DS1 and E1 Interface Types.

T1/E1 LINK ACTIVITY
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Figure 45. T1/E1 Link Activity main window

Click on T1/E1 Link under the Configuration Menu to display the T1/E1 Link Activity main window.

The T1/E1 Link Activity main window contains the following items:

Information that identifies the DS1 Interface on a managed device, indicates the type of DS1 line using the
circuit, and shows the transmission vendor’s circuit identifier (see figure 45). For more information about
the objects in this window, refer to “T1/E1 Link Activity main window” on page 129.

Line Status—Thisvariable indicates interface line status. If any condition other than No Alarms exists, you
canclickonthe Alarms Present link toview the Line Status Alarms window. For more information about
these objects, refer to “Line Status (dsx1LineStatus)” on page 130.

Line Status—Configuration... link—clickingonthislink takes you to the page that displays the WAN Cir-
cuit Configuration window. Thiswindow contains general information about the DS1 interface, amount of
time intervals passed, and kind of line coding). For more information about this page, refer to “Line Sta-
tus—Configuration” on page 132.

Near End Line Statistics—Current... link—clicking on this link takes you to the page that displays line sta-
tistics for the current 15-minute interval. For more information about this page, refer to “Near End Line
Statistics—Current” on page 137.
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* Near End Line Statistics—History... link—clicking on this link takes you to the page that displays line sta-
tistics for the previous 15-minute interval. For more information about this page, refer to “Near End Line
Statistics—History” on page 138.

* Near End Line Statistics—Totals... link—clicking on this link takes you to the page that displays the total
statistics of errors that occurred during the previous 24-hour period. For more information about this page,
refer to “Near End Line Statistics—Totals” on page 140.

e FarEndLine Statistics—Current... link—clickingonthislink takesyou to the page that displaysfar-end sta-
tistics for the current 15-minute interval. For more information about this page, refer to “Far End Line Sta-
tistics—Current” on page 141.

 FarEnd Line Statistics—History... link—clickingon thislink takesyou to the page that displays far-end sta-
tistics for the previous 15-minute interval. For more information about this page, refer to “Far End Line
Statistics—History” on page 142.

e FarEnd Line Statistics—Totals... link—clicking on this link takes you to the page that displays the total far-
end statistics of errors that occurred during the previous 24-hour period. For more information about this
page, refer to “Far End Line Statistics—Totals” on page 144.

T1/E1 Link Activity main window
The T1/E1 Link Activity window has three main sections that display the following T1/E1 parameters:

* Line Status—Shows the configuration of the T1/E1 Interface and service provided on each user time slot.
* Near End Line Statistics—Show error statistics collected from the near-end of the T1/E1 line.

e FarEnd Line Statistics—Showstatisticscollected from the far-end T1/E1 line. Far End Line Statistics can be
used by devices that support the facility data link (FDL)

Link (dsx1Linelndex)

This object identifies a DS1 Interface on a managed device. If there is an ifEntry directly associated with this
DS1 interface, it must have the same value as ifindex. Otherwise, the value exceeds ifNumber, and is assigned a
unique identifier by following this rule: inside interfaces (equipment side) with even numbers and outside
interfaces (network side) with odd numbers.

Type (dsx1LineType)
This variable indicates the type of DS1 line using the circuit. The circuit type determines the bits-per-second
rate that the circuit can carry and how it interprets error statistics. The values are as follows:

e dsx1ESF—Extended Superframe DS1

e dsx1D4—AT&T D4 format DS1

e dsx1E1—Based on CCITT/ITU G.704 without CRC

e dsx1E1-CRC—Based on CCITT/ITU G.704 with CRC
Circuit ID (dsx1Circuitldentifier)

This is the transmission vendor’s circuit identifier. Knowing the circuit ID can be helpful during
troubleshooting.
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18 « T1/E1 Link DSL DACS Administrators’ Reference Guide

Line Status (dsxl1LineStatus)

This variable indicates interface line status. It contains loopback, failure, received alarm and transmitted alarm
information. If any condition other than Noe Alarms exists, you can click on the Alarms Present link to view
the Line Status Alarms window (see figure 46).

CIRCUITID 1
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Figure 46. Line Status Alarms window

The alarms currently present on the line will be indicated by the ACTIVE label next to the alarm type.

Failure States
The following failure states are reported in the dsx1LineStatus object. The items listed in this section comprise
those contained in RFC 1406—Definitions of Managed Objects for the DS1 and E1 Interface Types.

Far End Alarm Failure
Far End Alarm failure is also known as a Yellow Alarm in the T1 case or Distant Alarm in the E1 case.

For D4 links, the Far End Alarm failure occurs when bit 6 of all channels has been zero for at least 335 ms. The
alarm is cleared when bit 6 of at least one channel is non-zero for a period T, where T is usually less than 1 sec-
ond and always less than 5 seconds. The Far End Alarm failure is not declared for D4 links when a Loss of Sig-
nal is detected.

For ESF links, the Far End Alarm failure is declared if the Yellow Alarm signal pattern occurs in at least 7 out of
10 contiguous 16-bit pattern intervals. The alarm is cleared when the Yellow Alarm signal pattern has not
occurred for 10 contiguous 16-bit signal pattern intervals.

For E1 links, the Far End Alarm failure is declared when bit 3 of time-slot zero is received set to 1 on two con-
secutive occasions. The Far End Alarm failure is cleared when bit 3 of time-slot zero is received set to zero.
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Alarm Indication Signal (AlS) Failure

The Alarm Indication Signal failure is declared when an AlIS defect is detected at the input and the AIS defect
still exists after the Loss Of Frame failure (which is caused by the unframed nature of the all-ones signal) is
declared. The AIS failure is cleared when the Loss Of Frame failure is cleared.

Loss Of Frame Failure

For T1 links, the Loss Of Frame failure is declared when an OOF or LOS defect has persisted for T seconds,
where 2 < T < 10. The Loss Of Frame failure is cleared when there have been no OOF or LOS defects during
aperiod T where 0 < T < 20. Many systems will perform hit integration within the period T before declaring or
clearing the failure (for more information, see TR 62411 [16]).

For E1 links, the Loss Of Frame Failure is declared when an OOF defect is detected.

Loss Of Signal Failure

For T1, the Loss Of Signal failure is declared upon observing 175 +/- 75 contiguous pulse positions with no
pulses of either positive or negative polarity. The LOS failure is cleared upon observing an average pulse density
of at least 12.5% over a period of 175 75 contiguous pulse positions, starting with the receipt of a pulse.

For E1 links, the Loss Of Signal failure is declared when greater than 10 consecutive zeroes are detected (see
0.162 Section 3.4.4).

Loopback Pseudo-Failure

The Loopback Pseudo-Failure is declared when the near end equipment has placed a loopback (of any kind) on
the DS1. This allows a management entity to determine from one object whether the DS1 can be considered to
be in service or not (from the point of view of the near end equipment).

1516 Alarm Indication Signal Failure
For E1 links, the TS16 Alarm Indication Signal failure is declared when time-slot 16 is received as all ones for
all frames of two consecutive multiframes (see G.732 Section 4.2.6). This condition is never declared for T1.

Loss Of MultiFrame Failure

The Loss Of MultiFrame failure is declared when two consecutive multiframe alignment signals (bits 4 through 7
of TS16 of frame 0) have been received with an error. The Loss Of Multiframe failure is cleared when the first cor-
rect multiframe alignment signal is received. The Loss Of Multiframe failure can only be declared for E1 links
operating with G.732 [18] framing (sometimes called Channel Associated Signalling mode).

Far End Loss Of Multiframe Failure

The Far End Loss Of Multiframe failure is declared when bit 2 of TS16 of frame O is received set to one on two
consecutive occasions. The Far End Loss Of Multiframe failure is cleared when bit 2 of TS16 of frame 0 is
received set to zero. The Far End Loss Of Multiframe failure can only be declared for E1 links operating in
Channel Associated Signalling mode.
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Line Status—Configuration

ClickingontheLine Status—Configurationlinkinthe T1/E1LinkActivitywindowdisplaysthe WAN Circuit
Configuration window (see figure 47). This window contains general information about the DS1 interface,

including the type of line (D4 Superframe or Extended Superframe), and kind of line coding (B8ZS or AMI).

To modify the WAN circuit configuration, click on the Modify... link. For more information about modifying
WAN circuit settings, refer to “WAN Circuit Configuration—Modify” on page 133.
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Figure 47. WAN Circuit Configuration window

Note Click on the Modify link to change the settings of any of the follow-
ing parameters (see “WAN Circuit Configuration—Modify” on
page 133).

The WAN Circuit Configuration window also displays the amount of time that has passed and the number of
intervals passed during which valid data was collected.

Time Elapsed (dsx1TimeElapsed)
The number of seconds that have elapsed since the beginning of the current error-measurement period.

Valid Intervals (dsx1Validintervals)
The number of previous intervals for which valid data was collected. The value will be 96 unless the interface
was brought on-line within the last 24-hours, in which case the value will be the number of completed 15-

minute intervals since the interface has been online. Statistics are collected for up to the last 24 hour period
broken down into 96 individual 15-minute intervals.
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WAN Circuit Configuration—Modify

Clickingonthe ConfigurationlinkintheT1/E1 Link ActivitywindowdisplaystheWAN Circuit Configura-
tion—Modify window (see figure 48). From this window, you can change line interface settings, signalling set-
tings, test settings, and change the T1/E1 pulse shapes.
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Figure 48. WAN Circuit Configuration—Modify window

Line Interface Settings

This portion of the WAN Circuit Configuration window contains information described in the following
sections.

Circuit ID (dsx 1 Circuitldentifier)
This variable contains the transmission vendor’s circuit identifier, for the purpose of facilitating
troubleshooting.

Line Type (dsx 1LineType) Type (dsx ILineType)

This variable indicates the type of DS1 Line implemented on this circuit. The type of circuit affects the num-
ber of bits per second that the circuit can reasonably carry, as well as the interpretation of the usage and error
statistics. The values, in sequence, are:

e other(1) —Link is disabled
* dsx1ESF(2)—Extended Superframe DS1
e dsx1D4(3)—AT&T D4 format DS1

WAN Circuit Configuration—Modify 133
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e dsx1E1(4)—Based on CCITT/ITU G.704 without CRC
e dsx1E1-CRC(5)—Based on CCITT/ITU G.704 with CRC

Line Coding (dsx 1LineCoding)
This variable describes the type of Zero Code Suppression used on the link, which in turn affects a number of
its characteristics.

e dsx1JBZS(1)—Jammed Bit Zero Suppression, in which the AT&T specification of at least one pulse every 8
bit periods is literally implemented by forcing a pulse in bit 8 of each channel. Thus, only seven bits per
channel, or 1.344 Mbps, is available for data. This feature is not currently implemented.

e dsx1B8ZS (2)—The use of a specified pattern of normal bits and bipolar violations which are used to
replace a sequence of eight zero bits.

e dsxIHDB3(3)

e dsx1ZBTSI(4)—May use dsx1ZBTSI, or Zero Byte Time Slot Interchange. This feature is not currently
implemented.

e dsx1AMI(5)—Refers to a mode wherein no zero code suppression is present and the line encoding does not
solve the problem directly. In this application, the higher layer must provide data which meets or exceeds
the pulse density requirements, such as inverting HDLC data.

« other(6)—This feature is not currently supported.

Receive Equalizer (linkRxEqualizer)
This variable determines the equalization used on the received signal. Long haul signals should have the equal-
ization set for more. Short haul signals require less equalization.

 linkRxEqualizerOff(1)
e linkRxEqualizerOn(2)

Line Build Out (linkLineBuildOut)

This variable is used in T1 applications to adjust the T1 pulse shape at the cross connect point. Select the pulse
strength needed to minimize distortion at the remote T1 receiver end. The default is t7pulse0dB, which
should be adequate for most situations.

e triState(0)

e elpulse(1)

e tlpulse0dB(2)—Strong pulse amplitude.

e tlpulse-7dB(3)—Medium pulse amplitude.
e tlpulse-15dB(4)—Weak pulse amplitude.

Yellow Alarm Format (linkYellowFormat)
This variable identifies which standard will be used to transmit and identify the Yellow Alarm.

 link YellowFormatBit2(1)—Bit-2 equal zero in every channel
e YellowFormatDL(2)—FFQO pattern in the Data Link
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e YellowFormatFramel2FS(3)—FS bit of frame 12

FDL (dsx1FDL)
This describes which implementation of FDL is being used, if any. FDL applies only to T1 circuits.

« other(1)—Indicates that a protocol other than one following is used.

e dsx1Ansi-T1-403(2)—Refers to the FDL exchange recommended by ANSI.
e dsx1Att-54016(3)—Refers to ESF FDL exchanges.
 dsx1Fdl-none(4)—Indicates that the device does not use the FDL.

Test Settings
This portion of the WAN Circuit Configuration window contains information described in the following
sections.

Force Yellow Alarm (linkYellowForce)
This variable identifies which standard will be used to transmit and identify the Yellow Alarm.

« linkYellowAuto—Do not force the transmission of a yellow alarm. But, yellow alarm may be automatically
transmitted.

 linkYellowOn—TForce the transmission of a yellow alarm even if the received signal is in frame.

¢ linkYellowDisable—Do NOT transmit a yellow alarm even if the received signal is out of frame.

Loopback Config (dsx 1LoopbackConfig)

This variable represents the loopback configuration of the DS1 interface. Agents supporting read/write access
should return badValue in response to a requested loopback state that the interface does not support. The val-
ues mean:

e dsx1NoLoop—Not in the loopback state. A device that is not capable of performing a loopback on the
interface shall always return this as it's value.

 dsx1PayloadLoop—The received signal at this interface is looped through the device. Typically the received
signal is looped back for retransmission after it has passed through the device's framing function.

e dsx1LineLoop—The received signal at this interface does not go through the device (minimum penetra-
tion) but is looped back out.

e dsx1OtherLoop—Loopbacks that are not defined here.

Send Code (dsx 1SendCode)
This variable indicates what type of code is being sent across the DS1 interface by the device. The values mean:

e dsx1SendNoCode—Sending looped or normal data

e dsx1SendLineCode—Sending a request for a line loopback

» dsx1SendPayloadCode—Sending a request for a payload loopback

e dsx1SendResetCode—Sending a loopback termination request

* dsx1SendQRS—Sending a Quasi-Random Signal (QRS) test pattern
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e dsx1Send511Pattern—Sending a 511 bit fixed test pattern
e dsx1Send3in24Pattern—Sending a fixed test pattern of 3 bits set in 24
e dsx1SendOtherTestPattern—Sending a test pattern other than those described by this object.

Error Injection (linkInjectError)
Force an output error to see if the other end detects it

e noErrorinjection(0)
e injectCRCerrorBurst(1)

 injectLineErrorBurst(2)

Yellow Alarm Severity ()
Thisreferenceisidentical to the reference on the Alarms page in the 3092 Configuration Menu. The configu-
ration may be changed here or in the Alarms page.

e ignore(0)
e minor(1)
e major(2)
e minorSelfClearing(3)
e majorSelfClearing(4)\

Red Alarm Severity ()
Thisreferenceisidentical to the reference on the Alarms page in the 3092 Configuration Menu. The configu-
ration may be changed here or in the Alarms page.

e ignore(0)
e minor(1)
* major(2)
e minorSelfClearing(3)
e majorSelfClearing(4)

136 WAN Circuit Configuration—Modify



DSL DACS Administrators’ Reference Guide 18 « T1/E1 Link

Near End Line Statistics—Current

Click on Near End Line Statistics—Current to display line statistics for the current 15-minute interval
(see figure 49).
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Figure 49. Current Near End Performance window

Errored Seconds (dsx1CurrentESs)
The number of errored seconds, encountered by a DS1 interface in the current 15-minute interval.

Severely Errored Seconds (dsx1CurrentSESS)
The number of severely errored seconds encountered by a DS1 interface in the current 15-minute interval.

Severely Errored Frame Seconds (dsx1CurrentSEFSS)
The number of severely errored framing seconds encountered by a DS1 interface in the current 15-minute
interval.

Unavailable Seconds (dsx1CurrentUASSs)
The number of unavailable seconds encountered by a DS1 interface in the current 15-minute interval.

Controlled Slip Seconds (dsx1CurrentCSSs)
The number of Controlled Slip Seconds encountered by a DS1 interface in the current 15-minute interval.

Path Code Violations (dsx1CurrentPCVs)
The number of path coding violations encountered by a DS1 interface in the current 15-minute interval.

Line Errored Seconds (dsx1CurrentLESS)
The number of line errored seconds encountered by a DS1 interface in the current 15-minute interval.

Bursty ErroredSeconds (dsx1CurrentBESSs)

The number of bursty errored seconds (BESs) encountered by a DS1 interface in the current 15-minute
interval.
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Degraded Minutes (dsx1CurrentDMs)
The number of degraded minutes (DMs) encountered by a DS1 interface in the current 15-minute interval.

Line Code Violations (dsx1CurrentLCVs)
The number of line code violations (LCVSs) encountered by a DS1 interface in the current 15-minute interval.

Near End Line Statistics—History

Click on Near End Line Statistics—History to display line statistics for prior completed 15-minute intervals
within the last 24 hours (see figure 50). This does not include the current 15-minute interval.
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Figure 50. History of Near End Performance window

Interval (dsxlintervalNumber)

A number between 1 and 96, where 1 is the most recently completed 15-minute interval and 96 is the least
recently completed 15-minutes interval. When all 96 intervals are visible, then the 3092 has been operating
(powered-on) for at least 24 hours. If less than 96 intervals are visible, then it has been less than 24 hours since
the 3092 was powered up.

Errored Seconds (dsxlintervaless)
The number of errored Seconds encountered by a DS1 interface in one of the previous 96, individual 15-
minute, intervals.

Severely Errored Seconds (dsxllntervalSESs)

The number of severely errored seconds encountered by a DS1 interface in one of the previous 96, individual
15-minute, intervals.
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Severely Errored Frame Seconds (dsxlIintervalSEFSs)
The number of severely errored framing seconds encountered by a DS1 interface in one of the previous 96,
individual 15-minute, intervals.

Unavailable Seconds (dsx1IntervalUASS)
The number of unavailable seconds encountered by a DS1 interface in one of the previous 96, individual 15-
minute, intervals.

Controlled Slip Seconds (dsxl1lntervalCSSs)
The number of controlled slip seconds encountered by a DS1 interface in one of the previous 96, individual
15-minute, intervals.

Path Code Violations (dsxlintervalPCVs)
The number of path coding violations encountered by a DS1 interface in one of the previous 96, individual
15-minute, intervals.

Line Errored Seconds (dsxlIntervallLESs)
The number of line errored seconds encountered by a DS1 interface in one of the previous 96, individual 15-
minute, intervals.

Bursty ErroredSeconds (dsxlIintervalBESS)
The number of bursty errored seconds (BESs) encountered by a DS1 interface in one of the previous 96, indi-
vidual 15-minute, intervals.

Degraded Minutes (dsxlIintervalDMs)
The number of degraded minutes (DMs) encountered by a DS1 interface in one of the previous 96, individual
15-minute, intervals.

Line Code Violations (dsxlintervalLCVs)
The number of line code violations (LCVSs) encountered by a DS1 interface in the current 15-minute interval.
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Near End Line Statistics—Totals

Clickon Near End Line Statistics—Totals todisplay the total statistics of errors that occurred during the previ-
ous 24-hour period, the previous 96 15-minute intervals (see figure 51).
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Figure 51. Totals of Near End Performance window

Errored Seconds (dsx1TotalESs)
The number of errored seconds encountered by a DS1 interface in the previous 24-hour interval.

Severely Errored Seconds (dsx1TotalSESs)
The number of severely errored seconds encountered by a DS1 interface in the previous 24-hour interval.

Severely Errored Frame Seconds (dsx1TotalSEFSs)

The number of severely errored framing seconds encountered by a DS1 interface in the previous 24-hour
interval.

Unavailable Seconds (dsx1TotalUASs)
The number of unavailable seconds encountered by a DS1 interface in the previous 24-hour interval.

Controlled Slip Seconds (dsx1TotalCSSs)
The number of controlled slip seconds encountered by a DS1 interface in the previous 24-hour interval.

Path Code Violations (dsx1TotalPCVs)
The number of path coding violations encountered by a DS1 interface in the previous 24-hour interval.

Line Errored Seconds (dsx1TotalLESs)
The number of line errored seconds encountered by a DS1 interface in the previous 24-hour interval.

Bursty ErroredSeconds (dsx1TotalBESS)
The number of bursty errored seconds (BESs) encountered by a DS1 interface in the previous 24-hour interval.
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Degraded Minutes (dsx1TotalDMs)
The number of degraded minutes (DMs) encountered by a DS1 interface in the previous 24-hour interval.

Line Code Violations (dsx1TotalLCVs)
The number of line code violations (LCVSs) encountered by a DS1 interface in the current 15-minute interval.

Far End Line Statistics—Current

Click on Near End Line Statistics—Current to display far-end statistics for the current 15-minute interval
(see figure 52).
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Figure 52. Current Far End Performance window

Time Elapsed (dsx1FarEndTimeElapsed)
The number of seconds that have elapsed since the beginning of the far-end current error-measurement period.

Errored Seconds (dsx1FarEndCurrentESs)
The number of far-end errored seconds encountered by a DS1 interface in the current 15-minute interval.

Severely Errored Seconds (dsx1FarEnd CurrentSESS)
The number of far-end severely errored seconds encountered by a DS1 interface in the current 15-minute
interval.

Severely Errored Frame Seconds (dsx1FarEndCurrentSEFSs)
The number of far-end severely errored framing seconds encountered by a DS1 interface in the current 15-
minute interval.

Unavailable Seconds (dsx1FarEndCurrentUASS)
The number of far-end unavailable seconds encountered by a DS1 interface in the current 15-minute interval.
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Controlled Slip Seconds (dsx1FarEndCurrentCSSs)
The number of far-end controlled slip seconds encountered by a DS1 interface in the current 15-minute inter-
val.

Line Errored Seconds (dsx1FarEndCurrentLESS)
The number of far-end line errored seconds encountered by a DS1 interface in the current 15-minute interval

Path Code Violations (dsx1FarEndCurrentPCVs)
The number of far-end path coding violations reported via the far-end block error count encountered by a DS1
interface in the current 15-minute interval.

Bursty Errored Seconds (dsx1FarEndCurrentBESSs)
The number of far-end bursty errored seconds (BESs) encountered by a DS1 interface in the current 15-
minute interval.

Degraded Minutes (dsx1FarEndCurrentDMSs)

The number of far-end degraded minutes (DMs) encountered by a DS1 interface in the current 15-minute
interval.

Far End Line Statistics—History

ClickonFarEndLine Statistics—Historytodisplay far-endstatisticsfor previouslycompleted 15-minuteinter-
vals (see figure 53).
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Figure 53. History of Far End Performance window
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Interval (dsx1FarEndintervalNumber)
A number between 1 and 96, where 1 is the most recently completed 15-minute interval and 96 is the least
recently completed 15-minutes interval (assuming that all 96 intervals are valid).

Errored Seconds (dsx1FarEndintervalESs)
The number of far-end errored seconds encountered by a DS1 interface in one of the previous 96, individual
15-minute, intervals.

Severely Errored Seconds (dsx1FarEndintervalSESs)
The number of far-end severely errored seconds encountered by a DS1 interface in one of the previous 96,
individual 15-minute, intervals.

Severely Errored Frame Seconds (dsx1FarEndintervalSEFSs)
The number of far-end severely errored framing seconds encountered by a DS1 interface in one of the previous
96, individual 15-minute, intervals.

Unavailable Seconds (dsx1FarEndintervalUASSs)
The number of far-end unavailable seconds encountered by a DS1 interface in one of the previous 96, individ-
ual 15-minute, intervals.

Controlled Slip Seconds (dsx1FarEndintervalCSSs)
The number of far-end controlled slip seconds encountered by a DS1 interface in one of the previous 96, indi-
vidual 15-minute, intervals.

Line Errored Seconds (dsx1FarEndintervallLESs)
The number of far-end line errored seconds encountered by a DS1 interface in one of the previous 96, individ-
ual 15-minute, intervals.

Path Code Violations (dsx1FarEndintervalPCVs)
The number of far-end path coding violations encountered by a DS1 interface in one of the previous 96, indi-
vidual 15-minute, intervals.

Bursty Errored Seconds (dsx1FarEndintervalBESSs)
The number of far-end bursty errored seconds (BESs) encountered by a DS1 interface in one of the previous
96, individual 15-minute, intervals.

Degraded Minutes (dsx1FarEndintervalDMs)

The number of far-end degraded minutes (DMs) encountered by a DS1 interface in one of the previous 96,
individual 15-minute, intervals.
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Far End Line Statistics—Totals

ClickonFar End Line Statistics—Totals todisplay the total statistics of errors that occurred during the previous
24-hour period (see figure 54). This is the sum of the current 15-minute interval and all time prior intervals
within the last 24 hours.
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Figure 54. Far End Performance window

Errored Seconds (dsx1FarEndTotalESs)
The number of far-end errored seconds encountered by a DS1 interface in the previous 24-hour interval.

Severly Errored Seconds (dsx1FarEndTotalSESs)
The number of far-end severely errored seconds encountered by a DS1 interface in the previous 24-hour
interval.

Severely Errored Frame Seconds (dsx1FarEndTotalSEFSs)
The number of far-end severely errored framing seconds encountered by a DS1 interface in the previous 24-
hour interval.

Unavailable Seconds (dsx1FarEndTotalUASSs)
The number of far-end unavailable seconds encountered by a DS1 interface in the previous 24-hour in-24-
hour interval.

Controlled Slip Seconds (dsx1FarEndTotalCSSs)
The number of far-end controlled slip seconds encountered by a DS1 interface in the previous 24-hour
interval.

Line Errored Seconds (dsx1FarEndTotalLESs)
The number of far-end line errored seconds encountered by a DS1 interface in the previous 24-hour interval.

Path Code Violations (dsx1FarEndTotalPCVs)

The number of far-end path coding violations reported via the far-end block error count encountered by a DS1
interface in the previous 24-hour interval.
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Bursty Errored Seconds (dsx1FarEndTotalBESS)
The number of far-end bursty errored seconds (BESs) encountered by a DS1 interface in the previous 24-hour
interval.

Degraded Minutes (dsx1FarEndTotalDMs)

The number of far-end degraded minutes (DMs) encountered by a DS1 interface in the previous 24-hour
interval.

Far End Line Statistics—Totals 145



18 « T1/E1 Link DSL DACS Administrators’ Reference Guide

146 Far End Line Statistics—Totals



Chapter 19T1/E1 Assignment

Chapter contents

T Ao L1 Tod (o] o SR SRSPTP 148
Displaying the T1/EL ASSIGNMENT WINGOW. .......cvireiieieitieieseseseseeseeseeseseeseeseeeereesessesessesressessessessesessesseesesses 148
] [0 ST RSTPSTPRSRPN 149
DT ol OSSR 149
o PP P PRSP PR PRPRTPPPRPTN 149
] 0] 2SSOSR 149

147



19 = T1/E1 Assignment DSL DACS Administrators’ Reference Guide

Introduction

The T1/E1 Assignment subsystem displays the WAN Assignment Table giving the DSO mapping connection
for each time slot for all four WAN ports. At the top of the Web page are four hyperlinks showing the status of
each WAN Port’s Alarms. For example, the column for WAN Port 1 shows to which type of device the WAN’s
time slot connects, the devices Port and Slot number. Whenever one iDSL port is mapped (i.e., connected) to
another iDSL port, it will not appear on this page because no time slots of any WAN ports are used in the con-
nection.

Displaying the T1/E1 Assignment window

ClickonT1/E1 Assignmentlink under the Configuration Menu todisplay the WAN Assignment Table win-
dow (figure 55).
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Figure 55. WAN Assignment Table window
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The WAN Assignment Table window consists of four column groups, one for each WAN port. The top of each
column group identifies the WAN port by name, e.g., WAN Port 1: Alarms. This is a hyperlink leading to the
Line Status Alarms web page. The “Line Status Alarms” page gives the status of the T1/E1 WAN port. This is
the same web page seen under the T1/E1 Link Activity page in the T1/E1 Link subsytem.

Under each WAN port column group are four columns named Slot, Device, Port #, and Slot #.

Slot
Slot refers to the time slot in the T1/E1 port. Whether you have chosen T1 or E1, all 31 channels will be dis-
played although in T1, only those numbered 1-24 are applicable.

Device
Device (daxWANODeviceType, daxWAN1DeviceType, daxWAN2DeviceType, daxWAN3DeviceTyp)
refers to the device type to which the WAN slot connects. The device type options are:

e open(0)
e tl-el(1)
* iDSL(2)

Note There are four variables for Device Type where
daxWANODeviceType applies to those in WAN Port 1. Similarly
daxWAN1Device Type applies to those in WAN Port 2. Likewise for
the others.

Port #

Port # (daxXWWANODeviceNumber, daxWAN1DeviceNumber, daxWAN2DeviceNumber,
daxWAN3DeviceNumber) refers to the port number of the Device Type in the second sub-column. For

Device Types of iDSL, the Device Number (Port #) may be from port1(1) to port24(24). Since there are only
four WAN ports, the Device Number (Port #) may be chosen from port1(1) to port4(4).

Slot #

Slot # (daxWANODeviceSlot, daxWAN1DeviceSlot, daxWAN2DeviceSlot, daxWAN3DeviceSlot) refer to the slot
number (or time slot) of the Device. For iDSL Device Types, Slot# may be either 1, 2, or 3. For t1-e1 Device
Types, Slot# may vary from 1 to 31.
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Introduction

The About link displays Patton Electronics Company contact information (see “Patton Electronics Company
contactinformation™). Clickon Aboutunder the Configuration Menu todisplay the About mainwindow (see
figure 56).
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Figure 56. About window

Patton Electronics Company contact information

Patton Electronics Company
7622 Rickenbacker Drive
Gaithersburg, Maryland 20879
US.A.

Phone: +1 (301) 975-1000
Fax: +1 (301) 869-9293

E-mail: sales@patton.com
support@patton.com

WWW: www.patton.com
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Introduction

The License link presents the End User License Agreement for the DACS software. Click on License under the
Configuration Menu to display the License main window (see figure 57).
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Figure 57. License window

By opening the DACS, operating the Designated Equipment or downloading the Program(s) electronically,
the End User agrees to the conditions in the “End User License Agreement” below.

End User License Agreement

By opening this package, operating the Designated Equipment or downloading the Program(s) electronically,
the End User agrees to the following conditions:

1. Definitions:

A) “Effective Date” shall mean the earliest date of purchase or download of a product containing the Patton
Electronics Company Program(s) or the Program(s) themselves.

B) “Program(s)” shall mean all software, software documentation, source code, object code, or executable code.
C) “End User” shall mean the person or organization which has valid title to the Designated Equipment.

D) “Designated Equipment” shall mean the hardware on which the Program(s) have been designed and pro-
vided to operate by
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2. Title:
Title to the Program(s), all copies of the Program(s), all patent rights, copyrights, trade secrets and proprietary
information in the Program(s), worldwide, remains with Patton Electronics Company or its licensors.

3. Term:
The term of this Agreement is from the Effective Date until title of the Designated Equipment is transferred by
End User or unless the license is terminated earlier as defined in “6. Termination:” below.

4. Grant of License:

A) During the term of this Agreement, Patton Electronics Company grants a personal, non-transferable, non-
assignable and non-exclusive license to the End User to use the Program(s) only with the Designated Equip-
ment at a site owned or leased by the End User.

B) The End User may copy licensed Program(s) as necessary for backup purposes only for use with the Desig-
nated Equipment that was first purchased or used or its temporary or permanent replacement.

C) The End User is prohibited from disassembling; decompiling, reverse-engineering or otherwise attempting
to discover or disclose the Program(s), source code, methods or concepts embodied in the Program(s) or having
the same done by another party.

D) Should End User transfer title of the Designated Equipment to a third party after entering into this license
agreement, End User is obligated to inform the third party in writing that a separate End User License Agree-
ment from Patton Electronics Company is required to operate the Designated Equipment.

5. Warranty:

The Program(s) are provided “as is” without warranty of any kind. Patton Electronics Company and its licen-
sors disclaim all warranties, either express or implied, including but not limited to the implied warranties of
merchantability, fitness for a particular purpose or non-infringement. In no event shall Patton Electronics
Company or its licensors be liable for any damages whatsoever (including, without limitation, damages for loss
of business profits, business interruption, loss of business information, or other pecuniary loss) arising out of
the use of or inability to use the Program(s), even if Patton Electronics Company has been advised of the possi-
bility of such damages. Because some states do not allow the exclusion or limitation of liability for consequen-
tial or incidental damages, the above limitation may not apply to you.

If the Program(s) are acquired by or on behalf of a unit or agency of the United States Government, the Gov-
ernment agrees that such Program(s) are “commercial computer software” or “computer software documenta-
tion” and that, absent a written agreement to the contrary, the Government’s rights with respect to such
Program(s) are limited by the terms of this Agreement, pursuant to Federal Acquisition Regulations 12.212(a)
and/or DEARS 227.7202-1(a) and/or sub-paragraphs (a) through (d) of the “Commercial Computer Soft-
ware—Restricted Rights” clause at 48 C.ER. 52.227-19 of the Federal Acquisition Regulations as applicable.

6. Termination:
A) The End User may terminate this agreement by returning the Designated Equipment and destroying all
copies of the licensed Program(s).

B) Patton Electronics Company may terminate this Agreement should End User violate any of the provisions
of “4. Grant of License:” above.

C) Upon termination for A or B above or the end of the Term, End User is required to destroy all copies of the
licensed Program(s)
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Table 4 contains the band-marked color codes for the RJ-21X connector. The Pair Number matches the port
number on the DSO Mapping Management page.
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Table 4. Band Marked Color Code

Wire/Color Code Tip and Ring Pair Number 50 Pin Positions

White/Blue Tip 1 Pair 1 26
Blue/White Ring 1 a 1
wh' 3
|te/0rcm.ge 'I:lp 2 Pair 2 27
Orange/White Ring 2 2
White/Green Tip 3 Pair 3 28
Green/White Ring 3 air 3
White/Brown Tip 4 . 29
Brown/White | Ring 4 Pair 4 a
White/Slate Tip 5 Pair 5 30
Slate/White Ring 5 5
Red/Blue Tip 6 ) 31
Blue/Red Ring 6 Pair 6 6
Red/Orange Tip 7 ] 32
Orange/Red Ring 7 Pair 7 7
Red/Green Tip 8 ) 33
Green/Red Ring 8 Pair 8 8
Red/Brown Tip 9 . 34
Brown/Red Ring 9 Pair 9 9
Red/Slate Tip 10 ) 35
Slate/Red Ring 10 Pair 10 10
Black/Blue Tip 11 . 36
Blue/Black Ring 11 Pair 11 n
Black/Orange Tip 12 . 37
Orange/Black Ring 12 Pair 12 12
Black/Green Tip 13 . 38
Green/Black Ring 13 Pair 13 13
Black/Brown Tip 14 . 39
Brown/Black | Ring 14 Pair 14 14
Black/Slate Tip 15 . 40
Slate/Black Ring 15 Pair 13 15
Yellow/Blue Tip 16 . 41
Blue/Yellow | Ring 16 Pair 16 16
Yellow/Orange Tip 17 . 42
Orange/Yellow | Ring 17 Pair 17 17
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Table 4. Band Marked Color Code (Continued)

Wire/Color Code Tip and Ring Pair Number 50 Pin Positions

Yellow/Green Tip 18 Pair 18 43
Green/Yellow Ring 18 o 18
Yellow/Brown Tip 19 . 44
Brown/Yellow Ring 19 Pair 19 19
Yellow/Slate Tip 20 . 45
Slate/Yellow Ring 20 Pair 20 20
Violet/Blue Tip 21 . 46
Blue/Violet Ring 21 Pair 21 21
Violet/Orange Tip 22 ) 47
Orange/Violet Ring 22 Pair 22 22
Violet/Green Tip 23 . 48
Green/Violet Ring 23 Pair 23 23
Violet/Brown Tip 24 . 49
Brown/Violet Ring 24 Pair 24 24
Violet/Slate Not Used Pair 25 50
Slate/Violet Not Used | (Not Used) 25
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