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Trademark Statement
The term ipRocketLink is a trademark of Patton Electronics Company. All other trade-
marks presented in this document are the property of their respective owners.

Copyright © 2010-2011, Patton Electronics Company. All rights reserved.
The information in this document is subject to change without notice. Patton Elec-
tronics assumes no liability for errors that may appear in this document.

Warranty Information
Patton Electronics warrants all Model 3101 components to be free from defects, and
will—at our option—repair or replace the product should it fail within one year from
the first date of the shipment.

This warranty is limited to defects in workmanship or materials, and does not cover
customer damage, abuse or unauthorized modification. If the product fails to perform
as warranted, your sole recourse shall be repair or replacement as described above.
Under no condition shall Patton Electronics be liable for any damages incurred by the
use of this product. These damages include, but are not limited to, the following: lost
profits, lost savings and incidental or consequential damages arising from the use of or
inability to use this product. Patton Electronics specifically disclaims all other warran-
ties, expressed or implied, and the installation or use of this product shall be deemed
an acceptance of these terms by the user.


http://www.patton.com
mailto:support@patton.com

Summary Table of Contents

GENETal INfOrmMation...cceccerresssseeeeeeeeeeeesessssssssssesseeeccsssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssesssssssssssssssanssssns

A Dl Cati O Sy T ——

Installation and Initial CoONfiGUIation ....ucieieiiiienseniesesiestniininiisessessessesesissssisssssessessessssissssssssessessessesseses

Device Access and INFOrMAtion c.cceceeeeeierrrrssssnneeeeeecesssssssssssssesseseeeeccsssssssssssssssssssssssssssssssssssssessssssssssssssssssssess

Lakemezl ComHgi@Emiiom cororemrerremroreocereereres e OO T T OO

ShreliEim I ET e ET ocomoommoommnommnomi00m0a00000Ia00a 00a0000a000E00AC00AA0CAA0AC0MIC00AE0CAAOMIN0MIC00Aa00CA0CA0MAC00AE0000000A00a000C

Contacting Patton fOr aSSISTANCE ..uueireiieieiiniensenienestesieisniiniensesessessesssssssessessessessessesssssessssessessessessesssssessssses

(Carivil FE3 . oxomommomnemomesm e e e e pOG NG p OGO e OOG0C00C 000000

1
2
3
4
5
6 \Whizles Com Hgweiiom corcmrorerermorroreoeeoesesr oo OO PP
7
8
A
B

SveEt HEEEmS commomnrmomorm e e IO GO O ECC0C 0000



Table of Contents

Summanyglia D] elo O N e SR R R R R 3
Table Of CONTENLS uvrvuererisressnssissesssisseessssssssssssessessssssssssssssssssssssssessssseosssssssssssssssesssssssssssssssssssssssssssssssssassassssss 4

1 LA @ PT SIS comoonaoneoomoonoon 0o a0 e0 000 e a0 GGG Ea0E a0 DO CEa0C0 0O 0CECEC0C000000 9

L SO T I D L e ——— 12

A D U ISl R ———— 13
AUAICIICE. ...ttt sttt R s n et st n st a et a e n et neaeeas 13
SEIUCTUIC et et h e e b b e e e a e sh e e hb e b e e b e b e e b b e b s e ae s eas e b e sas e e saseaaesabe b s 13
PrECAUTIONS c.tvtenteuteeeueettetteterte ettt et et e et et e bt et s et ebe b e sbe b et es s et eme et e st eatebeebese e et ea bt se et emt et entemesbeentsbeebeabesbetenbentens 14
Safety when working with €leCtriCity ....coveveuieiririereininieicciiccc et 15
GENETal ODSEIVATIONS weeviuvviteriieiirietirteterieuertetest ettt ettt bbbt est s e bt es et e st st esesaesesbesesbenteseaees et eb et es e seneenis 16
Typographical conventions used in this dOCUMENT....c.ccccvieiiccirnieiirieeicee et eene 16
GENEral CONVEIMTIONS .eeutevtririietiriertentitetetet et ettt et b e sttt e b e besbe st e be st et e st et sateat e bt ebesee et e beas et entenseneeneeseeneeneenes 16

T G en el NN O (i O ———— 17
MOEl 3T0T SIS OVEIVIEW ...ueuvetistirtititeietetette et eu bt st etesbesbestetesbeat et eut et eaeebeebesbesbessebantentententeneentebesaessenben 18
FRATUIES ettt et a e s b st sn e a e e ea e sneeae e nae s 18
IMOAELS ettt a s s n s n et nenes 18

FLONE PANEL ettt ettt ettt ettt b bbbt b e b e e be e ene 19
LEDS ettt ettt et r ettt sttt et sttt a et een et n s n s 19

REAT PANEL 1.ttt et b e e b et e ettt eb et eb e b b sae st e eben 21
POLES it a e s b bbb 22

AT D Cati O S [ T Ty ———— 23
Typical APPLICALIONS.....c.eviiieiiieieieieeee ettt ettt et 24

3 Installation and Initial ConfigUIation ......eceiceinncnecreiseiseeseisesseesesnisscsniseesessesseescsncssessssssssesesssscnssnessssasseons 25
INSTAllAtioN OVEIVIEW.c..cutiuieuteieiieeriteiiete ettt ettt bt et eb e sttt b e bttt e et e bt e e sateat e bt s bt se e et e b e se et et et emeensentensen 26
Planning the Installation........c.ciiiiiiiiiiii e s 26
Location TEQUITEIMIENTS ...c.vivuiiiiiiiiriiiiiiiiiiti ettt e r s s b st b et b et sa s ene s saeena s saeesaebeeaesreeas 26
WILELESS OPELATION ...euvieieieiiiiiiitet ettt ettt ettt s e e s e neseene e e ne e s e e nesaenenaene 26

Installing the Model 3T0T ... s s 27
Resetting the Model 3101 ...ttt ees 28
CoNfIGUIATON OVEIVIEW ...euvriiuiairiereniirieeeteeetsre ettt eae st se et s s st saeneseseae s b st st ae s e st saenesestatenesestaesasseneneres 28
Setting Up the 3101 for Configuration..........ccciuiucuiieiiiiiiiiiiiciniiceii e s 29
WAN and LAN CONNECTIONS uvuveuvrvinerriieritenirteintesirtestetestssestesentesestesestesestesessesessesessestssesessestesensesensesensesensens 29

AN .ottt ettt st sttt s s et s et e s Rt st n e sttt a et n st n e st e 29

LAN ettt ettt ettt et b ettt b ettt bbbkttt b bt st b bbbk bt e ke ben st be bttt b ke sttt be st s 29

PC Network CONfIGUIATION ....c.ervereueuiirrereriirerterereitererestsesaeseestsaenesestaesnesestsessesesesessssesesestssssessacssssesesesssenes 30
WARAOWS XP .ottt s st sttt sa et e er et e ne e eae e 30

LINUX <ottt e bbb 30

41 Device Access and Information .....c.ccccii it it iieieseesseseseresensessssssssssessassessssnss 31
OVEIVIEW ..cvtiiiiiiiiiii e s a e b bbbt e e s e e a s e Rt s b e b b s b saeaseaben e s asensen e b e sas b e b s 32



Model 3101 Series Getting Started Guide Table of Contents

LoGEING INuitiiiiitiiiiiic e 32
Viewing Device INfOrMAtion ...c.coevevecirinieiinciriereiciinreretire ettt se et rese et s se st ne st nenenae 33
SUIMMIATY 1t e bbb bbb e s b e s e a e b e b s as e b s b sas e sa e sas b e s 33
WAN INEEIEACE veutereneiiiieieieieteiertet st sttt ettt sttt ettt et ettt et b et bt s bt se b e st be st bt st ebe st et sbenestemenaenees 33
SEALSTICS 1uveuviiiitiii ittt e s s bbb bbb e b e b b s et e b e s et eb e a b et s 33
LA ettt et bttt et sttt e b e st e s ettt e et e et e bt st e e sa e e bt saeeeneeneeen 33

AN ettt et sttt et e s te e bt e s ot e e b e she s et e e e a e sa b e e sa e ea et sae e e be e be s e s aae et e shaeebeenees 34

XTIV ettt ene 34

b3 B ) TP OO TSP P PO P OO TP POTOPRRORRRPRIOS 35

XDSL BER TEST ettt sttt ettt et s a et et ene e b s b enes 35

ROULE ettt e et et n et a e a e nis 36
ARDP e et sttt e bttt e b e s b e e b e e ae e e e et e st s bt e bt e et e ebeeenbe s b aesnaeenreenae 36
DHECP ettt ettt et et ettt et et h et R et ee e s et eae e saeenesae e nen e e nesneens 36

5 Advanced CONfIGUIAtON ....cuieeeeeenesrisniseiseiseesiesessessissssssssssesseesessessessssssstssessesscssssssssssestesssssssassanssnsssesaases 37
OVEIVIEW 1.ttt bbb bbb e e e b et s b b e b s b s b asea s en e st b en b sas b n s 39
Layer2 INTErface SETUP c..evvevertireruirirtirietiiet ettt ettt ettt ettt st b et se bbbt bbbt bbb et b e e b e e e naebeneene 39
WA SEIVICE SECTUP cvevvenremeneeiieeieeete sttt eer ettt e et e e st e e st se st se e st saeneseeneseeneseeneseesesaeneraennes 40
PPP over Ethernet (PPPOE) .....ooviiiuiieiieeeie ettt et etee e et eeeaeeenvesteeseseneessnessnteenbesenseessessnseeseenneean 41
MAC Encapsulation Routing (MER) (IPOE) ...ccocuiiiiiiiiiiiiiiiiiiiniiciecne s 45
PPDP OVEL ATIM (PPPOA) .ot ettt ete et e e ae e eeaeeeeeaeeeenseeeeeseeeeessesensnessasseeeesseeensneseenseesaseesanes 48

IP OVEL ATIM (TPOA) ooeeeeeeee ettt ettt ettt e s ettt e e e e et e e e e essasaateeeseaasaeesssssasaaeessssaaaseesssssssseseesssnseeseessnsnns 52
BIIAGINEG 1ottt 55
3G WAN SEIVICE SETUP ..viuteiirieiirtetrteerte et s eene 56
LAN SEUUP «viiiiiiiieriet it e et b e e bt s 59
Configuring the private IP address for the 3101 ...c.cciciiiiiiiiiiiiiiiierc e 59
Enabling IGMP SNOOPING ...coveuiriiiriiiiriiirtiiriiiete et ee et se et sttt se s e s s n s ne e enenes 60
Enabling the LAN Side FIrewall .....coocueuiiviiiieiiiniccinineccereeceerereee et nene e seene et es 60
Configuring the DHECP SEIVET ....c.ccoiiiiiiiiiiiiiiiiciiiiicei et 60
Editing the DHCP OPUON ...coveveuiiriereieiiinreieiiereereeeerteeeseeaessesenetessesese e sesesssaesesesesassesesesessenesesesassesesees 61
Editing the DHCP OPUon 60 ......c.cueieiririeuiriririereirinrereritrtseestietsseneseetsseresesesessesesesesessesestsssssessassseseneseeenens 61
Configuring the DHCP Static IP Lease LiSt ..cccoucueuiiiiiiiiiiiiiicinicicciicciccces e 61
Configuring the second IP address and subnet mask for a LAN interface .....c.cocoeeveecerneercricnneenincnenerercneneenes 62
Setting up IPv6 LAN Auto CONfIGUIATION ..euevvrvereuiriiereeeeiirieteeetrtereretesresesteseeresesesessesesesessssensaessssesesesessenes 62
Network Address Translation (INAT) SETUP .eovevereeireririnericerieenerente ettt ettt st s s beeae 63
VILEUAL SEIVELS vttt ettt st s s et s n sttt s st esenen et nnenas 63
POrt TIIGEEIING .eevevieriiiieiiieiieee ettt et s et s n e se s s nesaen e seene s e see st saeneraennen 64
DIMZ HOSE ittt sttt st e s e e e s bt e a st et eb et be et bes 66
MULE NAT Lottt ettt ettt e s ettt a bt s e st e b st saenenenees 66
SECUIILY SEUUP wervviteuirieiirtieeste sttt ettt ettt s e e neae e neseen e e e ne e ne e nesaenesene 67
TP FIIEETINE ettt 67
OULGOIIE eveeerenreieeeiee ettt ettt sttt sttt en s s e n et e st s e st s et bt s s st s s eae s s e s enesnenesnenenis 67
INCOMINE ettt sttt a et et st a et s et n et sn e neneenis 68

MAC FAIETIG werreeeeeeeseeeeeseeseeeessssceeessssssesssesseeesseesesessesssseessesseseesssseesessessseeesessesessesrsesssssesess s 9



Model 3101 Series Getting Started Guide Table of Contents

Parental CONIOL SETUP .everveutrtiririirirtirieieet ettt ettt sttt ettt st st b bbbt b bt b bt b et b e e b e e e naebeneene 71
Time RESIICHON wooviuiiiiiiiiiiiiiiiiiii bbb bbb 71
URL FIIEET ottt bbb bbb s 72

Quality of Service (QOS) SETUP....irtrtirirtirirtiriet ettt ettt ettt ettt st bbbt bbb bbbt b et b e e b e e b e e beneene 73
Quete ManagemENT ..coiiiiiuiiiiiiiiiiiiieictee et et 73
QUEUE CONFIGUIATION .vuiiiiiiiiciiiiiteie ittt bbbt b e s a bbb 74
(QOS CIASSIICATION  .tuutuirtiruertirtestestes et e et ettt ettt ettt e sttt e s be st e ee st e teat et euteaesbeebeebesbe et e esenbentensententeneentabesbeaseesen 75

ROULIIE SEUP vttt et s n e e e sa s e e 76
Default GALEWAY .eeveueeviieiiieiirieieriet ettt ettt ettt ettt eb ettt es et et b bt st st s bt s b st eb et bbb e beneens 77
SEAtIC ROULE et 77
POLICY ROULILE vttt ettt s e ne st see e s e e e raennes 78

DISL SETUP .ttt e bbb e e s s 78

Universal Plug & Play (UPNP) SETUP wevevvvieeeiiciecitciretrreerieeeee e 79

Domain Name System (DINS) ProXy SETUP ...c.ocveirieriieirieirieireeeeeeeee s 79

Print SEIVEE SETUP ..ccviiiiiiiiiiii e bbb s e a e e 79

Packet ACCEIEration SETUP...c.veueutrireireuiirieeetciitrte ettt ettt ea ettt b ettt s n et s et sae s st en 80

SEOTAZE SEIVICE SCUUP ...viuiiiiiiiiiiiiiiiii bbb sa s sa b s bbb e b ssesaan 80
Storage Device INfO ..o 80
USEE ACCOUNTS ..vvivinietiiietiieticete ettt r e a e e a e s b e s b n e e ren e s b eae e s e e er e s eresseneanes 80

INtErface GIOUPINZ SETUP «evveveviirerreniiriereteettsreietttt e ere et re st eae st saeres et s b st s s s e st s e nese et sneseseaesaeseneneren 81

IPSEC SEUUP .ttt e 83

CEITIICATE SETUP c.euvvreueuireretieitrterete ettt sttt s et s s et s b st s st e s b et st s b n et saeneneseaesaenenenesen 84
L0CAl COITICATES uvuvrevninirrereueeirierereittrrerenttt et b st e st s e s st e s s st e s esest s e s esenestsssseneaesesneneneneanenes 84

Create Certificate REQUEST wuveverveuirieirieiriciricentcentc ettt ettt et st sttt b s b e e b et see e seesenaenees 84

IMPOTT CEITifICALE ovvviirrererieiiriereieieere ettt ettt es ettt re s s et a st n st er st saenenenees 86

Trusted CA CertifICates ..c.ceeveeereuieirierereirinreretiereereeeestere et sese sttt s seseseseeresesesssaesesestsassese et eneneseaesasseneneres 86

PoWer Managementu.. i ittt e e a e a e a s st s 87
IMULEICAST SELUP vttt s sttt st ettt e en e st en e a e saene e ene 88

6 Wireless CONfIGUIALION .ecuvireirieresnisnesnisnisniseisnisessissessessesssssesssssessosessesessssasssssssssseanssnessessessessessnsansansssessosans 920

OVEIVIEW 1vtiietitetc ettt e b e a e s b s e s s e b e s e R s s e R s e R e s s e aea e e a e e et e s n e st s re s ens 91

Basic WLELESs SETUP c.eveverviueriiririirintirtetctet ettt ettt ettt sttt ettt b e bt se bbbt b bbbt b bt b et b e e b e b e e beneene 91

WLeless SECULILY SETUP ..uvviurimieiiiiieiireeiereeere ettt s s s s n e s ene et s see e seenne 93
TIPS SEUUP vttt et s b e s ea e 94
ManUAl SEEUP AP «.cuevirieiirieierieert ettt ettt ettt sttt ettt b bbbt b et nen 94

OPen 0F SRATEd .cvviiiieiciccc ettt ettt ettt es 95
B02.1X ettt b e e b et e ae b e e a e e a e e saneeaeesna s 96
WPA bbb bbbt 97
WPA-PSK, WPA2-PSK, or Mixed WPA2/WPA-PSK ....ccorvriiiirreiiinrereerieerereeneneereeesenne s 98
WPA2 or Mixed WPAZ/WPA ..ottt ene 99
IMAC FILEEE SETUP +euvevereeutriererieierteientettstest sttt ettt es et bt e bbbt e st st ebe st esesbestsbeaeeseaees et eb et eb e tes et eseasen e seneanen 100

Wireless Bridge SEtUP ...eveueveuieiiiiieireeiireeere ettt s s s s e st 101

Advanced WILEless SETUP c.cveuerveirieiriiirte ettt 102

STAON INFO o 104



Model 3101 Series Getting Started Guide Table of Contents

7 System Management. ... iineinseeerseesseesssessaesssesssssscsssessssssssssssssssessassssassssesssssssssssassasessssssssssssssanessasssssssasesas 105
OVEIVIEW 11eutteutieteeiirutestestetestesesseeseestesseastenseaneesseaneessesnsesseansansasnsensaansenseenseaseanseessassesasensesassssessesnsensesnsensenssenns 106
Running Diagnostic Tests .......coiviiiiiiiiiiiiiiiiiii s 106
Managing SyStem SETUNES ....c.cvviiiiiiiiiiiiiii bbb s 106

SELLINES vttt e bbb b bbbt n 107
BaCKUP ettt ettt b e s st b e s b e st b e s b ettt st et n 107
UPALE ettt ettt sttt ettt ettt ettt bt st st eb s bbb et h et b et bbb bbb b bt ben 107
RESTOTE DEfAULL .viviiieieeieicieteietieeee sttt ettt ettt e st este s e ses e sessessesseseessesesssesensansessessesasaans 107

SYSTEIM LOZ vttt e 108

TRE069 CIIENT wrivrierieiieieieeitiseeseseetestesteetessesseessesseessesssessesssessasssesseassessesssensesssessesssessesssessesssessssssesssesens 109

ALCCESS CONLIOL ettt ettt et e e e e et et e e st e s st e aeesee s st enseense s aesseasaensesseenseneensesasansesnsenses 110
SEIVICES vvteteuttteniteeeittee sttt e eite e st e e et e e e e beeesubteeeubteesasbeesaabeeenabeeesasbeesabeeeaabeesaabaeesasteeeasbeeesbaeasasbaesabaaanns 110
PaSSWOTAS 1.veeuiieieeiiritese st et sttt et e st et e e et et e et e sae e st e s e et e ss e e se e st enseantenseeneenseeneesaeentesaeenseentesreesennees 110

UPAALE SOFIWATE ..uervviiriereieiiieeeieeiit ettt ettt et s se et ea st aeses et e s en st eeseseseseeneseaennen 111

SAVE/REDOOT 1nvviuiieiieiicteectiete ettt ettt e e e te et e s e e s be s teesbe e s besbeessesbaessesseesseeteentessaessesreesaesreesteteessentaeneanns 111

8 Contacting Patton fOr assiSTANCE ..uueieererresieseniinsenesessessesinssssessessessessessesssssssessessessessessesassassessessessessssassasses 112
I EOMUCTION 1.ttt ettt sttt ettt et e et et e saesstesaeensen s e e seseentesseenseaseenseeseensesaeensesatensensesnsenseensensennsenns 113
CONEACE TN OTMATION . t1teutertesieietetesteteeeseeseesessessessassessessesseseasesseesessessessessessassessessasseseasessessessessessensessessessensaseans 113

Patton support headquarters in the USA ..ottt sttt se e ebeseerene 113
Alternate Patton support for Europe, Middle East, and Africa (EMEA) .....c.ccooviiieinneicincceeeecneeen 113
Warranty Service and Returned Merchandise Authorizations (RIMAS)......cceeteuerieirieireireireeneecseneseneseneneens 113
WAITANTY COVEIAZE wovviiuiiriiniiiiitiitiiti ittt a s bbb st b b b sa et ne s asensene s 113

O UL-Of-WAITANLY SEIVICE weveuverirterirtererieseriesesiesesteststentsteststessesestesessesesseseseststentstentetestebentesentesesteseseesessesens 114
RELUITIS FOI CIEAIE uvivreuieiiriitirisiesieiet ettt et ettt et et e st st et e et esbessessessesaesseseeseasessessessessessansansensassassesaans 114
Return £Or Credit POLICY .eeveeveireirieirieericertcent ettt ettt ettt st se ettt st b e s b e s b nane 114

RIMA NUMDETS .1vteuieeieieiieisistise st steie et e et et et estesessessessessesaessessesseseessestaseaseasessesssasensensessensessessansessessaseas 114
ShiPPINE INSIIUCHONS «.uiuvivrieieiriereieiieereteit ettt ettt es ettt s st s e s et s st re et seseneaesesaenenen 114

A COMPLANCE ueiueirrirecriirinrisnisniseistisesissississississessisissessessisssssissessestestestssssnssssssessestestssessesssssssssssestssssnssnesnssasss 115

COMPLIAIICE tuvtrteveieierietert ettt ettt ettt ettt sttt ettt s s bt s bt e bt e b tae e b tat e st e bt b e bt b bt beb e b eb e e b et b e e bentebesaenenee 116
1Y (RSP 116
Low-Voltage DIrective (SALELY) .ooveveveeirrereriiririereeirenreieirineeteeaeseeseneeesseseses e senesesesessesesesesesseseseassnesesencsens 116
PSTIN ittt ettt ettt ettt e et e et e et et e be st et eebessessesbetaesseteetebeetes b e bes b e s essessessessetsebeetsebeebeabe et eabenbessentessensenean 116

CE Notice (Declaration of COnfOrMILY) .....ereirieririeririeirieieienteiesteesteseteetesesteses et s et b et sbet e b st e bbb sbe e sbeneeee 116

Authorized European RePIeSEntative ... ... euiireereuieiriereieireniereiiireereeatssenesesetssesesesesteneseseseseesesesessssesesescsnsseseacens 116

B SPECIfICALIONS wuvirrerririerenninnirnisninieisinsinsissississisnissesieseesissessessississssssssestsstssessessessssssssessessnssnssnessessonsanssnsssoses 117
EtRernet INTerface . ocuiieeieciieitieiiest ettt ettt ettt e et e e e te st e et a e st a e b e sbe et e baesbesbaesbesssessesssessassaessasssenssensenssensanns 118
NWWIEL TITEITACE 1euvevvenienieeieeieieeeteteeesie sttt e te e s te st et e st e st eseesesseaseas e st essessessessessassessassassaseaseseasansessessensensensassessensensases 118
ADSL TNEIACE. cuvvtetieterrestirtestetesieeteteetesteteesestestesessessessessessassasesssaseasessessessassassassassessassessnsessessensessessessessessensases 118
OAM ettt et e ettt e st e e ettt e s bt e e a bt e e e bteseate e e hbe e e atee e e bae e et e e e e ba e e et eeeahbaeenabaeeenbaesanbaeeas 118
ATIM ettt ettt et e et e e te e e b e e ba e etae et e e e be e be e bb e e b e earte et e e tbeaataeehaeabe e tbesabeataeeateeeabeeraeaateeraeereans 118
BIIAGINE cerveneeiireeeerte ettt ettt e a e e ne e 118
ROULING 1.ttt e st ereene 118
SEOULILY vttt sttt ettt ettt ettt et s et st sr e e et e e bt e e e e st e st e st e et st e aesae e et saeemnesatenn e seennesanesneensenreennenne 119



Model 3101 Series Getting Started Guide Table of Contents

Configuration and Management..........icuriiucuiiiiiiiiri ettt 119
ALC AAPLET ettt n s nen e n e enen 119
EVITOMIMIEIIT 11ttt ettt ettt ettt ettt e ettt e e sttt e s abee s abee e abeeseasteesaateeanbeeesasbaeeabbeeensbaeanasbaesanbaeenns 119
PRysical DIMENSIONS. .coveutrtieertirtrtirtrtirtetentet sttt ettt st e ste st ebe e eb st b et estse e bt be bt b bt bebe b ebesb et benanbeneebensenenee 119
TUSB DIIIVEIS 1etuteiuiieniteeteesteeite sttt st e st e st e e satesate e beesttesabe e s st eeab e e beeeabeeastesabeesseesaeeessaeatesabaanstesateenbeesaasnteesaesneens 119



List of Figures

0N NN W N~

LN N N N N L L N ISR GC LG LG R R G R G R G VRS VI (ST (ST (S I (S I (Ol S T (S I (S I S I S B e e e s e e e =
NN AP~ OV NAWNRARXN—= OV BARWND~ROWWNOAWM AW —O

Model 3101 Series front panels . . . ...t 19
Model 3101 rear panel .. ... ... ... 21
3101 application .. ... ... 24
Model 3101 installation diagram (/4IWU model shown) ........ ... ... ... . . o i 27
Typical setup diagram . ... ... e 29
TCP/IP Settings (Windows XP OS) .. ..o 30
WMI home page . ... 32
WMI: WAN Interface Info . .« ..ot 33
WMI: LAN STatistics . ..o oottt ettt et e e e e e e e e e e e e e e 33
WML WAN SEALSTCS « « v vttt e et et et e e e e e e e e e e e e e e e e e e 34
WML ATM SEQESTCS -« v vt ettt et et e e e e e e e e e e e e e e e e e e e 34
WMI: XDSL STatistics . . .. oo et ettt et e e e e e e 35
WMI: ADSL BER Test ..o e 35
WMI: Route Info . ..o 36
WMI: ARP Info ... 36
WMI: DHCP Info . ..o e 36
Advanced Setup Menu . ... oo 39
WMI: DSL ATM Interface Configuration .. ... ...... ...ttt 39
WMI: ATM PVC Configuration ... ... ...ttt ettt e et 39
WMI: DSL ATM Interface Configuration .. ... ............iiiuuuuniitiii e 40
WMI: WAN Service Configuration . ... ...t 40
WMI: Select Layer2 Interface . .. ..ottt e e e 41
WMI: PPPoE Connection TyPe . . oo vttt e e e e e e e e e e e 41
WML PPP Information . ... ...ttt et e e et e e e e e 42
WMI: Routing - Default Gateway ............ ... 43
WMI: DNS Server Configuration .. ...........oiiiuu it 44
WMI: PPPoE Connection SUMMAIy ... oou ettt ettt e et e e e e e e e e e 44
WMI: Select Layer2 Interface . . ..o oottt e e e e 45
WMI: IPoE Connection Type . ..ottt e e e e e e e e e e e 45
WMI: WAN IP Settings . . ..o vttt ettt et ettt e e e et 46
WMI: NAT Settings . . ..o oottt e e e e e e e e e e 46
WMI: Routing - Default Gateway ............ ... 47
WMI: DNS Server Configuration .. ...........oiiuuu e 47
WMI: MER (IPoE) Connection SUMMATY . . ...t ouu ittt et ettt e e e e e e e e 48
WMI: ATM PVC Configuration ... ... ...ttt ettt ettt 48
WMI: Select Layer2 Interface . . ..o oottt e e e 49
WMI: PPPoA Service Description .. ... oottt et e 49
WML PPP Information . ... ...ttt ettt e e e e e e e e e e 49
WMI: Routing - Default Gateway ............ ... . 50
WMI: DNS Server Configuration .. ...........oiiuuu i 51
WMI: PPPoA Connection SUMmMAry . ... ...ttt ettt et 51
WMI: ATM PVC Configuration ... ... ...ttt ettt e e et 52
WMI: Select Layer2 Interface . .. ..o ottt et e 52
WMI: TPoA Service DesCription . . ... ..ottt e e e e e 53
WMI: WAN IP Settings . . .. ovv ottt it ettt et e e e e et e e e e e e 53
WML NAT SEttings . . ..ottt e et 53
WMI: Routing - Default Gateway ............ ... . 54



Model 3101 Getting Started Guide List of Figures

48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98

WMI: DNS Server Configuration .. ...........iiiiuu e 54
WMI: IPoA Connection SUMMAry . ... ..ottt ettt et et e et 55
WMI: Select Layer2 Interface .. ..o oottt e e e 55
WMI: Bridging Connection Type .. ... ... 56
WMI: Bridging Connection SUMMATY ... ... ...ttt 56
WMI: 3G Connection SETUP ... vttt ettt ettt e e e e e e e e e e 56
WMI: 3G Pin Configuration . ... ... ... ... 57
WMI: 3G USB Modem Setup . .. oo vttt et e e e e e e e e 57
WMI: Adding a 3G WAN Service .. ... 58
WMI: LAN Interface Configuration . ... ... ... ... i 59
WML IGMP Snooping ... ..o 60
WML DHCP Server .. ... e e 60
WML DHCP Option . ... 61
WML DHCP Option 60 ... ..o 61
WMI: DHCP Static Lease LISt . .. ..ottt et e e e e e e 61
WML DHCP Static IP Lease ... ..ot e e e e e e 61
WMI: Second IP Address for LAN Interface . . . ... oovuuu ittt e 62
WMI: IPv6 Auto Configuration . ... ...ttt ettt e e e et e e 62
WML NAT > Virtual Servers . .. ..o e e e 63
WMI: Adding a Virtual Server ... ... o 63
WMI: NAT > Port Triggering ... ... e e e e e 64
WMI: Adding a Port Triggering Entry .. ... ... o 65
WML NAT > DMZ HOSt ..o ooo o 66
WMI: Multi-Nat SEtup . o oot e e e e e 66
WMI: Adding a Multi-NAT Rule ... oo 66
WMI: Outgoing IP Filtering . ... ..ot e e 67
WMI: Adding an outgoing IP filterrule .. ... ... 67
WMI: Incoming IP Filtering . ... ... e e e 68
WMI: Adding an incoming IP filter rule . ... ... .. e 68
Incoming IP filter application . .. ... ...t e 69
WMI: MAC FIltering . . oo oottt e et e e e e e e e e e e e e e 70
WMI: MAC Filtering Global Policy . ... ... o i e 70
WMI: Adding a MAC Filter . . ..ot e e 71
WMI: Access Time Restriction ... ... o .o 71
WMI: Adding an Access Time Restriction Policy ......... ... i 72
WMI: URL Filter List . ... oo 72
WMI: URL Filter Setup .. oo oottt et e e e e e e e e e e e e e 73
WMI: Completing a URL Filter Entry ... ..o oo e 73
WMI: Enable QoS . ..ottt 74
WMI: QoS Queue ConfIguration . . . ... v .ut ettt et ettt e e e e 74
WMI: Add QoS Quete Entry . ..ot 75
WMI: QoS Classification Table .. ... ... .. e 75
WMI: Add Network Traffic Class Rule . ... ..o 76
WMI: Routing - Default Gateway .. .... ... e 77
WMI: Adding a Static Route .. ... oo 77
WMI: Adding a Policy Routing Rule . ... ... . 78
WMI: DSL Settings ... ..ot e e 78
WMI: UPnP Configuration . . ... ...ttt ettt et e ettt e e e e e e e 79
WMI: DNS Proxy Configuration . . . ... .....u ettt et ettt e e e e e e e e eea 79
WMI: Enable Print Server . ... 79
WMI: Packet Acceleration . ... ... 80

10



Model 3101 Getting Started Guide List of Figures

99

100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140

WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:
WMI:

Storage Device Info ... ... o 80
Storage User ACCOUNTS . ..ottt ittt ettt et e et 80
Adding a Storage User ACCOUNE ... ...ttt 80
Interface Grouping Entries . ... ... ... o 81
Interface Grouping Configuration ... ........... ..o it 82
IPSec Tunnel COMNECHIONS . ..ot v ittt ettt e et e e e e e e e et e 83
IPSec Tunnel COMNECHIONS ... vt v ittt ettt e e e et e e e e e e et e e e 83
Local CertifiCates . ... vv ettt ettt e e et e e 84
Create Local Certificate Request . ... ...t e 84
Certificate Signing Request . ........ ... 85
Load Certificate . ..« vv et e 85
Import Local Certificate .. . ..o ov ottt 86
Trusted CA CertifiCates . . ..o vttt ettt e et e et e e e e e e e 86
Import CA Certificate . . ..o v vttt ettt e e e e e e e e e 87
Power Management . .. ...ttt 87
Multicast ConfIgUIATION .. .ottt ettt et e e et e e e e e 88
Basic Wireless Configuration .. ... .......o ittt 91
Wireless Security Configuration . .. ...ttt e e 93
WPS Configuration . . ... oo vttt ettt et e ettt e e 94
Manual Setup AP . . .. 94
Wireless Security — Shared Authentication Mode . .. ... .. i i 95
Wireless Security — 802.1X Authentication Mode .. ... ... .. i 96
Wireless Security — WPA Authentication Mode . . ... ..o 97
Wireless Security — WPA-PSK Authentication Mode . ... ... i 98
Wireless Security — Mixed WPA2/WPA Authentication Mode . ............ ... ... ... ..... 99
MAC Filter Configuration . . ... ...ttt ettt e e e e e e 100
Wireless Bridge Configuration . .......... ...t 101
Advanced Wireless Configuration . ......... ... .ttt 102
Authenticated Stations . .. ... ..ottt 104
Diagnostic Tests ... ...ttt e 106
Backup Settings . .. ...t 107
Update SEttings .« . ...ttt et 107
Restore Default Settings . . . .. oo oottt e 107
System Log ..o 108
Security Log . .. oo 108
System Log Configuration . .. ... .. ...ttt ettt e et 108
System Log ..o 109
TR-069 Client Configuration . ... ... 109
Access Control—Services . . . ... ..ottt 110
Access Control-Passwords . ...... ... 110
Update Software ... ..ot 111
Save/Reboot . . .. 111



List of Tables

I General CONVENTIONS .. .ttt ettt ettt e e e e e e e e e e e e e e e et e e e
2 LED DesCriPtions . ... .ottt ettt e e et e e
3 Port DesCIiPtions . . . ..ottt

12



About this guide

This guide describes how to set up and manage the ipRocketLink™ Model 3101 ADSL2/2+ WiFi Router.

Audience

This guide is intended for the following users:

Operators
Installers

Maintenance technicians

Structure

This guide contains the following chapters and appendices:

Chapter 1 on page 17 provides information about Model 3101 features and capabilities

Chapter 2 on page 23 provides information on typical applications

Chapter 3 on page 25 describes how to install and set up the Model 3101

Chapter 4 on page 31 describes how to log into the unit and view device information and statistics
Chapter 5 on page 37 explains how to configure advanced features for the Model 3101

Chapter 6 on page 90 explains how to configure wireless settings for the Model 3101

Chapter 7 on page 105 describes how to run diagnostic tests and manage system settings

Chapter 8 on page 112 contains information on contacting Patton technical support for assistance
Appendix A on page 115 contains compliance information for the router

Appendix B on page 117 contains specifications for the router

For best results, read the contents of this guide before you install the router.
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Precautions

Notes, cautions, and warnings, which have the following meanings, are used throughout this guide to help you
become aware of potential problems. Warnings are intended to prevent safety hazards that could result in per-

sonal injury. Cautions are intended to prevent situations that could result in property damage or
impaired functioning.

Note A note presents additional information or interesting sidelights.

important information.

C The alert symbol and IMPORTANT heading calls attention to
IMPORTANT

C The alert symbol and CAUTION heading indicate a potential haz-

ard. Strictly follow the instructions to avoid property damage.

potential electric shock hazard. Strictly follow the instructions to
avoid property damage caused by electric shock.

c The shock hazard symbol and CAUTION heading indicate a

The alert symbol and WARNING heading indicate a potential safety hazard.
A Strictly follow the warning instructions to avoid personal injury.

shock hazard. Strictly follow the warning instructions to avoid injury caused

C The shock hazard symbol and WARNING heading indicate a potential electric
by electric shock.

14
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Safety when working with electricity

Iy

WARNING

* Do not open the device when the power cord is connected. For systems

without a power switch and without an external power adapter, line volt-
ages are present within the device when the power cord is connected.

* For devices with an external power adapter, the power adapter shall be a

listed Limited Power Source The mains outlet that is utilized to power the
device shall be within 10 feet (3 meters) of the device, shall be easily
accessible, and protected by a circuit breaker in compliance with local regu-
latory requirements.

o For AC powered devices, ensure that the power cable used meets all appli-

cable standards for the country in which it is to be installed.

* For AC powered devices which have 3 conductor power plugs (L1, L2 &

GND or Hot, Neutral & Safety/Protective Ground), the wall outlet (or
socket) must have an earth ground.

o For DC powered devices, ensure that the interconnecting cables are rated

for proper voltage, current, anticipated temperature, flammability, and
mechanical serviceability.

*  WAN, LAN & PSTN ports (connections) may have hazardous voltages

present regardless of whether the device is powered ON or OFF. PSTN
relates to interfaces such as telephone lines, FXS, FXO, DSL, xDSL, T1, E1,
ISDN, Voice, etc. These are known as “hazardous network voltages” and
to avoid electric shock use caution when working near these ports. When
disconnecting cables for these ports, detach the far end connection first.

* Do not work on the device or connect or disconnect cables during periods of

lightning activity.

This device contains no user serviceable parts. This device can only be
repaired by qualified service personnel.

This device is NOT intended nor approved for connection to the PSTN. It is
intended only for connection to customer premise equipment.

In accordance with the requirements of council directive 2002/
96/EC on Waste of Electrical and Electronic Equipment (WEEE),
ensure that at end-of-life you separate this product from other
waste and scrap and deliver to the WEEE collection system in
your country for recycling.

About this guide
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citry. It occurs when electronic printed circvit cards are improperly handled

and can result in complete or intermittent failures. Do the following to prevent
CAUTION  gop.

Q Electrostatic Discharge (ESD) can damage equipment and impair electrical cir-

* Always follow ESD prevention procedures when removing and replacing
cards.

Wear an ESD-preventive wrist strap, ensuring that it makes good skin con-
tact. Connect the clip to an unpainted surface of the chassis frame to safely
channel unwanted ESD voltages to ground.

* To properly guard against ESD damage and shocks, the wrist strap and cord
must operate effectively. If no wrist strap is available, ground yourself by
touching the metal part of the chassis.

General observations
* Clean the case with a soft slightly moist anti-static cloth

* Place the unit on a flat surface and ensure free air circulation
* Avoid exposing the unit to direct sunlight and other heat sources

* Protect the unit from moisture, vapors, and corrosive liquids

Typographical conventions used in this document

This section describes the typographical conventions and terms used in this guide.

General conventions
The procedures described in this manual use the following text conventions:

Table 1. General conventions

Convention Meaning

Garamond blue type Indicates a cross-reference hyperlink that points to a figure, graphic, table, or sec-
tion heading. Clicking on the hyperlink jumps you to the reference. When you
have finished reviewing the reference, click on the Go to Previous View

button | 4 in the Adobe® Acrobat® Reader toolbar to return to your starting point.

Garamond bold type Indicates the names of command buttons that execute an action.

<> Angle brackets indicate function and keyboard keys, such as <SHIFT>, <CTRL>,
<C>, and so on.

16
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Model 3101 Series Overview

Patton’s Model 3101 Series ipRocketLink™ ADSL2/2+ bridge/routers are the perfect choice for users or ser-
vice providers who need triple-play ready ADSL CPE with advanced routing functionality. Based on Interna-
tional Telecommunications Union (ITU) and American National Standard Institute (ANSI) standards
G.992.1, G.992.2, G.992.3, G.992.5 and ANSI T1.413 Issue 2, the Patton ipRocketLink bridge/routers
enable providers to deliver scalable bandwidth, up to 24 Mbps, to the most demanding voice, video and data
applications. The ipRocketLink likewise supports G.Handshaking per ITU G.994.1.

The ipRocketLink is designed specifically to be compatible with the most popular DSLAMs in the market. Just
set the units to their default mode, send them to the remote location and plug them in. The ipRocketLink will
use the ADSL-aware CAC and automatically detect the ATM PVCs and start working.

The ipRocketLink line of ADSL bridge/routers come standard with support for IPoA, PPPoA, PPPoE, and
multi-protocol encapsulation over ATM. Up to eight PVCs can be configured and ATM QoS applied via a
simple traffic class configuration. In addition to supporting standard RIPv1 and v2 routing, the ipRocketLink
can be configured with static routes. Bridging, including Spanning Tree is supported, as well as the ability to
log into standard service provider networks with PPPoE using PAP/CHAP authentication. ipRocketLink rout-
ers support many advanced firewall features including ACLs and intrusion detection with blacklisting of
offenders. Common features such as DHCP and NAT/PAT with application level gateway (ALG) also come
standard.

Features
The Model 3101 Series supports the following features:

* ADSL2/2+—Support bandwidth hungry multimedia applications up to 24 Mbps at extended distances.

* QoS Bridge/Router—Support for advanced routing with QoS and bridging including Spanning Tree and
802.1p/Q.

* Unmatched Connectivity—The 3101 comes standard with USB and WiFi interfaces and with an Ethernet
or 4-port Ethernet switch.

* Software Upgradeable—Software upgrades make it easy to keep the ipRocketLink™ in service for years.

* NetLink™ Plug-and-Play—]Just plug them in and the link comes up in seconds. With support for CAC,
connection to the DSLAM is a snap.

¢ SNMP/HTTP—The ipRocketLink Model Series supports SNMP and HTTP/WWW-based manage-

ment.

Models
There are three different model types for the Model 3101 Series:

* 3101/1Ix — ADSL2+ modem/router with single Ethernet port
* 3101/4Ix — ADSL2+ modem/router with four Ethernet ports
* 3101/4IWUx — ADSL2+ modem/router with four Ethernet ports, WiFi, andUSB

Note The x in the model code represents the annex type. 3101 models are
available for Annex A, Annex B, or Annex M.

Model 3101 Series Overview 18
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Front Panel

Model 3101/4IWU

e ) ipRocketLink
= asm = == ADSL2+ Router
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Power Line Data 4 3 2 1 WLAN WPS USB
[\ Y —
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O O O O

Power Line Data Ethernet

Figure 1. Model 3101 Series front panels

LEDs
Table 2. LED Descriptions
LED Color Status Description
Power Green On The device is powered on and operating normally.
Blink The software is upgrading.
Off The device is powered off.
Red On The device is initiating.
Blink The software us upgrading.
Line Green On DSL link has been established.
Blink slowly |No DSL link detected.
Blink quickly |The DSL line is training.
Off The device is powered off.
Data Green On PPP/DHCP takes effect.
Blink slowly |PPP/DHCP is negotiating.
Blink quickly |Data is being transmitted.
Red On The Internet authentication fails or the device is in
bridge mode.
Ethernet (1-4) Green On The Ethernet interface is connected.
Blink Data is being transmitted through the ETH interface.
Off The Ethernet interface is disconnected.

Front Panel 19
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Table 2. LED Descriptions

LED Color Status Description
WLAN Green On WILAN is enabled.
(/4IWU model only) Blink Data is being transmitted through the WiFi.
Off WILAN is disabled.
WPS Green On Connection succeeds under WiFi Protected Setup.
(/4IWU model only) Blink Negotiation is in progress under WiFi Protected
Setup.
Off WiFi Protected Setup is disabled.
usB Green On A 3G or USB connection has been established.
(/4IWU model only) Blink Data is being transmitted.
Off No signal is detected.

Front Panel 20



Model 3101 Series Getting Started Guide 1 ¢ General Information

Rear Panel

Model 3101/4lWU
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|
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ol . [

Power Reset Ethernet Line
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=
Figure 2. Model 3101 rear panel
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Ports
Table 3. Port Descriptions

Port Description

@ Interface for connecting antennas

Line RJ-11 port for connecting to ADSL telephone line

WLAN WILAN switch for enabling/disabling the WLAN function

Reset You may need to reset the Model 3101 if you lose network connectivity or if you

can no longer communicate with the Model 3101 via the web interface.
Press the Reset button for at least 1 second and then release to restart the unit with

factory default settings.
WPS Use this button to enable WiFi Protected Setup (WPS) Push-Button Configuration
(/4IWU model) (PBC) mode. If WPS is enabled, press this button to start negotiation of PBC mode.
Ethernet (1-4) RJ-45 port for connecting the unit to an Ethernet LAN (for example, a PC or switch).

The Model 3101 has four LAN ports.
USB (/4IWU model) [USB port for connecting the unit to a 3G network card or USB storage device
Power Interface for connecting the power adapter

settings The Reset button is in a small circular hole on the rear
anel. If you want to restore the default settings, press the Reset
IMPORTANT button gently for 1 second with a fine needle inserted into the hole
and then release the button. The system reboots and returns to the
factory defaults.

C Do not press the Reset button unless you want to clear the current

The power specification is 12V, TA. If the power adapter does
not match the specification, it may damage the device.

Rear Panel 22
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Typical applications

You may use the Model 3101 for the following applications:

Home gateway

SOHO applications

Small enterprise applications

Higher data rate broadband sharing
Audio and video streaming and transfer
PC file and application sharing

Network and online gaming

The Model 3101excels in manageability:

NetLinkPlug-and-play automatically facilitates remote unit configuration using standard ADSL CAC.
Ethernet/USB/WiFi ports facilitates local management
UPnP makes unit discovery a snap

With SNMP and HTTP/web management, the ipRocketLink can be managed from virtually any location
in the world

RocketLink™ bridges/routers are software upgradeable with TFTP/FTP

ForeFront with 3101RC

Figure 3. 3101 application

Typical applications 24
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Installation Overview
The Model 3101 maintains several separate interfaces— Ethernet LAN, ADSL (WAN), and a wireless LAN

interface.

Planning the Installation

Location requirements

Place the 3101 in a location where it can be connected to the various devices as well as to a power source. The
3101 should not be located where it will be exposed to moisture or excessive heat. Make sure the cables and
power cord are placed safely out of the way so they do not create a tripping hazard. As with any electrical appli-
ance, observe common sense safety procedures. The 3101 can be placed on a shelf or desktop. Ideally, you
should be able to see the LED indicators on the front if you need to view them for troubleshooting.

Wireless operation

Many environmental factors can affect the effective wireless function of the 3101. If this is your first time set-
ting up a wireless network device, read and consider the points listed below. The access point can be placed on
a shelf or desktop, ideally you should be able to see the LED indicators on the front if you need to view them
for troubleshooting.

Designed to go up to 100 meters indoors and up to 300 meters outdoors, Wireless LAN lets you access your
network from anywhere you want. However, the number of walls, ceilings, or other objects that the wireless
signals must pass through can limit signal range. Typical ranges vary depending on the types of materials and
background RF noise in your home or business.

Installation Overview 26
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Installing the Model 3101

Do not work on the system or connect or disconnect cables during periods of
A lightning activity.

WARNING

case.

c Do not place any objects on top of or near the vent holes on the Model 3101

WARNING

and must be rated for the proper application with respect to volt-
age, current, anticipated temperature, flammability, and
CAUTION  mechanical serviceability.

c The inferconnecting cables must be acceptable for external use

To set up the Model 3101 (Figure 4):
1. Connect the Line port of the 3101 using a straight-through RJ-11 cable.
2. Connect an Ethernet port of the 3101 to the network card of the PC via an Ethernet cable.

3. Plug one end of the power adapter to the wall outlet and connect the other end to the Power port on the
3101.

Figure 4 displays the installation diagram for connecting the 3101.

) :
7/ Telephone Line

‘ﬂlﬂf"{ I[uILYIA

Telephone PHONE MODEM
Powel
s Jac
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Figure 4. Model 3101 installation diagram (/4IWU model shown)
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Resetting the Model 3101

You may press the Reset button while the unit is on to reset to the original factory settings. Use a ballpoint pen
or paper clip to gently push the reset button. Remember that this will delete any settings stored in flash mem-
ory including user account information and LAN IP settings.

The device settings will be restored to the factory default IP address 792.168.1.1 and the subnet mask
255.255.255.0. The default management username is admin and the default password is admin.

Configuration Overview

The Model 3101 Series leverages a wide range of compelling broadband-based applications and services and
includes an operating system, drivers and remote management capabilities. The 3101delivers a set of highly
integrated solutions, required for the home and small of company, such as:

— IP Routing and Bridging

— Asynchronous Transfer Mode (ATM) and Digital Subscriber Line (DSL) support
— Point-to-Point Protocol (PPP)

— Network/Port Address Translation (NAT/PAT)

— Quality of Service (QoS)

— Wireless LAN Security: WPA, 802.1x, RADIUS client (/4IWU model)
— Virtual Private Network (VPN): IPSec

— Secure Socket Layer Virtual Private Network (SSL VPN)

— Universal Plug-and-Play

— File Server for Network Attached Storage (NAS) devices

— Print Server

— Web Filtering

— Management and Control: Web-based Management (WBM), Simple Network Management Proto-
col(SNMP), Command Line Interface (CLI), TR-069WAN Management Protocol, TR-064-LAN-Side
DSL CPE Configuration

— Remote Update

— System Statistics and Monitoring

Resetting the Model 3101 28
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Setting Up the 3101 for Configuration

Connecting your computer or home network to the 3101 is a simple procedure, varying slightly depending on
your operating system. This chapter will help you to seamlessly integrate 3101 with your computer or home
network. The Windows default network settings dictate that in most cases the setup procedure described below
will be unnecessary. For example, the default DHCP setting in Windows 2000 is 'client', requiring no further
modification.

However, it is advised to follow the setup procedure described below to verify that all communication parame-
ters are valid and that the physical cable connections are correct. The setup procedure consists of three consec-
utive configuration stages:

e “WAN and LAN Connections” on page 29
e “PC Network Configuration” on page 30

* “Device Access and Information” on page 31

WAN Connection

2]

PC Network
Configuration

9

DSL Quick Setup

Figure 5. Typical setup diagram
WAN and LAN Connections

WAN

To connect the 3101 to the Internet, use a straight-through RJ-11 cable to connect the Line port on the unit to
a DSL wall socket.

LAN

Your computer can connect to the 3101 using an Ethernet port on the unit (all models) or the wireless antenna
(/41WU model). Use an Ethernet cable to connect an Ethernet port on the unit to a PC network card.
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PC Network Configuration
Each network interface on the PC should either be configured with a statically defined IP address and DNS
address, or should be instructed to automatically obtain an IP address using the Network DHCP server. 3101
provides a DHCP server on its LAN and it is recommended to configure your LAN to obtain its IP and DNS
server IP automatically. This configuration principle is identical but performed differently on each operating
system. Figure 6 displays the TCP/IP Properties dialog box as it appears in WTCP/IP configuration instruc-
tions for all supported operating systems.

General | Authentication | Advanced

Corect vsing

| B IntelR) PRO/100 M Nelwork Conne ‘

This connection uses the follawing iterms:

W B Client for Microsoft Networks General | Altemate Configuration

¥/ [®File and Printer Sharing for Miciaseft Metworks 5 s g B § ol i
'0u can get IP settings assigned avtomatically if our netwark supports

= gans Packet Scheduler thiz capability. Otherwize, you need to ask your network. administrator far

¥ %= Intemet Protocal (TCPAR) the appropriate P settings.

(3 Obtain an P address automatically

Description () Use the fallowing IP address:

Transmission Cantral Protocel/nternet Protocol. The default F [ |
wide area network protocol that provides communication

soross diverse interconnected networks. L
Show icon in notification area when connected - h [ S T R

Matify me when this connection has limited or na connectivib
() Obtain DNS server address automatically

(O Use the fallowing DINS server addiesses:
]

1

W5 My Metwork Places
) My Documents
My Computer

Details

Figure 6. TCP/IP Settings (Windows XP OS)

Windows XP

1. From the Start menu, select Control Panel > Network Connections.

2. Right-click on the Ethernet connection icon and select Properties. The Local Area Connection Properties
window displays.

3. Click on the General tab and select Internet Protocol (TCP/IP). Click Properties. The Internet Protocol
(TCP/IP) Properties window displays (Figure 6).

4. Select the Obtain an IP address automatically radio button, and select the Obtain DNS server address
automatically radio button. Click OK to save the settings.

Linux
1. Log into the system as a super-user, by entering “su” at the prompt.

Type “ifconfig” to display the network devices and allocated IP addresses.

Type “pump -i <dev>", where <dev> is the network device name.

Type “ifconfig” again to view the newly allocated IP address.

¥ R NN SUR N

Make sure no firewall is active on device <dev>.
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Overview

This chapter describes how to access the Model 3101 Series Web Management Interface (WMI), which allows
you to configure and control all of the 3101 features and system parameters, using a user-friendly graphical
interface. This user-friendly approach is also implemented in the WMI's documentation structure, which is
based directly on the WMI's structure.

See the following sections for information on managing the 3101 through the WMI:

* “Logging In” on page 32 for accessing the WMI

¢ “Viewing Device Information” on page 33 for viewing device statistics

¢ Chapter 5, “Advanced Configuration” on page 37 for setting up advanced features

 Chapter 7, “System Management” on page 105 for testing the DSL line and managing system settings

* Chapter 6, “Wireless Configuration” on page 90 for configuring the wireless and USB storage features of
the /4TWU version of the Model 3101

Device Info Device Info
Summary
WAN Board ID:
Statistics.
Build Timestamp:
Route
ARP Manufacturer:
DHCP ProductClass:
Advanced Setup
Serlumber:
Wireless
Diagnostics Software Version:
Management Bootloader (CFE) Version:

DSL PHY and Driver Version: ~2¢

Wireless Driver Version: 11.¢ped.406

This information reflects the current status of your WAN connection.

Uine Rate - Upstream (Kbps):

Line Rate - Downstream (Kbps): 0

LAN IPv4 Address: 192.158.1.1
Default Gateway:

Primary DNS Server:

Secondary DNS Server:

LAN IPv6 Address:

Delault IPv6 Gateway:

Figure 7. WMI home page

Logging In
To log into the 3101°s WMI for the first time:

1. Launch a Web browser on your computer.
2. Browse to “http://192.168.1.1” (the 3101’s default IP address). The login page displays.

3. Enter a username and password. The default superuser username and password are both admin. The
default operator/common username and password are both user. It is recommended to change these default
values after logging into the 3101 for the first time.

4. Click OK to login, or click Cancel to exit the login interface.

After logging into the 3101 with the superuser username, you can query, configure, modify all configurations.
You may need to reboot the 3101 for some configurations to take effect.
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Viewing Device Information

The Device Info section of the WMI provides an overview of the unit’s interface statistics, con-

nection status, and routes. Summary
WAN
Statistics

Summary Route

Click Device Info > Summary (Figure 7 on page 32) to view the unit’s software versions and DSL  pye

status: Board ID, Software Version, and the information of your WAN connection such as the
upstream rate and the LAN IPv4 address.

WAN Interface
Click Device Info > WAN (Figure 8) to view the WAN interface settings, such as the connection status, IPv4
address, and connected time.

Interface Description | Type VianMuxIld Igmp | NAT  Firewall Status IPv4 Address 1Pv6 Address

atm0 br_0_8_35 |Bridge | Disabled D:sabled|Disab\ed Disabled 'Jncunf\gwed‘ 0.0,0.0

Figure 8. WMI: WAN Interface Info

Statistics
The Device Info > Statistics menu provides LAN, WAN, ATM, and ADSL information.

LAN
In the Device Info > Statistics menu, click LAN (Figure 9) to view the LAN interface statistics. You can query
information on packets received on the Ethernet and Wireless interfaces (where applicable). Click Reset Sta-
tistics to return the values to zero.

Statistics -- LAN

Interface | Received Transmitted
Bytes Pkts Errs Drops Bytes Pkis |Errs Drops

eth4 0 0 0 0 0 o [1] i}
eth3 ] o |0 o 0 0o [0 |o
eth2 o o o o 0 ] 1] ]
ethl 203092|2934 |0 ] 3159590 (3552 |0 ]
wian 0 o [0 o 0 o o o

Reset Statistics

Figure 9. WMI: LAN Statistics
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WAN

In the Device Info > Statistics menu, click WAN (Figure 10) to view the WAN interface statistics. You can

query information on packets recevied on the WAN interfaces. Click Reset Statistics to return the values to
zero.

Statistics -~ WAN

Interface Description Connected Time Received Transmitted
Bytes Pkts Errs Drops Bytes PktsErrs Drops.

Fiset Statistics

Figure 10. WMI: WAN Statistics

xT™M

In the Device Info > Statistics menu, click xTM (Figure 11) to view the ATM interface statistics. You can

query information on packets recevied on the xI'M interfaces. Click Reset Statistics to return the values to
zero.

Interface Statistics

Port In Out In Out In OAM |Out 0AM | In ASM |Out ASM | In Packet | mncell |
Number | Octets | Octets Packets | Packets Cells Cells Cells Cells Errors Errors

Figure 11. WMI: ATM Statistics
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xDSL
In the Device Info > Statistics menu, click xDSL (Figure 12) to view the DSL interface statistics.
Statistics — xDSL

Synchronized Time: |
Number of Svnchrunizatiuns:b

Mode:

Traffic Type:
Status: Disabled
Link Power State:

Downstream Upstream

Line Coding(Trellis):

SNR Margin (0.1 dB):
Attenuation (0.1 dB):
Output Power (0.1 dBm):
Attainable Rate (Kbps):
Rate (Kbps):

Super Frames:

Super Frame Errors:

RS Words:

RS Correctable Errors:
RS Uncorrectable Errors:

HEC Errors:
OCD Errors:
LCD Errors:
Total Cells:
Data Cells:
Bit Errors:

Total ES:
Total SES:
Total UAS:

([ »osLeer Test ][ ResetStatistics |

Figure 12. WMI: xDSL Statistics

xDSL BER Test. Click xDSL BER Test on the xDSL Statistics page to run a Bit Error Rate (BER) Test on
the DSL line. Select a time from the Tested Time (sec) drop-down menu and click Start to begin the test. The
Tested Time choices are: 1, 5, 10, 20, 60, 120, 180, 240, 300, and 360.

ADSL BER Test - Start ADSL BER Test - Result

The ADSL Bit Error Rate (BER) test determines the quality of the The ADSL BER test completed suocessfully.
ADSL connection. The test Is done by transferring Idie cells

containing a known pattern and comparing the received data with Test Time (sec): 20
this known pattern to check for any errors.
Total Transferred Bits: 0x0000000000000000
Select the test duration below and click "Start". - ——
Total Error Bits: 0x0000000000000000
Tested Time (sec): 20 = Error Ratio: Not Applicable

(EI@J (. Close )
Figure 13. WMI: ADSL BER Test

Note If the Error Ratio reaches up to “e-5”, you will not be able to access
the Internet.
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Route

Click Device Info > Route (Figure 14) to view route table information.
Device Info — Route
Flags: U - up, | - reject, G - gateway, H - host, R - reinstate

D - dynamic {edirect), M - modified (redirsct).

Destinatiun|Destinatiun Subnet Mask | Flag  Metric  Service |Interface

192.168.1.0 |0.0.0.0 255.255.255.0 |U 0 br0

Figure 14. WMI: Route Info

ARP
Click Device Info > ARP (Figure 15) to view MAC and IP information of equipment attached to the 3101.

Device Info -- ARP

IP address | Flags HW Address Device

10.10.200.50 | Complete | 00:16:C8:37:61:AB | br0

Figure 15. WMI: ARP Info

DHCP
Click Device Info > DHCP (Figure 15) to view the host name, the IP address assigned by the DHCP server,
the MAC address which is corresponding to the IP address, and the DHCP lease time.

Hostname MAL Address IP Address | Expires In

gjdoc-d0cf4a448 | 08:00:27,73:75:2C | 192.166.1.2 |22 hours, 10 minutes, & seconds

Figure 16. WMI: DHCP Info
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Overview

The Advanced Setup section of the WMI allows you to configure features (see figure 17) for the 3101.

[ Advanced Setup
Layer2 Interface
WAN Service
3G Wan Service
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DSL
uPnP
DNS Proxy
Print Server
Packet Acceleration
Storage Service
Interface Grouping
IPSec
Certificate
Power Management
Multicast

Figure 17. Advanced Setup Menu

Layer2 Interface Setup

Click Advanced Setup > Layer2 Interface > ATM Interface (Figure 21) to configure, modify, and remove

DSL ATM interfaces.

'
DSL ATM Interface Configuration

Choose Add, or Remove to configure DSL ATM interfaces.

N DSL Link Connection Scheduler Queue Group
Interface | Vpi | Vd Latency ‘(‘ategury Type ‘ Mode 1P QoS Alg Weight Precedence Remove
| atm0 ‘ 8 | 35 Path0 ‘ UBR EoA ‘ DefaultMode ‘Endh\ed SP 1 | 8 | O ‘

Figure 18. WMI: DSL ATM Interface Configuration

In the main DSL ATM interface list, you can click Add to configure a new ATM PVC identifier.

ATM PYC Configuration
This screen allows you to configure an ATM PVC identifier (VP1 and VCI), select DSL latency, select a service categoryS. Otherwise choose an existing interface by selecting the
checkbax to enable it,

vel [0-2s5] o

VCI: [32-65535] [35

Select DSL Latency
Pathn
O path1
Select DSL Link Type (E0A is for PPFOE, IPOE, and Bridge.)
© EoA
O FrPoa
O rPos

Select Connection Mode
@ Default Mods - Single service over one connection
O VLAN MUX Mode - Multiple Vian sarvice over one connection

Encapsulation Mode: [LLC/SNAP-BRIDGING (¥
Service Category: [UBR Withow PCR. &

Select IP QoS Scheduler Algorithm
® strict Priority

Pracedence of the default queue: B8 (lowest)
© Weighted Fair Queuing

Wsight Yalus of the default queus; [1-63] 1

MPAAL Group Precedence el

Figure 19. WMI: ATM PVC Configuration
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On the ATM PVC Configuration page, you can set the VPI and VCI values, elect the DSL latency, link type
(EoA is for PPPoE, IPoE, and Bridge.), connection mode, encapsulation mode, service category, and IP QoS
scheduler algorithm.

* VPI (Virtual Path Identifier): The virtual path between two points in an ATM network, and its valid
value is from 0 to 255.

* VCI (Virtual Channel Identifier): The virtual channel between two points in an ATM network, ranging
from 32 to 65535 (1 to 31 are reserved for known protocols).

* Select DSL Latency: You may select Path0 and Pathl.

* Select DSL Link Type: You may select £04 (for PPPoE, IPoE, and Bridge), PPoA or IPoA.

* Select Connection Mode: You may select the Default Mode or the VLAN MUX Mode.

* Encapsulation Mode: You may select LLC/SNAP-BRIDGING or VC/MUX in the drop-down list.

* Service Category: You may select UBR Without PCR, UBR With PCR, UBR on Realtime VBR, or Realtime
VBR in the drop-down list.

* Select IP QoS Scheduler Algorithm: You may select Strict Priority and Weighted Fair Quening.
Note QoS cannot be set for CBR and Realtime VBR.

Click the Apply/Save button to enable the new settings to take effect (figure 20).

DSL ATM Interface Configuration

Chuose Add, or Remoy figure DSL ATM interfaces.

Link | Connection Scheduler | Queue Group

DSl ind ne
Interf Vpi Vd G IP QoS Remov:
eriace | Vg Vo Latency SR Type Mode = Alg Weight | Precedence . -
atmi 8|35 PathD UBR EoA | DefaultMede |Enabled SP 1 8 O
atmi 0 | 35 Path0 UBR EoA | DefaultMede |Enabled SP 1 8 O
add| [ Remove

Figure 20. WMI: DSL ATM Interface Configuration
To delete an interface, select the checkbox for that interface and click Remove.

WAN Service Setup
Click Advanced Setup > WAN Service (Figure 21) to configure, modify, and remove a WAN service.

Wide Area Network (WAN) Service Setup

Choose Add, Remove or Edit to configure a WAN service over a selected interface.

Interface | Description | Type |VIan8021p |VianMuxId | Igmp NAT | Firewall IPv6 Mid |Remove | Edit

atmo br_0_8_35 |Bridge N/A NfA Disabled | Disabled | Disabled | Disabled | Disabled O

Figure 21. WMI: WAN Service Configuration

In the main WAN service list, you can click Add to configure a new WAN service, click Edit to modify an
existing WAN connection, or select the checkbox for a connection and click Remove to delete an existing
WAN connection.Refer to the following sections to configure different types of WAN connections.
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“PPP over Ethernet (PPPoE)” on page 41

“MAC Encapsulation Routing (MER) (IPoE)” on page 45
“PPP over Ethernet (PPPoE)” on page 41

“IP over ATM (IPoA)” on page 52

“Bridging” on page 55

PPP over Ethernet (PPPoE)

To create a new PPPoE connection:

1.

Click Add from the main WAN service page to configure a new connection. (Before you can add a new
PPPoE service, make sure that you have created a proper ATM PVC configuration. See figure 19 on
page 39). The following page displays. Click Next to continue.

WAN Service Interface Configuration
Select 2 layer 2 interface for this service

Note: For ATM interface, the descriptor string is (portld_vpi_vci)
For FTM interface, the descriptor string is (portld_high_low)
Where portld=0 --> D5L Latency PATHO
portid=1 --> DSL Latency PATH1
portld=4 --= DSL Latency PATHO&1
low Low PTM Priority not set

W > Low FTM Priority set
high =0 --> High PFTM Priority not set
high =1 --> High FTM Priarity sat

atml/(D_0_35) &

Figure 22. WMI: Select Layer?2 Interface

On the Connection Type page (Figure 23), select the radio button for PPP over Ethernet (PPPoE). Click
Next to continue.

WAN Service Configuration

Select WAN service type:

® PFP over Ethernet (PPFOE)

© 1P over Ethernet
© pridging

Entar Service Description: |pppoe_0_0_35

Enable IPv6 for this service

Figure 23. WMI: PPPoE Connection Type
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3. On the PPP Username and Password page, provide information for the PPP username, password, service
name, and authentication method.

[ Bridge PPFOE Frames Batween WAN and Local Ports

Multicast Proxy
[0 Enable IGMP Multicast Froxy

Figure 24. WMI: PPP Information

— PPP Username: The valid username provided by your ISP.
— PPP Password: The valid password provided by your ISP.

— PPPoE Service Name: Enter the service name provided by your ISP. If the ISP does not provide a ser-
vice name, do not enter any information.

— Authentication Method: Select from AUTO, PAP, CHAP, MSCHAP. (Default = AUTO)

— Enable Fullcone NAT: With NAT, all requests from the same internal IP address and port are mapped
to the same external IP address and port. Furthermore, any external host can send a packet to the inter-
nal host, by sending a packet to the mapped external address.

— Dial on demand (with idle timeout timer): If enabled, enter the Idle Timeout value in minutes. If the
3101 doesn’t detect the flow continuously within the allotted time, the unit will automatically discon-
nect the PPPoE connection. Once it detects the flow (such as access to a webpage), the 3101 will restart
the PPPoE connection. If disabled, the 3101 will perform PPPoE dial-up all the time. Unless the 3101 is
powered off and DSLAM or uplink equipment are operating abnormally, the PPPoA connnection will

stay up.

— PPP IP Extension: Enable this option if you want to configure a DMZ Host. If enabled, the WAN IP
address obtained by the 3101 through built-in dial-up can be directly assigned to the PC connected to
the 3101 (at this time, the 3101 has only one PC). If disabled, the 3101 obtains the WAN IP address.

— Use Static IPv4 Address: If enabled, the 3101 uses this IP as the WAN IP address. If disabled, the 3101
obtains an IP address assigned through uplink equipment.

WAN Service Setup
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— Use Static IPv6 Address: If enabled, the 3101 uses this IP as the WAN IP address. If disabled, the 3101
obtains an IP address assigned through uplink equipment.

— Enable IPv6 Unnumbered Model: Enable or disable this function.

— Enable PPP Debug Mode: Enable or disable this function.

— Bridge PPPoE Frames Between WAN and Local Ports: Enable or disable this function.

— Enable IGMP Multicast Proxy: Enable this function if you want PPPoE mode to support IPTV.
— Enable MLD Multicast Proxy: Enable or disable this function.

Click Next to continue.

4. On the Routing-Default Gateway page (Figure 25), select a preferred WAN interface as the system default
gateway. Click Next to continue.

Routing -+ Default Gateway

Selected Default Available Routed WAN
Gateway Interfaces Interfaces

=

B

Figure 25. WMI: Routing - Default Gateway
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5. On the DNS Configuration page (Figure 26) you may obtain the DNS server addresses from the selected
WAN interface or manually enter the static DNS server addresses. If only a PVC with IPoA or static MER
protocol is configured, you must manually enter the static DNS server addresses. Click Next to continue.

DNS Server Configuration

@ Select DHS Server Interface from avallable WAN interfaces:
Selected DNS Server

Available WAN Interfaces
Interfaces

=)
)

O use the following Static DRS TP address:
Frimary DNS server:

Secondary DNS server

vz Select the conf
Note that selecting 2

M intesface for IFvé DHS server information OR enter the static IPvi DNS server Addresses.
rface for IPvé DNS server will enable DHCPWS Client on that interface.

n IPv6 DS infio from a WAN interface

WAN Interface selected: | pppoe_D_0_35/ppp0 v

O Use the folk

Frimary IPv6 DNS se

Static IPvE DNS address:

Secondary [Pve C

@
Figure 26. WMI: DNS Server Configuration

6. The final connection configuration page (Figure 27) shows an summary of the PPPoE connection. Click
Save to keep your settings. You will need to reboot the unit to activate this WAN service.
WAN Setup - Summary
Make sure that the settings below match the settings provided by your ISF.

Connection Type: FPFPOE

NAT: Enabled
Full Cone NAT: Disabled
Firewall: Enabled

'IGMP Multicast: | Disabled
Quality Of Service: Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back” to make any modifications.

Figure 27. WMI: PPPoE Connection Summary

WAN Service Setup 44



Model 3101 Series Getting Started Guide 5 ¢ Advanced Configuration

MAC Encapsulation Routing (MER) (IPoE)
To create a new MER WAN service:

1. Click Add from the main WAN service page to configure a new connection. (Before you can add a new
PPPoE service, make sure that you have created a proper ATM PVC configuration. See figure 19 on

page 39). The following page displays. Click Next to continue.

WAN Service Interface Configuration

atn2/ (0_0_36)

Figure 28. WMI: Select Layer?2 Interface

2. On the Connection Type page (Figure 23), select the radio button for IP over Ethernet (IPoE). Click

Next to continue.
WAN Service Configuration '

Select WAN service type:

O FPFP over Ethernet (FPPOE
® IP over Ethernet

O gridging

Enter Service Description: |ipoe_0_0_36

[#] Enable IPv6 for this service

Figure 29. WMI: IPoE Connection Type

3. On the WAN IP Settings page (Figure 30 on page 46), you may may select obtain an IP address automat-
ically or manually enter the IP address provided by your ISP. If you enable IPv6 for this WAN service, you

should also enter the next-hop IPV6 address. Click Next to continue.

Note If selecting Obtain an IP address automatically, DHCP will be
enabled for PVC in MER mode.

If selecting Use the following Static IP address, enter the WAN IP
address, subnet mask and gateway IP address.
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WAN IF Settings

erface.
2 global unicast IPvé address.

Figure 30. WMI: WAN [P Settings

4. On the Network Address Translation Settings page (Figure 31), you may modify NAT Settings and select
to enable IGMP Multicast.

— Enable NAT: Select to enable the NAT functions of the 3101. If you do not enable NAT, you must add
a route on the uplink equipment; otherwise, the access to the Internet will fail. It is recommended to

enable NAT.
— Enable Firewall: Enable/disable IP filtering.
— Enable IGMP Multicast: Enable IGMP if you need MER mode to support IPTV.

Click Next to continue.

Network Address Translation Settings

Address Transiat ou to share one Wide Area Netwark (WAN) TP address for multiple

Jputers on your Local Are

[0 Enable NAT
[[] Enable Firewall

IGMP Multicast

[ Enable IGMF Multicast

Figure 31. WMI: NAT Settings
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5. On the Routing-Default Gateway page (Figure 25), select a preferred WAN interface as the system default
gateway. Click Next to continue.

Routing -- Default Gateway

used aco g to the priority with the first being the h e
WAN interface is connected. Priority arder can be changed by remaving all and adding them back in again.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
pppl fata2

=
(]

Figure 32. WMI: Routing - Default Gateway

6. On the DNS Configuration page (Figure 26) you may obtain the DNS server addresses from the selected
WAN interface or manually enter the static DNS server addresses. If only a PVC with IPoA or static MER
protocol is configured, you must manually enter the static DNS server addresses. Click Next to continue.

DNS Server Configuration

r static DNS server IF addres r the
IPoE protocol ks confiqured, Static DNS server [F

DNS Server Interfaces can have multip! N Interfaces served as system dns servers but only one will be
used according to the priority h the first being the higest i
interface is connected. Priority order can be changed by remaving all and adding them back in again

last one the lowest priority if the WAN

@ Select DNS Server Interface from available WAN interfaces:

2d DS Server

Available WAN Interfaces

an

O Use the following Static DNS 1P address:

Primary DNS

Figure 33. WMI: DNS Server Configuration
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7. The final connection configuration page (Figure 34) shows an summary of the IPoE settings. Click Save to
keep your settings. You will need to reboot the unit to activate this WAN service.
WAN Setup - Summary b
Make sure that the settings below match the settings provided by your ISP
Connection Type: | [P
NAT:

Full Cone NAT:

Firewall:

IGMP Multicast:
Quality Of Service: | [

Figure 34. WMI: MER (IPoE) Connection Summary

PPP over ATM (PPPoA)

To create a new PPPoA connection:

1. Click Advanced Setup > Layer2 Interface > ATM Interface to configure, modify, and remove DSL ATM
interfaces. In the main DSL ATM interface list, you can click Add to configure a new ATM PVC identi-
fier for PPPoA mode.

ATM PVC Configuration
This

Figure 35. WMI: ATM PVC Configuration

2. On the ATM PVC Configuration page (Figure 35), select the DSL link type for PPoA and select VC/
MUX as the encapsulation mode (according to the uplink equipment). Click the Apply/Save button for
the settings to take effect. The DSL ATM Interface list displays.
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3. Click Add from the main WAN service page to configure a new connection. The following page displays.
Click Next to continue.

WAN Service Interface Configuration
Select a layer 2 interface for this service

Note: For ATM interface, the descriptor string is (portId_vpi_vci)
For FTM Interface, the descriptor string Is (portld_high_low)
Where portld=0 --> DSL Latency PATHO

» DSL Latency PATH1
--> DSL Latency PATHORI
v FTM Friority not set
=== Low FTM Friority set
high =0 —> High FTM Priority not set
high =1 --> High PTM Priority set

atm3/ (0_0_37) s

[ees]
Figure 36. WMI: Select Layer?2 Interface

4. On the Service Configuration page (Figure 23), modify the service description. Click Next to continue.

WAN Service Configuration

Enter Service Description: |pppoa_0_0_37

Figure 37. WMI: PPPoA Service Description

5. On the PPP Username and Password page, provide information for the PPP username, password, service
name, and authentication method.
PPP Username and Password

PPF usually reguires that you have a user name and password to establish your connection. In the boses below, enter the user
name and password that your ISP has provided to you,

FPP Ussrnama: test
PPP Password: LI
Authentication Method: | ADTO v

1 Enable Fullcone NAT

[ Dial on demand {with idle timeout timer)

[0 Use Static IPv4 Address

] Enable PPP Debug Mode

Multicast Proxy

[ enable IGMF Multicast Froxy

Figure 38. WMI: PPP Information
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— PPP Username: The valid username provided by your ISP.
— PPP Password: The valid password provided by your ISP.
— Authentication Method: Select from AUTO, PAP, CHAP, MSCHAP. (Default = AUTO)

— Enable Fullcone NAT: With NAT, all requests from the same internal IP address and port are mapped
to the same external IP address and port. Furthermore, any external host can send a packet to the inter-
nal host, by sending a packet to the mapped external address.

— Dial on demand (with idle timeout timer): If enabled, enter the Idle Timeout value in minutes. If the
3101 doesn’t detect the flow continuously within the allotted time, the unit will automatically discon-
nect the PPPoA connection. Once it detects the flow (such as access to a webpage), the 3101 will restart
the PPPoA connection. If disabled, the 3101 will perform PPPoA dial-up all the time. Unless the 3101
is powered off and DSLAM or uplink equipment are operating abnormally, the PPPoA connnection will

stay up.

— Use Static IPv4 Address: If enabled, the 3101 uses this IP as the WAN IP address. If disabled, the 3101
obtains an IP address assigned through uplink equipment.

— Enable PPP Debug Mode: Enable or disable this function.

— Enable IGMP Multicast Proxy: Enable this function if you want PPPoA mode to support IPTV.

Click Next to continue.

6. On the Routing-Default Gateway page (Figure 25), select a preferred WAN interface as the system default

gateway. Click Next to continue.
Routing -- Default Gateway

WAN Service Setup

Selected Default Avaikable Routed WAN
Gateway Interfaces Interfaces
pepo [pppoal

atn?

aa

ok
Figure 39. WMI: Routing - Default Gateway
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7. On the DNS Configuration page (Figure 26) you may obtain the DNS server addresses from the selected
WAN interface or manually enter the static DNS server addresses. If only a PVC with IPoA or static MER
protocol is configured, you must manually enter the static DNS server addresses. Click Next to continue.

DS Server Configuration

DHS Server Interfaces can have multip
the priorit;

nterfaces OR enter stabic DNS server IF addresses for the system. In AT
pratecal is configurad, Static DNS sarver IF addresses must be an
e Interfaces served as system dns servers but only one will be used according to
ith the first being the higest and the last one the lowest priority if the WAN interface is connected. Priority order can
be changed by removing 2l and adding them back in again.

@ Select DNS Server Interface from available WAN interfaces:
Selected DNS Server
Interfaces

pepD prposl |
atn?

O use the following Static DNS 1P address:

Available WAN Interfaces

Primary DNS sarver:

Figure 40. WMI: DNS Server Configuration

8. The final connection configuration page (Figure 27) shows an summary of the PPPoA connection. Click
Save to keep your settings. You will need to reboot the unit to activate this WAN service.
WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

Connection Type: | FFPFoA

NAT: Enabled
Full Cone NAT: Disabled
Firewall: Enabled

IGMP Multicast: Disabled |
Quality Of Service: Disabled [

Click "Apply/Save” to have this interface to be effective. Click "Back” to make any modifications.

Figure 41. WMI: PPPoA Connection Summary
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IP over ATM (IPoA)

To create a new IPoA connection:

1. Click Advanced Setup > Layer2 Interface > ATM Interface to configure, modify, and remove DSL ATM
interfaces. In the main DSL ATM interface list, you can click Add to configure a new ATM PVC identi-
fier for PPPoA mode.

ATM PVC Configuration
This screen allows you to configure an ATM Py

ct DSL latency, select a service
catagoryS. Otherwise choose an existing inte E the ox to enable it

VPL: [0-255] 0

VCI: [32-65535] |38

Select DSL Latency
Patho
O patht

Select DSL Link Type (EoA is for PPPo!

O EoA

O PFPoA

® 1Poa

Encapsulation Mode: _iiaﬁa}jﬁﬁﬁiv
Service Category: UBR Vithout FCR »

Selact IP QoS Scheduler Algorithm
@ strict Priority

Precedence of the default queue: 8 (lowest)
© wWeighted Fair Queuing

Weight Value of the default queuve: [1-63]

MPAAL Group Precedence: B w

Figure 42. WMI: ATM PVC Configuration

2. On the ATM PVC Configuration page (Figure 42), select the DSL link type for IPoA and select LLC/
SNAP-ROUTING as the encapsulation mode (according to the uplink equipment). Click the Apply/Save
button for the settings to take effect. The DSL ATM Interface list displays.

3. Click Add from the main WAN service page to configure a new connection. The following page displays.
Click Next to continue.

WAN Service Interface Configuration

Select a layer 2 interface for this service

apoal/ (0_0_38) =

Figure 43. WMI: Select Layer?2 Interface

WAN Service Setup 52



Model 3101 Series Getting Started Guide 5 ¢ Advanced Configuration

4. On the Service Configuration page (Figure 44), modify the service description. Click Next to continue.

WAN Service Configuration

Enter Service Description: |ipoa_0_0_35 |

Figure 44. WMI: IPoA Service Description

5. On the WAN IP Settings page, enter the WAN IP address and the WAN subnet mask provided by your
ISP. Click Next to continue.

WAN IP Settings
Enter information provided to you by your ISP to configure the \WaN IP setfings.

WAN IP Address: 0.0.00

W AN Subnet Mask: 0.0.0.0

Figure 45. WMI: WAN [P Settings

6. On the Network Address Translation Settings page (Figure 46), you may modify NAT Settings and select
to enable IGMP Multicast.

— Enable NAT: Select to enable the NAT functions of the 3101. If you do not enable NAT, you must add

a route on the uplink equipment; otherwise, the access to the Internet will fail. It is recommended to
enable NAT.

— Enable Firewall: Enable/disable IP filtering.
— Enable IGMP Multicast: Enable IGMP if you need MER mode to support IPTV.

Click Next to continue.

Network Address Translation Settings
Metwork Address Translation (NAT) allows you to share one Wide Area Network (WaN) IP address for multiple computers on your Local Area Network
(LAM).

O Enable NAT

[0 Enable Firewall

1GMP Multicast

[0 Enable IGMP Multicast

Figure 46. WMI: NAT Settings
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7. On the Routing-Default Gateway page (Figure 47), select a preferred WAN interface as the system default
gateway. Click Next to continue.

Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be used
according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is connected.
Friority order can be changed by removing all and adding them back in again.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
ppp0 ipoal
atm2

pppoal

Figure 47. WMI: Routing - Default Gateway

8. On the DNS Configuration page (Figure 48) you should use a static DNS IP address for IPoA mode.
Select the proper DNS server interface and enter the primary DNS server and the secondary DNS server.
Click Next to continue.

DHNS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter static DNS server IP addresses for the system. In ATM
mode, if only a single PVC with IPoA or static IPoE protocol is configured, Static DNS server IP addresses must be entered.

DHS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used according to
the priority with the first being the higest and the last one the lowest priority if the WAN interface is connected. Priority order can
be changed by removing all and adding them back in again.

@ Select DNS Server Interface from available WAN interfaces:
Selected DNS Server

Available WAN Interfaces
Interfaces - o

ppp0 pppoal
atmZ

© use the following Static DNS TP address:

SendaryoNSsenver: | |

Figure 48. WMI: DNS Server Configuration
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9. The final connection configuration page (Figure 49) shows an summary of the IPoA connection. Click

Save to keep your settings. You will need to reboot the unit to activate this WAN service.
WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

Connection Type: |IFoA

NAT: Disabled
Full Cone NAT: Disabled
Firewall: Disabled

|16MP Multicast: | Disabled
'l;luaky of Service: [Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back" to make any modifications,

Figure 49. WMI: IPoA Connection Summary

Bridging

To create a new bridge connection:

1. Click Add from the main WAN service page to configure a new connection. (Before you can add a new

PPPoE service, make sure that you have created a proper ATM PVC configuration. See figure 19 on
page 39). The following page displays. Click Next to continue.

WAN Service Interface Configuration
Select a layer 2 interface for this service

Note: For ATM interface, the descriptor string is (portld_vpi_vci)
For FTM interface, the descriptor string is (portld_high_low)
Where portld=0 --> DSL Latency PATHO
portld=1 --> DSL Latency PATH1
portld=4 --> DSL Latency PATHO&1
low > Low PTM Priority not set
lowy --> Low PTM Priority set
high =0 --> High PTM Priority not set
high =1 --> High PTM Priority set

Figure 50. WMI: Select Layer?2 Interface

WAN Service Setup 55



Model 3101 Series Getting Started Guide 5 ¢ Advanced Configuration

2. On the Connection Type page (Figure 51), select the radio button for Bridging and select LLC/SNAP-
ROUTING as the Encapsulation Mode. Click Next to continue.

WAN Service Configuration
Select WAN service type:
© PPP over Ethernet (PPPOE)

© 1P over Ethernet
® Bridging

T
Enter Service Description: |br_0_0_39
L

Enable IPv6 for this service

Figure 51. WMI: Bridging Connection Type

3. The final connection configuration page (Figure 52) shows an summary of the Bridging connection. Click
Save to keep your settings. You will need to reboot the unit to activate this WAN service.

WAN Setup - Summary
Make sure that the settings below match the settings provided by your ISP.

Connection Type: |Bridge

NAT: Disabled
Full Cone NAT: Disabled
Firewall: . Disabled
IGMP Multicast: | ot Applicable

Quality Of Service: Enabled

Click "Apply/Save” to have this interface to be effective. Click "Back™ to make any madifications.

Figure 52. WMI: Bridging Connection Summary
3G WAN Service Setup
Click Advanced Setup > 3G WAN Service (Figure 53) to configure a 3G connection.

modem status: NO USB CARD

Wide Area Network (WAN) Service For 3G Moblie Setup
Choose Add, Remove or Edit to configure a WAN service For 3G Moblie interface.

Interface‘Description Type | Vian8021p | VlanMuxId Igmp|NAT Firewall TPv6 Mid Remove‘[dit Action|

Figure 53. WMI: 3G Connection Setup

If you want to access the Internet through a 3G connection, a 3G network card is required. Connect the 3G
network card to the USB interface of the 3101.
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* Information: Click this button to display the information of the 3G network card.

* Upload Driver: For an unsupported USB dongle, click this button to upload the new driver for supporting
the USB. The driver is a text file.
Click Pin Manage, and the following page displays.
3G PIN Configuration

This section allows you to configure the 3G's SIM card Lock/Unlock and the 3G's SIM card pin code.

SIM card's status is ¢ lock disable

© Enable PIN protect

® Disable PIN protect
Unlock with PIN code
Linlock with PLK & PIN

© change PIN code

Enter PIN code: Remain times: 2

‘:iL.bW Cancel
Figure 54. WMI: 3G Pin Configuration

* Enable PIN protect: If enabled, you need to enter the PIN code when rebooting or inserting the USB.
¢ Unlock with PIN code: If disabled, you need to enter PIN code when using 3G.

* Unlock with PUK & PIN: If disabled, you need to enter PUK code when failing to enter the PIN code for
3 times.

* Change PIN code: Select this radio button to modify the PIN code.
After proper settings, click Submit for the new settings to take effect.

Click Add in the WAN Service For 3G Moblie Setup to display the following page.
Enable USB Modem

User Name:
Password:

Authentication
Method:

APN: internet
Dial
=99%#
Number:
st
sec.):

[4tm0 v

Net Select:  [Auto v
[} Dial on demand

Dial ‘Dela‘,‘(m ’107

sec.):

Default WAN

Connection |DSL v
Select:

WAN backup mechanism: ®psL O 1P connectivity

[ Apply/Save ] [ Auto Setting ]

Figure 55. WMI: 3G USB Modem Setup
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In the 3G WAN Service page, you may configure the settings of the 3G USB modem.

* Enable USB Modem: f you want to access the Internet through the 3G network card, you must enable the
USB modem.

¢ User Name: Username provided by your 3G ISP.
¢ Password: Password provided by your 3G ISP.

* Authentication Method: Select a proper authentication method in the drop- down list. You can select
Auto, PAP, CHAP, or MSCHAP.

e APN: APN (Access Point Name) is used to identify the service type. Enter the APN provided by your 3G
ISP.

* Dial Number: Enter the dial number provided by your 3G ISP.
¢ Idle time (in sec.): If no traffic for the preset time, the 3G will disconnect automatically.

* Net Select: Select the 3G network that is available.You may select EVDO, WCDMA, CDMA2000, TD-
SCDMA, GSM, or Auto.

* Dial on demand: Within the preset minutes, if the modem does not detect the flow of the user continu-
ously, the modem automatically stops the 3G connection. Once it detects the flow (like access to a
webpage), the modem restarts the 3G dialup.

* Dial Delay (in sec.): The 3G delays dial after the DSL is disconnected.
* Default WAN Connection Select: You can select DSL or 3G from the drop-down list.
* WAN back mechanism: The 3G connection is backup for the DSL connection.
- DSL: If the DSL is disconnected, the 3G starts to dial.
- IP connectivity: If the system fails to ping the specified IP address, the 3G starts to dial.

Click the Apply/Save button to save the settings.You may also click the Auto setting button to automatically
configure the 3G connection. After clicking the Apply/Save button, the following page displays.

modem status: Unconfigured
Wide Area Network (WAN) Service For 3G Moblie Setup
Choose Add, Remove or Edit to configure a WAN service For 3G Moblie interface.
Interface | Description Type Vian8021p  VlanMuxid | Igmp NAT |Firewall| 1Pv6 Mid |Remove Edit | Action
ppp3g0 mobile maobile N/A NfA Disabled | Enabled | Enabled | Disabled | Disabled -

[ Remove ” Information H Fin Manage H Upload Driver ]

Figure 56. WMI: Adding a 3G WAN Service

If the 3G network card is installed, you may click the button on the ctioncolumn to establish or disconnect the
3G connection.

Note When there is no DSL WAN connection, insert the 3G network
card, and then system will perform dial-up automatically. If the DSL
WAN connection and the 3G connection coexist, the DSL WAN
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connection takes priority over the 3G connection. When the DSL
WAN connection starts to perform dial-up, the 3G connection will
be disconnected. If the DSL WAN connection has established, you
may manually perform 3G dial-up, and then the DSL WAN connec-
tion will be disconnected.

LAN Setup
Click Advanced Setup > LAN (Figure 57) to define an IP address for the 3101 and configure the DHCP

SErver.

" Local Area Network (LAN) Setup

Canfigure the Broadband Router [P Address and Subnet Mask for LAN interface, GroupName | Default @

IP Address: 192.168.1.1
Subnet Mask: 255,255.255.0

[ Enable IGMP Snooping

O Enable L&N side firewall

C Disable DHCP Server
® Enable DHCP Server
Start IP Address: 192.168.1.2

End IP Address: 192.168.1.294

Leased Time (hour):|24

Static IP Lease List: (& maximum 32 enfries can be configured)

[ EditoHcr option ][ EditDHCP Option 60 ][ DHCP Advance setup

MAC Address ‘IP Address |[Remove
[ Add Entries ] [ Remove Entries

[ Configure the second IP Address and Subnet Mask far LAM interface

Figure 57. WMI: LAN |Interface Configuration

Configuring the private IP address for the 3101

On the LAN Setup page (Figure 57), you can change the device's IP address. The preset IP address is
192.168.1.1. This is the private IP address of the 3101 and the address that the device can be reached on in the
local network. The IP address under which the 3101 can be reached from outside the LAN is assigned by the
Internet Service Provider.

If you want to assign a different IP address to the 3101, enter it in the IP Address field. Adjust the Subnet
Mask if necessary. You should use an address from a block that is reserved for private use (192.168.1.1-
192.168.255.254).
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Note New settings can only be made after the 3101 has been rebooted. If
necessary, reconfigure the IP address on your PC (including one that
is statically assigned) so that it matches the new configuration.

Enabling IGMP Snooping

IGMP snooping enables the router to forward multicast traffic intelligently, instead of flooding all ports in the
VLAN. With IGMP snooping, the router listens to IGMP membership reports, queries and leave messages to
identify the switch ports that are members of multicast groups. Multicast traffic will only be forwarded to ports
identified as members of the specific multicast group or groups.

Select the checkbox to Enable IGMP Snooping (Figure 58) on the LAN Setup page (Figure 57 on page 59).

| Enable IGMP Snooping
Standard Mode

Blocking Mode
Figure 58. WMI: IGMP Snooping

Enabling the LAN Side Firewall
The firewall can prevent unexpected traffic on the Internet from your host to the LAN. Select the checkbox to
Enable LAN Side Firewall on the LAN Setup page (Figure 57 on page 59).

Configuring the DHCP Server
The Model 3101 has a DHCP server for which the factory setting is active. Consequently, the IP addresses of
the PCs are automatically assigned by the 3101.

To activate the DHCP server, select Enable DHCP Server (Figure 59) on the LAN Setup page (Figure 57 on
page 59). Define the range of IP addresses the 3101 should use to automatically assign IP addresses to the PCs.
Enter valid addresses for the Start IP Address and the End IP Address. If the DHCP server is active, you can
define a lease time. The Leased Time determines the period for which the PCs retain the IP addresses assigned
to them without changing them.

" Disable DHCP Server
* Enable DHCP Server
Start IP Address: |1'92.1E.B. 1.2

End IF Address: |1'92.168.1.254

Leased Time thour) :|24

Figure 59. WMI: DHCP Server
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Editing the DHCP Option

Click the Edit DHCP Option button in the Local Area Network (LAN) Setup page to display the DHCP
Option Setup page. On this page, you can add, edit or delete the DHCP options, and these options will be
sent to the DHCP client.

DHCP OPtion Setup

This page allows you to configurate the DHCP OPTION. These options will be sent to DHCP client.

You can difine at most 30 options.
4dd | Edit| Delete | Return

State Code Value |
Figure 60. WMI: DHCP Option

Editing the DHCP Option 60
Click the Edit DHCP Option 60 button in the Local Area Network (LAN) Setup page to display the
DHCP Option Setup 60 page. On this page, you can add, edit or delete the DHCP 60 options.

DHCP OPTION 60 SETUP

This page allow you to setup dhop option 60, the dhop server will assign one ip address based on you setting to dhop client.

DHCP OPTION 60 TABLE:
State deviceClassName vendorId minAddress maxAddress dnsPrimary dnsSecondary subnetMask gateWay dhcplLeaseTime

M Editl Delete | Raturn
Figure 61. WMI: DHCP Option 60

Configuring the DHCP Static IP Lease List

The lease list of static IP address can reserve the static IP addresses for the hosts with the specific MAC
addresses. When a host whose MAC addoress is in the lease list of static IP address requests the DHCP server for
an IP address, the DHCP server assigns the reserved IP address to the host. Click theAdd Entries button in the
Local Area Network (LAN) Setup page to display the DHCP Static IP Lease page.

MAC Address | IP Address |Remove
45:67:a3:b4:07:47 | 192.168.1.12 I

Add Entries I Remove Entries

Figure 62. WMI: DHCP Static Lease List

On the DHCP Static IP Lease page, enter the MAC address of the LAN host and the static IP address that is
reserved for the host, and then click the Apply/Save button to apply the settings.

DHCP Static IP Lease

Enter the Mac address and Static [P address then click apply/Save .

MAC Address:

IP address: |

Apply/Save |

Figure 63. WMI: DHCP Static IP Lease
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Configuring the second IP address and subnet mask for a LAN interface
On the Local Area Network (LAN) Setup page, you are allowed to set the second IP address and the subnet
mask for a LAN interface.

17 ;“Zonﬁgure the second IP Address and Subnet Mask for LAN interface

IP Address:
Subnet Mask:

Figure 64. WMI: Second IP Address for LAN Interface

After enabling the second IP Address and Subnet Mask for LAN interface option, enter an IP address and a
subnet mask for the LAN interface. Then, click the Apply/Save button to apply the settings.

Setting up IPv6 LAN Auto Configuration

Click on IPv6 Autoconfig to set an IP address for the DSL IPv6 router, enable the DHCPV6 server, enable
RADVD and enable the MLD snooping function.

IPv6 LAN Auto Configuration

Note: Stateful DHCPv6 is supported based on the assumption of prefix length less than 64. Interface ID does

NOT support ZERO COMPRESSION "::". Please enter the complete information. For exampe: Please enter
"0:0:0:2" instead of "::2".

Static LAN IPv6 Address Configuration

Interface Address (prefix length is required):

IPv6 LAN Applications
Enable DHCPv6 Server

@ stateless
O stateful

Start interface ID:
End interface ID: 254
Leased Time (hour):

Enable RADVD

[ Enable MLD Snooping

Figure 65. WMI: IPvé Auto Configuration

* Enable DHCPv6 Server: WIDE-DHCPV6 is an open-source implementation of dynamic host configura-
tion protocol for IPv6 (DHCPv6) originally developed by the KAME project. The implementation mainly
complies with the following standards: RFC3315, RFC3319, RFC3633, REC3646, RFC4075, REC 4272

etc.

* Enable RADVD: The router advertisement daemon (RADVD) is run by Linux or BSD systems acting as
IPv6 routers. It sends router advertisement messages, specified by FC2461, to a local Ethernet LAN period-
ically and when requested by a node sending a router solicitation message. These messages are required for
IPv6 stateless auto-configuration.

¢ Enable MLD Snooping: Multicast Listener Discovery Snooping (MLD Snooping) is an IPv6 multicast
constraining mechanism that runs on Layer 2 devices to manage and control IPv6 multicast groups. By ana-
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lyzing received MLD messages, a Layer 2 device running MLD Snooping establishes mappings between
ports and multicast MAC addresses and forwards IPv6 multicast data based on these mappings.

Click the Save/Apply button to apply the settings.

Network Address Translation (NAT) Setup

Virtual Servers

The firewall can prevent unexpected traffic on the Internet from your host on the LAN. The virtual server can
create a channel that can pass through the firewall. In that case, the host on the Internet can communicate with
a host on your LAN within certain port range.

Click Advanced Setup > NAT > Virtual Servers (Figure 66) to add or remove a virtual server entry.

NAT -- Virtual Servers Setup

Virtual Server allows you o direct incoming traffic from WAN side (identified by Protocol and External port) to
the Internal server with private IP address on the LAN side. The Internal port is required only if the external
port needs to be converted to a different port number used by the server on the LAN side. A maximum 32
entries can be configured.

Server ;[xternal :I'_xtarnal .I.ﬂtemal :Internal Server IP WAN
Protocol |

Name Port Start [Port End Port Start |PortEnd [Address: [Interface | ooe|

Figure 66. WMI: NAT > Virtual Servers

Click the Add button to display the Virtual Servers Configuration page.

MHAT -- Virtual Servers

Select the service name, and enter the server IP address and dick “Apply/Save” to forward IP packets for this
service to the specified server.

MOTE: The "Internal Port End" cannot be modified directly. Normally, it is set to the same value as
"External Port End”.However, if you modify "Internal Port Start™, then "Internal Port End” will be set
to the same value as "Internal Port Start”

Remaining number of entries that can be configured:32

Use Interface |:Lpoejjj&/actnz =
Service Name
@ Select a Service: |Select One -

©  Custom Service |

Server IP Address: |192.168.1.

Apply/Save

External Port Start External Port End Protocol Internal Port Start Internal Port End

\ [} [ & |
l | | I | [
l Il | [
l | | | [
l L = o [
l i ! | =@ [
[ | | [
[ | | [
\ T | |
[ I | [
[ Ll | l
[ | | (e & [

Figure 67. WMI: Adding a Virtual Server
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* Use interface: Select an interface that you want to configure.

* Select a Service: Select a proper service in the drop-down list.

¢ Custom Server: Enter a new service name to establish a user service type.
* Server IP Address: Assign an IP address to virtual server.

* External Port Start: When selecting a service, the port number will automatically be displayed. You can
modify it if necessary.

* External Port End: When selecting a service, the port number will automatically be displayed. You can
modify it if necessary.

* Protocol: You may select TCP/UDP, TCP, or UDP in the drop-down list.

¢ Internal Port Start: When selecting a service, the port number will automatically be displayed. You can
modify it if necessary.

* Internal Port End: When selecting a service, the port number will automatically be displayed. You can
modify it if necessary.

Click Save/Apply to apply the settings.

Port Triggering
Some applications require ports to be open in the firewall for remote access. When an application initializes a
TCP/UDP to connect to a remote user, port triggering dynamically opens the open ports of the firewall.

Click Advanced Settings > NAT > Port Triggering to add or delete a port triggering entry.

HAT -- Port Triggering Setup

Trigger Open
Application Hame Port Range Port Range  WAN Interface | Remove
Protocol Protocol
Start  End Start  End

Add

Figure 68. WMI: NAT > Port Triggering
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Click the Add button to display the Port Triggering Configuration page.

NAT -- Port Triggering

add it.

Remaining number of entries that can be configured:32

Lise Interface

Name:
@ Select an application:

O Custom application:

Trigger Port Start Trigger Port End Trigger ProtocolOpen Port Start Open Port End Open Protocol

ipoe_0_0_36/atm?

Select One

[Tcr
[Ter
[Ter
[Ter
[Tcr
[1er
[1er
[1er

[Tcr
[Tce
[Tce
[1ce
[Tce
[1er
[1ee

[1ce

5 ¢ Advanced Configuration

-

-

“

“

Figure 69. WMI: Adding a Port Triggering Entry

* Use interface: Select an interface that you want to configure.

* Select an application: Select a proper application in the drop-down list.

¢ Custom application: Manually define an application.

* Trigger port Start:The start port number that LAN uses to trigger the open port.

 Trigger port End: The end port number that LAN uses to trigger the open port.

* Trigger Protocol: Select the application protocol. You may select TCP/UDP, TCP, or UDP.
* Open Port Start: The start port number that is opened to WAN.

* Open Port End: The end port number that is opened to WAN.

* Open Protocol: Select the proper protocol that is opened to WAN. You may select TCP/UDP, TCP, or

UDP.
Click Save/Apply to apply the settings.

Note You can use a single port number, several port numbers separated by
commas, port blocks consisting of two port numbers separated by a
dash, or any combination of these (ex: 80, 90-140, 180).

Network Address Translation (NAT) Setup
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DMZ Host
DMZ allows all the ports of a PC on your LAN to be exposed to the Internet. Set the IP address of the PC to
be DMZ host, so that the DMZ host will not be blocked by firewall.

Click Advanced Setup > NAT > DMZ Host to configure the DMZ host.

MNAT -- DMZ Host

from the WAN that do not balong to any of the applications configured in the

Figure 70. WMI: NAT > DMZ Host

Enter the IP address of the DMZ host and click the Apply/Save button. If you want to clear the DMZ func-
tion of the host, delete the IP address in the DMZ Host IP Address field. Then, click the Apply/Save button.

Multi NAT

Multi-NAT is the term used to describe creating more than one public IP address for your network. Multi-
NAT is used in the situation when your ISP provides you with a number of public IP addresses, and you want
to use them to provide access from Internet to multiple internal servers. Multi NAT assigns one of the public
IPs to the WAN interface of the router; then Multi-NAT is used for the other public IPs, and with them
NATed to multiple internal IP addresses.

Click Advanced Setup > NAT > Multi NAT to add ore remove a multi-NAT rule.

Multitiat table--Support customer'defined NAT rule, contain One20ne, OneZMany, Many20ne, Many2Many
mode.

mode | internalAddrstart | internalAddrend | externaladdrStart | externAddrend | remove

Figure 71. WMI: Multi-Nat Setup

Click the Add button to display the Multi NAT Configuration page.

Rule Type: Pleaze Select
Use interface:| 1poe_0_0_36/atn2 ~
internalAddrStart internalAddrEnd externalAddrStart externAddrEnd

Figure 72. WMI: Adding a Multi-NAT Rule

Select the proper Rule Type and Use Interface from the drop-down menus, and enter the desired parameters.
Click the Save/Apply button to apply the settings.

Network Address Translation (NAT) Setup 66



Model 3101 Series Getting Started Guide 5 ¢ Advanced Configuration

Security Setup

Click Advanced Setup > Security to manage IP filtering and MAC filtering for the 3101. By default, the fire-
wall is enabled. The firewall is used to block the file transmission between the Internet and your PC. It serves as
a safety guard and permits only the authorized files to be sent to the LAN.

Note If the 3101 is configured for bridge mode, IP filtering is disabled and
the IP filtering interface does not display.

IP Filtering

Click IP Filtering in the Security menu to configure incoming and outgoing IP packet filters.

Outgoing

Click on Outgoing under IP Filtering in the Security menu to configure outgoing IP filtering rules. By
default, all outgoing IP traffic from the LAN is allowed, but some IP traffic can be blocked by setting up filters.
Click Add to create a new outgoing filter rule. The Add Outgoing IP Filter page displays (Figure 74).

Outgoeing IP Filtering Setup
By default, all outgoing IF traffic from LAN is allowed, but some IF traffic can be BLOCKED by setting up filters.

Choose Add or Remove to configure outgoing IP filters.

Filter Name | IP Version | Protocol | SrcIP/ PrefixLength | SrcPort | DstIP/ PrefixLength | DstPort | Remove

Figure 73. WMI: Outgoing IP Filtering

The Add Outgoing IP Filter page allows you to create a filter rule to identify outgoing IP traffic by specifying
a new filter name and at least one condition below. All of the specified conditions in this filter rule must be sat-
isfied for the rule to take effect. Click Save/Apply to save and activate the filter.

Add 1P Filter -- Outgoing

The screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filter name and at least one
condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click
'Apply/Save' to save and activate the filter.

Filter Name: [ ‘
IP Version: | TPvd v
Protocol v

Source IP address[/prefix length]:
Source Port (port or port:port): l:l
Destination IP address[/prefix length]:

Destination Port (port or port:port): | |

Figure 74. WMI: Adding an outgoing [P filter rule

* Filter Name: Enter the name of outgoing filter rule.
* IP Version: Select the proper IP version from the drop-down list.

e Protocol: Select one: TCP/UDP, TCP, UDP, or ICMP.
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* Source IP Address: Enter an IP address that the outgoing packet (protocol-selected packet) will block.
* Source Port: UPD/TCP source port or a range of ports.
* Destination IP Address: The destination IP address of the exterior network.

* Destination Port: UPD/TCP destination port or a range of ports.

Incoming

Click on Incoming under IP Filtering in the Security menu to configure incoming IP filtering rules. The
incoming IP filter is used to block and permit IP packet transmisstion from the Internet. When incoming IP
filtering rules are enabled on the 3101, you can permit remote individual PC to access various local network
services. Click Add to create a new incoming filter rule. The Add Incoming IP Filter page displays (Figure 76).

Incoming IP Filtering Setup

When the firewall is enabled on a WAN or LAN interface, all incoming IP traffic is BLOCKED. However, some IP traffic can
be ACCEPTED by setting up filters.

Choose Add or Remove to configure incoming IP filters.

iz = Interfaces  Protocol S SrcPort D

Name Version PrefixLength PrefixLength DstPort  Remove

Figure 75. WMI: Incoming IP Filtering

The Add Incoming IP Filter page allows you to create a filter rule to identify incoming IP traffic by specifying
a new filter name and at least one condition below. You must select at least one WAN interface for the rule. All

of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click Save/Apply to
save and activate the filter.
Add IP Filter -- Incoming

The screen allows you to create a filter rule to identify incoming IP traffic by specifying a new filter name and at least one
condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click
'Apply/Save' to save and activate the filter.

IF Version: IPvd v
Protocol v ‘

Source IP address[/prefix length]:

Source Port (port or port:port):

Destination IP address[/prefix length]:
Destination Port (port or port:port): |:|

WAN Interfaces (Configured in Routing mode and with firewall enabled) and LAN Interfaces
Select one or more WAN/LAN interfaces displayed below to apply this rule.

Select All
pppoe_0_0_35/ppp0
pppoa_0_0_37/pppoal
mobile/ppp3g0

br0/br0

HEERE

Figure 76. WMI: Adding an incoming IP filter rule
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* Filter Name: Enter the name of incoming filter rule.
* IP Version: Select the proper IP version from the drop-down list.

¢ Protocol: Select one: TCP/UDP, TCP, UDP, or ICMP.

* Source IP Address: Enter an IP address that the incoming packet (protocol-selected packet) will allow.

* Source Port: UPD/TCP source port or a range of ports.

* Destination IP Address: The destination IP address of the exterior network.

* Destination Port: UPD/TCP destination port or a range of ports.

* WAN Interfaces: Select the boxes to apply the rule to one or more WAN interfaces.

Figure 77 shows an example of how incoming IP filtering works.

PC 1: _
_ 192.168.1.10 Application server
>
Internet

PC 2: Remote Administrator
192.168.1.11 IP: 10.10.10.10

e

Figure 77. Incoming IP filter application

MAC Filtering

In some cases, you may want to manage Layer2 MAC address to block or permit a computer within the home
network. When you enable MAC filtering, the 3101 serves as a firewall that works on Layer 2. Click MAC Fil-

tering (Figure 78) in the Security menu to configure MAC frame filtering.

Note MAC Filtering is only effective on ATM PVCs configured in Bridge
mode. If the ATM PVC is configured in another routing mode (such
as PPPoE mode), MAC Filtering will not be available in the Security
menu.

Security Setup
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FORWARDED means that all MAC layer frames will be forwarded except for packets that match any of the
specified rules in the following table. BLOCKED means that all MAC layer frames will be blocked except for
packets that match any of the specified rules in the following table.

MAC Filtering Setup

"MAC Filtering is only effective on ATM PVCs configured in Bridge mode. FORWARDED means that all MAC layer frames

will be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all
MAC layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

MAC Filtering Policy For Each Interface{maxinum 32 entries):

WARHNING: Changing from one policy to another of an interface will cause all defined rules for that interface
to be REMOVED AUTOMATICALLY! You will need to create new rules for the new policy.

Interface ; Policy Change

atmo |[FORWARD | [J

atm4 | FORWARD O

Change Policy

Choose Add or Remove to configure MAC filtering rules.

Interface } Protocol | Destination MAC !Source MAC | Frame Direction | Remove

Figure 78. WMI: MAC Filtering

To change the MAC Filtering Global Policy from FORWARDED to BLOCKED, click Change Policy. The
MAC Filtering Global Policy page displays (Figure 79 on page 70).

Change MAC Filtering Global Policy

WARNING: Changing from one global pelicy to another will cause all defined rules to be REMOVED AUTOMATICALLY! You will need to
create new rules for the new policy.

Are you sure you want to change MAC Filtering Global Policy from FORWARDED to BLOCKED ?

Figure 79. WMI: MAC Filtering Global Policy

Select an option to confirm, and you will return to the MAC Filtering Setup page (Figure 78).
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Click Add to create a new MAC filter rule. The Add MAC Filter page displays (Figure 80).

Add MAC Filter

Create a filter to identify the MAC layer frames by specifying at least one condition below. If multiple conditions are
specified, all of them take effect. Click 'Apply' to save and activate the filter.

Protocol Type: | vJ

Destination MAC Address: | |

Source MAC Address: | |
Frame Direction: ILAN<:>W_N [
WAN Interfaces (Configured in Bridge mode only)

| br_0_8_35/atmd v

Figure 80. WMI: Adding a MAC Filter

To create a new MAC filter, provide information for the following parameters:

Protocol Type: Select one: PPPoE, IPv4, IPv6, AppleTalk, IPX, NetBEUI or IGMP.
Destination MAC Address: Enter the MAC address of the destination.
Source MAC Address: Enter the MAC address of the source.

Frame Direction: The direction of the transmission frame. Select from: LAN =>WAN (from LAN to
WAN), WAN => LAN(from WAN to LAN), and LAN <=> WAN (both directions).

WAN Interface (Configured in bridge mode only): Select to apply the rule to one or more WAN inter-

Click Apply/Save to apply the new filtering rule.

Parental Control Setup

Time Restriction

Click Advanced Setup > Parental Control > Time Restriction to configure access time restrictions. The
parental control feature allows you to configure restrictions on certain times/days when the 3101 may not be
accessed from specified devices. Click Add to configure a new time of day restriction policy. The Access Time
Restriction Configuration page displays (Figure 82 on page 72).

Access Time Restriction -- A maximum 16 entries can be configured.

Username MAC Mon |Tue | Wed | Thu | Fri | Sat 5un|5tart Stop | Remove

Figure 81. WMI: Access Time Restriction

To restrict access to the 3101 from a specified user/device for certain times/days, provide information for the
following parameters. Click Apply/Save to apply the settings.
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Access Time Restriction

This page adds time of day restriction to a special LAN device connected to the Router. The 'Browser's MAC Address'
automatically displays the MAC address of the LAN device where the browser is running. To restrict other LAN device, click
the 'Other MAC Address' button and enter the MAC address of the other LAN device. To find out the MAC address of a
Windows based PC, go to command window and type 'ipconfig /all'.

® Browser's MAC Address  |00:1d:0f:19:81:c1
O Other MAC Address
(30030008 XX 300130K)

Days of the week Mon TueWed ThuFri Sat/Sun
Click to select Og|lggnoon

Start Blocking Time (hh:mm)
End Blocking Time (hh:mm) E

Figure 82. WMI: Adding an Access Time Restriction Policy

* User Name: The name of the user you want to prevent from accessing the unit.

* Browser’s MAC Address: The MAC address of the LAN device where the browser is currently running
(default setting).

¢ Other MAC Address: The MAC address of a different LAN device you want to restrict. (To find out the
MAC address of a Windows-based PC, enter ipconfig /all in the PC’s command window).

* Days of the Week: Select the boxes of the day(s) you want to restrict access for the device.

* Start and End Blocking Time: Enter the time range that the device will be restricted.

URL Filter

Click Advanced Setup > Parental Control > URL Filter to prevent LAN users from accessing specific websites

in the WAN.

URL Filter -- Please select the list type first then configure the list entries. Maximum 100 entries can be
configured.

URL List Type: © Exclude © Include

} Address | Port Remove

Add

Figure 83. WMI: URL Filter List

Select the Exlude URL list type or the Include URL list type. If you select the Exlude URL list type, the URLs
in the list are not accessible. If you select the Include URL list type, you are allowed to access the the URLs in

the list.

Click Add to enter a new URL Filter entry. The Add URL Filter page displays (Figure 84 on page 73).
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Parental Control -- URL Filter Add

Enter the URL address and port number then click 'Apply/Save’ to add the entry to the URL filter

URL Address:

Fort Number: Default 80 will be applied if leave blank

Figure 84. WMI: URL Filter Setup

On the Add URL Filter page, enter the URL address and the corresponding port number. For example, enter
the URL address http://www.google.com and the port number, then click the Apply/Save button. The following
page displays:

URL Filter -- Please select the list type first then configure the list entries. Maximum 100 entries can be

configured.

URL List Type: ® Exclude Q Include

Address | Port | Remove

http://www.google.com | 80 | O

Figure 85. WMI: Completing a URL Filter Entry

Quality of Service (QoS) Setup

Click Advanced Setup > Quality of Service to manage traffic for the 3101. Many communication and multi-
media applications require large, high-speed bandwidths to transfer data between the local network and the
Internet. However, for many applications, there is often only one Internet connection available with limited
capacity. QoS (Quality of Service) divides this capacity between the different applications and provides under-
layed, continuous data transfer where data packets with higher priority are given preference.

Refer to the following sections to enable and configure QoS:
* “Queue Management” on page 73
¢ “Queue Configuration” on page 74

* “QoS Classification” on page 75

Queve Management

The Queue Management Configuration page (Figure 86 on page 74) is the default page that displays when
you click on Quality of Service in the Advanced Setup menu. From this page, you can enable or disable QoS
and set the default DSCP Mark. By default ,the system enables QoS and sets a default DSCP mark to automat-
ically mark incoming traffic without reference to a particular classifier. Click Apply/Save to activate any
changes.

If the Enable QoS checkbox is not selected, all QoS will be disabled for all interfaces. The default DSCP mark

is used to mark all egress packets that do not match any classification rules.
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QoS -- Queue Management Configuration

If Enable QoS checkbox is selected, choose a default DSCP mark to automatically mark incoming traffic without
reference to a particular classifier. Click 'Apply/Save' button ta save it.

Note: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.

Note: The default DSCP mark is used to mark all egress packets that do not match any dassification rules.

Enable QoS
Select Default DSCP Mark |No Change(-1) v

Figure 86. WMI: Enable QoS

Quevue Configuration
Click Queue Config (Figure 87) in the Quality of Service menu to add or remove a QoS rule. The lower inte-
ger value for precedence indicates the higher priority.

QoS Queue Setup

oda, maimus
For each Ethernet ir
If you disable WMM fu

wireless will not take effects

The QoS function has been disabled. Queues would not take effects.

Scheduler

4
Hame Key | Interface Alg Precedence  Weight o

DSL
Latancy | Priovty Enable | Remove

WMM Voice

e 1 wio sp 1 Enabled
Priority
WMM Voice
v Wit P 2 Enabled
WMM Video
ol I wit 5P 3 Enabled
Priority
WMM Vide
= s 4 wid SP 4 Enabled
ity
WMM Best
! i " Enabled
Effort " :
WMM
6 o sp 6
Background
—

7 wit 3 7 Enabled
Background i "
WMM Best
_ Wi 5p 8 Enabled
Effort
atm0 SP B Fath0 O
34 atm1 SF B Path0 El
Default
15 atm2 i B Fath0
Quaue i o ! =
36 atm3 5 8 Pathi El
Default
it 1] poal 5F 8 Fath0 a3
Queue
Dafault
19 atmd S ] Path0

Figure 87. WMI: QoS Queue Configuration
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Click Add on the QoS Queue Setup page to create a new queue entry and assign it to a specific network inter-

face.
QoS Queue Configuration

This screen allows you to configure a QoS queue and assign it to a specific layer2 interface. The scheduler algorithm is
defined by the layer2 interface.

Note: For SP scheduling, queues assigned to the same layer2 interface shall have unique precedence.
Lower precedence value implies higher priority for this queue relative to others

Click 'Apply/Save' to save and activate the queue.

Name:
Erae:
Interface: v

Figure 88. WMI: Add QoS Queue Entry

* Name: nter the name of QoS queue.
* Enable: Enable or disable the QoS queue.
¢ Interface: Select the proper interface for the QoS queue.

Click Apply/Save to save and activate the queue.

QoS Classification
Click QoS Classification in the Quality of Service menu to configure QoS classification rules.

QoS Classification Setup -- A maximum 32 entries can be configured.

Choosa A Reémove to condi
1F you disabl M function in related to wireless will not take effects
The Qo5 function has been disabled. Classification rules would not take effects.

55

CLASSIFICATION CRITERIA CLASSIFICATION RESULTS
Class s Class Ether SrcMAC/ DSUMAC] |Srclp/ DstIp/ Proto SrcPort Dstport PSP (TOS  B0Z.1P Queue DSCP TOS B02.1P VianiD Rate
Hame Intf [Type Mask Mask Prefiength | Prefilength i - O chieck Check Check Key  Mark Mark Mark Tag

(kbips)

Figure 89. WMI: QoS Classification Table

control "™ Enable Remove
slze

Click Add to create a new trafflic class rule. The Add Network Traffic Class Rule page displays (Figure 90 on
page 76). On this page, enter the traffic name, select the rule order and the rule status, and specify the classifi-

cation criteria and the classification results. Click Apply/Save to apply the settings.

Quality of Service (QoS) Setup
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The screen creates a traffic class rule to classify the upstream traffic, assign queue which defines the precedence and the interface and
optionally overwrite the IP header DSCP byte. A rule consists of a class name and at least one condition below. All of the specified
conditions in this classification rule must be satisfied for the rule to take effect. Click 'Apply/Save' to save and activate the rule.

Traffic Class Name:
Rule Order:
Rule Status:

Specify Classification Criteria
A blank criterion indicates it is not used for classification.

Class Interface:

Ether Type:

Source MAC Address:

Source MAC Mask:

Destination MAC Address:

Destination MAC Mask:

Frame size rage for Bridged interface(FROME:TO):

Specify Classification Results

Last -
Enable

Must select a classification queue. A blank mark or tag value means no change.

Assign Classification Queue:

Mark Differentiated Service Cods Point (DSCP): v‘

<

Mark 802.1p priority:
Tag VLAN ID [0-4094]:

I

Figure 90. WMI: Add Network Traffic Class Rule

Routing Setup

Click Advanced Setup > Routing to manage the default gateway, static route, and Routing Information Proto-
col (RIP) settings. Refer to the following sections:

¢ “Default Gateway” on page 77

e “Static Route” on page 77

¢ “Policy Routing” on page 78

Routing Setup
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Default Gateway

The Routing—Default Gateway page (Figure 91) is the default page that displays when you click on Routing

in the Advanced Setup menu. From this page, you can modify the default gateway settings. Select a proper

WAN interface in the list of Available Routed WAN Interfaces as the system default gateway. Click Apply/

Save to activate any Changes.
Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one wi
be used according to the priority with the first being the highest and the last one the lowest priority if the WAN

interface is connected. Priority order can be changed by removing all and adding them back in again.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
prpll

TODO: TAJG THEEEtstsss Select a preferred wan interface as the system default IPv6 gateway.

Selected WAN Interface | pppoe_0_0_35/ppp0 v|

Figure 91. WMI: Routing - Default Gateway

Static Route

Click Routing > Static Route to view current route entries. Click Add to create a new static route entry. The

Routing-Static Route Add page displays (Figure 92).

Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AND/OR available WAN interface then click

‘Apply/Save’ to add the entry to the routing table.

IF Version: | IPvd v
Destination IP address/prefix length:
Interface [ v |

Gateway IP Address:

(optional: metric number should be greater than or equal to zero)

Figure 92. WMI: Adding a Static Route

Metric:

On this page, you can add or remove a static routing rule of IPV4 or IPv6.
* IP Version: Select the IP version to be IPv4 or IPv6.
* Destination IP address/prefix length: Enter the destination IP address.

¢ Interface: Select the proper interface for the rule.

Routing Setup
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* Gateway IP Address: The next-hop IP address.
* Metric: The metric value of routing.

Click Apply/Save to apply the settings.

Policy Routing

Click Routing > Policy Routing to add or remove a static policy rule. Click the Add button to enter the policy
name, source IP and default gateway, and select the physical LAN port and interface on the Policy Routing

Setup page (Figure 93). Click the Apply/Save button to save the configuration.

Policy Routing Settup

Enter the policy name, policies, and WAN interface then click "Apply/Save" to add the entry to the policy routing

table.
Note: If selected "IPoE" as WAN interface, default gateway must be configured.

Physical LAN Port: b

Source IP: |

Use Interface: | ipoe_0_0_36/atm2 v

Default Gateway:

Figure 93. WMI: Adding a Policy Routing Rule

DSL Setup

Click Advanced Setup > DSL to configure DSL settings. The factory default settings are typically sufficient for

normal DSL operation. Click Apply/Save to activate any changes..
Select the modulation below.

G.Dmt Enabled

[ G.lite Enabled

T1.413 Enabled

ADSL2 Enabled

[¥] AnnexL Enabled

ADSL2+ Enabled

[ AnnexM Enabled

Select the phone line pair below.
@ Inner pair
QO Outer pair

Capability
[] Bitswap Enable
[ SR Enable

[ Apply/Save ” Advanced Settings J

Figure 94. WMI: DSL Settings

DSL Setup
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Universal Plug & Play (UPnP) Setup

Click Advanced Setup > UPnP to activate the UPnP capability on the 3101. PCs with UPnP (Universal Plug
& Play) can offer their own network services and automatically use services offered in the network. Click
Apply/Save to activate any changes.

uPnP Configuration

NOTE: UPnP is activated only when there is a five WAN service with NAT enabled.

[ Enable UPNP

Figure 95. WMI: UPnP Configuration

Domain Name System (DNS) Proxy Setup

Click Advanced Setup > DNS Proxy to configure the DNS proxy function. After enabling the DNS proxy
function, enter the host name of the broadband router and the domain name of the LAN network. Then, click
Apply/Save to apply the settings.

DNS Proxy Configuration

Figure 6. WMI: DNS Proxy Configuration

Print Server Setup

Click Advanced Setup > Printer Server (Figure 97) to enable printer support. Select the checkbox to Enable
on-board print server. Enter the Printer Name, Make, and Model for the network printer. Click Apply/Save
to activate your changes.

Print Server settings

This page allows you to enable / disable printer suppart.
g Enable on-board print server.

Printer name KMC550

Make and model KM blzHub C550
( SavefApply )

Figure 97. WMI: Enable Print Server
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Packet Acceleration Setup

Click Advanced Setup > Packet Acceleration (Figure 98) to enable packet flow accelerator. Click Apply/Save
to activate any changes.

Packet Acceleration

[¥] Enable Packet Flow Accelerator

Figure 98. WMI: Packet Acceleration

Storage Service Setup

Storage Device Info

Click Advanced Setup > Storage Service > Storage Device Info to display information about the storage
device that connects to the DSL router.

Storage Service

Volumename PhysicalMedium FileSystem Total Space Used Space

Figure 99. WMI: Storage Device Info

User Accounts
Click Advanced Setup > Storage Service > User Accounts to add/delete user accounts on the storage service.

Storage UserAccount Configuration

Userflame HomeDir Remove

Figure 100. WMI: Storage User Accounts

Click the Add button to set up a new user account. The following page displays. Enter a username, password
and volume name for the new account. Click Apply/Save to activate the new account.

Storage User Account Setup

Figure 101. WMI: Adding a Storage User Account
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Interface Grouping Setup

Click Advanced Setup > Interface Grouping to configure mapping groups.

Interface Grouping -- A maximum 16 entries can be configured

Group Name Remove WAN Interface LAN Interfaces DHCP Vendor IDs

Figure 102. WMI: Interface Grouping Entries

Interface grouping supports multiple ports to PVC and bridging groups. Each group will perform as an inde-
pendent network. To support this feature, you must create mapping groups with the appropriate LAN and
WAN interfaces using the Add button. The Remove button will delete the grouping and add the ungrouped
interfaces to the default group. Only the default group has IP interface.

Click the Add button to display the Interface Grouping Configuration page (Figure 103 on page 82). Follow
the on-screen configuration steps to configure the parameters of the interface grouping. Click Apply/Save to
apply the settings.

Interface Grouping Setup 81
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Interface grouping Configuration

To create a new interface group:
1. Enter the Group name and the group name must be unique and select either 2. (dynamic) or 3. (static) below:

2. TIf you like to automatically add LAN clients to a WAN Interface in the new group add the DHCF vendor ID string.
By configuring a DHCP vendor ID string any DHCP client request with the specified vendor ID (DHCP option 60) will be

denied an IP address from the local DHCP server.,

3.5elect interfaces from the available interface list and add it to the grouped interface list using the arrow buttons to
create the required mapping of the ports. Note that these clients may obtain public IP addresses

4. Click Apply/Save button to make the changes effective immediately

IMPORTANT If a vendor 1D is configured for a specific client device, please REBOOT the client device
attached to the modem to allow it to obtain an appropriate IP address.

Group Name: |

WAN Interface used in the grouping | br_0_8_36/atm0  &|

Grouped LAN Available LAN
Interfaces Interfaces

ENET3
ENET2
ENET1
wlan
wl0_Guestl
wl0_Guest2
wl0_Guest3

Automatically Add
Clients With the
following DHCP Vendor
IDs

Figure 103. WMI: Interface Grouping Configuration
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IPSec Setup

Click Advanced Setup > IPSec to configure IPSec tunnel mode connections.

IPSec Tunnel Mode Connections

Add, remove or enable/disable IFSec tunnel connections from this page.

Figure 104. WMI: IPSec Tunnel Connections

Click the Add button to display the IPSec Settings page. Enter information for the IPSec connection name,
tunnel mode, and remote IPSec gateway address. If you need to configure the advanced settings of this IPSec
tunnel connection, click the Show Advanced Settings button to display more configuation options. Click
Apply/Save to the settings.

IPSec Settings

ESP
.0.0
ocal P addresse Submet v
address for VPN 0.0.0.0
5 255
Subnet v

Buto(IKE)

Pre-Shared Key -

Perfect Forward Secrecy Disable w
Advanced IKE Settings [ Show Advanced Settings J

Figure 105. WMI: IPSec Tunnel Connections
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Certificate Setup

Click Advanced Setup > Certificate to request or import a certificate to help identify your device to other
devices or verify certificates from other devices.

Local Certificates

The Local Certificates page (Figure 106) is the default page that displays when you click on Certificate in the
Advanced Setup menu. Local certificates are used by peers to verify your identity. From this page, you can cre-
ate a certificate request (page 84) or import a certificate (page 86).

Local Certificates

Name In Use Subject Type Action

[ _reate Certificate Request ] |
Figure 106. WMI: Local Certificates

Create Certificate Request
On the Local Certificates page, click Create Certificate Request (Figure 107) to create a new certificate
request, have it signed by a certificate authority, and load the signed certificate.

Create new certificate request

To g te a certificate signing request you need to Include Common Mame, Organization Name, State/Province Name, and the 2-letter Country
Code for the certificate.

Certificate Name:

Comman Name:

Organization Name: Patton

State/Province Name: MD

Country/Reglon Name: " us {United States) | :]

[ ﬂ ]
Figure 107. WMI: Create Local Certificate Request

Enter information for the following fields:

* Certificate Name: Enter a name for the new certificate. The system will create an SSL certificate in the
specified certificate repository (administrator's or domain's repository) by using a private key file and a cor-
responding certificate file.

¢ Common Name: Enter the Fully Qualified Domain Name (FQDN) used for DNS lookups of your server
(for example, www.mydomain.com). Browsers use this information to identify your Web site. Some brows-
ers will refuse to establish a secure connection with your site if the server name does not match the common
name in the certificate. Do not include "http://" or any port numbers or pathnames in the common name.
Do not use wildcard characters such as * or ?, and do not use an IP address.

* Organization Name: Enter the name of the organization to which the entity belongs (such as the name of a
company).

Certificate Setup 84
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* State/Province Name: Enter the name of the state or province where your organization's head office is
located. Provide the full name of the state or province.

* Country/Region Name: Select the two-letter ISO abbreviation for your country (for example, GB for the
United Kingdom).

Click Apply to generate the certificate request. Wait several seconds while the system creates the request. The

Certificate Signing Request page displays (Figure 108).

Certificate signing request
Certificate signing request successfully created. Note a request |s not yet functional - have It signed by a Certificate Autharity and load the signed certificate

to this device,

Name | newcertificate

Type request

Subject | CN=patton.com/O=Fatton/5T=MD/C=U5

MIIBfzCE6QIBADBAMEMWEQYDVOODEWPWYXROb24uY2 3tMOBwDQYDVOOKEWEQYXRO
b24xCzAJBgNVBAgTAk1EMOswCQYDVOQCEWIVUzCBnzANBgkghk1G9w0BAQEFAROR
JOAWGYKCgYEAWeH Iw0Jzi4nXdPHP1/eSpXKRL1IYEY 8cDIT60LzirUyWnaMUx] /s
NZX2y09011DdZhV/oFKipdve JIMrAG JokU15f3CAUL2f 1/ T2 T3AWVEEY 6FUTML3
Tnkg84tzz5GI2WIdHCCIOrJOfKEGGhXVsvgBFuldYfEbgvY /)
MAOGCSgGS Ib3DQEBBAUARLGBACPkE IEZmMELEG6SIULYV] /HKE
6rpBzchAxsNUuKe jKHhe302ZvBS+zVycvgvvS4NMEMoOWOIWpPgeS .-'vZMLRKeES“l‘s
UfLESLmuPI9fyEKnc7bmlOrayoxh68a/Ux0fyobM1SNwebSBShATCEN+CxUVI+wo
d7UM

;'9“ “gt ----- END CERTIFICATE REQUEST--==—
Equest

I’\. Back ) I’\ Load Slgned Certificate )
Figure 108. WMI: Certificate Signing Request

You need to submit the certificate request to a certificate authority that will sign the request. Then, load the
signed certificate to the 3101. Click Load Signed Certificate to display the Load Certificate page (Figure 109).
Paste the signed certificate and click Apply and to create the new certificate.

Load certificate
Paste signed certificate.

Certificate

newicertificate
Name:
----- BEGIN CERTIFICATE---—-
<insert certificate here>
----- END CERTIFICATE-----
Certificate:

( Apply )

Figure 109. WMI: Load Certificate
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On the Local Certificates page, click Import Certificate (Figure 110) to paste an existing certificate and pri-

vate key.
Import certificate
Enter certificate name, paste certificate content and private key.

Certificate

Name:

Certificate:

Private Key:

G

Figure 110. WMI: Import Local Certificate

Click Apply to add the certificate.

Trusted CA Certificates

Click Certificate > Trusted CA to display the Trusted CA (Certificate Authority) Certificates page. CA certif-
icates are used by the 3101 to verify peers' certificates. From this page, you can import a CA certificate.

Trusted CA (Certificate Authority) Certificates

Figure 111.

Certificate Setup

Hame Subject Type Action

WMI: Trusted CA Certificates
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Click Import Certificate (Figure 112) to paste an existing certificate. Click Apply to add the certificate.

Import CA certificate

{insert certificate here’
————— END CERTIFICATE-———

Figure 112. WMI: Import CA Certificate

Power Management

Click Advanced Setup > Power Management to control hardware modules and power consumption.

Power Management

Wait instruction when Idle
[¥] Enable Status: Enabled

DRAM Self Refresh
[¥] Enable Status: Enabled

Figure 113. WMI: Power Management

Use the radio buttons to select desired options. Click Apply to save the settings.

Power Management

Status: Auto
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Click Advanced Setup > Multicast to configure the multicast parameters of the IPv4 and IPv6. Click Apply/
Save to apply the settings.

Multicast Setup

IGMP Configuration

Enter IGMP protocol configuration fields if you want modify default values shown below.

Default Version: 3
Query Interval (s): 125
Query Response Interval (1/10s): 100
Last Member Query Interval (1/10s): 10
Robustness Value: 2
Maximum Multicast Groups: 25
Maximum Multicast Data Sources (for IGMPv3):|10

|
|
|
|
|
|

Maximum Multicast Group Members: |2S
Fast Leave Enable:
LAN to LAN (Intra LAN) Multicast Enable:

MLD Configuration

Enter MLD protocol (IPv6 Multicast) configuration fields if you want modify default values shown below.

Default Version: |2
Query Interval (s): |125
Query Response Interval (1/10s): |100
Last Member Query Interval (1/10s): 10
Robustness Value: 2
Maximum Multicast Groups: 10
Maximum Multicast Data Sources (for IGMPv3):|10

Maximum Multicast Group Members:

|
|
|
|
|
|
|

Fast Leave Enable:
LAN to LAN (Intra LAN) Multicast Enable:

E| =]

Apply/Save

Figure 114. WMI: Multicast Configuration

88



Model 3101 Series Getting Started Guide

Multicast Setup

5 ¢ Advanced Configuration

89



Chapter 6 Wireless Configuration

Chapter contents

OVEIVIEW ottt b e s a b b s e b s e R s e R e s e bR s e b e s et et e st e s ne s ens 91
Basic WLELESS SETUP .evevervivertirirtirirteriet ettt ettt ettt sttt ettt st b b bbbt b bt b st b et e b e e b e e benaebeneene 91
WLeless SECULILY SEUUP ..uvveuriuiiiiiieiireeiereeterte ettt s st s e e s s et see e sae e reeneen 93
TIPS SEUUP ottt et b s bbb s a bbbt e n et ea e b sa e 94
ManUAl SEEUP AP ..cueiiieiirieiirieiertcere sttt ettt ettt ettt ea bbbt b et bbbt bt nenen 94
OPen 0F SRATEd .cveviiiicicicicc ettt ettt es 95
BO2.1X et s b e s a e b et s a e et e s b b e e a e e a e e saneeneesnae s 96

WPA e e bbb e 97
WPA-PSK, WPA2-PSK, or Mixed WPA2/WPA-PSK ....ccooiiiiiiiireeeeee e 98
WPA2 or Mixed WPAZ/WPA ..c..ooiiiiieeeeee ettt ene 99

IMAC FILEEE SETUP +euvevereereriererieierteterieeerteststetseetseestes et bete st st e s eatesestesesaesesbesesseaesseaesse e ss et ss e ses e seseaseneaseneanen 100
Wireless Bridge SEtUP ...eveueveuieeiiiieirieireeere ettt ettt s s s et 101
Advanced WLELEss SETUP ....veuvrirreueuiiriereieiiirtetett ettt ettt sttt aer et s ene st s s s st esessesesesennerenenen 102
STAtON TNFO o e 104

90



Model 3101 Series Getting Started Guide 6 * Wireless Configuration

Overview
;llocf Wiireless in the navigation menu to view wireless configuration options for the Niclass
See the following sections for setup instructions: Basic
e “Basic Wireless Setup” on page 91 ey

Wirelcss Securicr Setut” 03 MAC Filter
. r rity Set n

ireless Security Setup” on page Wireless Bridge

e “MAC Filter Setup” on page 100 Aducmoad
e “Wireless Bridge Setup” on page 101 Station Info

e “Advanced Wireless Setup” on page 102
e “Station Info” on page 104

Basic Wireless Setup

Click Basic in the Wireless menu to configure basic wireless features for the 3101. The Wireless -- Basic page
displays (Figure 115). From this page, you can enable or disable the wireless LAN interface, hide the network
from active scans, set the wireless network name (also known as SSID), and restrict the channel set based on
country requirements. Click Apply/Save to activate any changes.

Wireless -- Basic

s page allows you to ¢ basic features of the wir | interface. You can r disable the wireless LAN
hide the scans, set the wire rk name (also knov ID) and restrict the

cha ents.
Click e basic wireless options.

Enable Wireless

[#¥] Enable Autogeneration

[ Hide Access Point

[0 ClientsIs

[0 Disable WMM Advertise

[] Enable Wireless Multicast Forwarding (WMF)

p—

BSSID: 52:11:24:90:5b:5e

Country: UNITED STATES v

a ents: |16
Wireless - Guest/Virtual Access Points:

Disable
Isolate Enable Max
Enabled SSID Hidd WMM BSSID
fa M| clients . 'WMF clients
Advertise

O Broadcom?2 (| O F (| 16 N/A

[l ] Broadcom3 B 0 | B

O Broadcom<4 O O O O 16 N/A

Figure 115. WMI: Basic Wireless Configuration
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* Enable Wireless: If you want to make wireless available, you must check this box first. Otherwise, the
Hide Access Point SSID, Country, Enable Wireless Guest Network, and Guest SSID box will not be dis-
played.

* Enable Autogeneration: After enabling this function, it will automatically set the SSID and the encryption
mode.

* Hide Access Point: Check this box if you want to hide any access point for your router, so a station cannot
obtain the SSID through passive scanning.

* Clients Isolation: When many clients connect to the same access point, they can access each other. If you
want to disable the access between clients which connect the same access point, you can check this box.

* Disable WMM Advertise: Wi-Fi Multimedia (WMM) provides high-performance multimedia voice and
video data transfers. Check this box if you want to turn this feature off.

* Enable Wireless Multicast Forwarding (WMF): Enabling this option improves the transmission quality
of video service such as IPTV.

 SSID: Enter the identification name for the wireless network. The SSID is the network name shared among
all points in a wireless network. The SSID must be identical for all points in the wireless network. It is case-
sensitive and must not exceed 32 characters. Make sure that this setting is the same for all points in your
wireless network. For added security, you should change the default SSID to a unique name.

e BSSID: Display the MAC address of the wireless interface.

* Country: Select the name of the country where you configure the gateway. This parameter further specifies
your wireless connection. For example, the channel will adjust according to nations to adapt to each
nation's frequency provision.

* Max Clients: Specify the maximum wireless client stations to link with the access point. Once the clients
exceed the max value, all other clients will be refused.

*  Wireless - Guest/Virtual Access Points: If you want to make Guest/Virtual network function be available,
you have to check those boxes in the table below. In the current software version, three virtual access points
can be configured. The configuration is the same as the main SSID (Service Set Identification), has the
unique name, the limit of clients, etc..
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Wireless Security Setup

Click Security in the Wireless menu to configure security features of the wireless LAN for the 3101. The
Wireless -- Security page displays (Figure 116). On this page, you can configure the network security settings
through the Wi-Fi Protected Setup (WPS) method (see “WPS Setup” on page 94) or by setting the network
authentication mode (see “Manual Setup AP” on page 94). Click Apply/Save to activate any changes.

Wireless -- Security

This page allows you to configure security features of the wireless LAN interface.

You may setup configuration manually
OR
through WiFi Protcted Setup(WPS)
WPS Setup
Enable WPS Enabled «

Add Client (This feature is available only when WPA-PSK, WPA2 PSK or OPEN mode is configured)

© Push-Button @ PIN

0 | Help

Set WPS AP Mode Configured »

Setup AP (Configure all security settings with an external registar)
Q© Push-Button @ PIN Cor

Device PIN 21464065 Help
Manual Setup AP
You can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network and specify the encryption strength.
Click "Apply/Save’ when done.

Select SSID: WLAN_ 2814 »
Network Authentication: WPA2 -PSK ~
WPA/WAPI passphrase: ssssssse Click here to display

WPA Group Rekey Interv

WPA/WAFI Encryption: AES v

WEFP Encryption:

Apply/Save

Figure 116. WMI: Wireless Security Configuration
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WPS Setup
WPS Setup
Enable WPS Enabled w
Add Chent (This feature is available or
Set WPS AP Mode Configured
etup AP (Configure all security settings with
Device PIN 21464065 Help

Figure 117. WMI: WPS Configuration

There are 2 primary methods used in the Wi-Fi Protected Setup (WPS):
* PIN entry, a mandatory method of setup for all WPS certified devices

¢ Push button configuration (PBC), an actual push button on the hardware or through a simulated push but-
ton in the software. (This is an optional method on wireless client).

If you are using the PIN method, you will need a Registrar (access point/wireless router) to initiate the registra-
tion between a new device and an active access point/wireless router. The PBC method may also need a Regis-
trar when used in a special case where the PIN is all zeros

In order to use the push-button for WPS authentication, you must ensure that the network card supports the
function. If it supports the WPS push-button, you do not need to configure it. Press the WPS button directly
to enable the WPS function.

Manual Setup AP
The Manual Setup AP page provides nine types of network authentication modes, including Open, Shared,
802.1X, WPA, WPA-PSK, WPA2, WPA2-PSK, Mixed WPA2/WPA, and Mixed WPA2/\WPA-PSK.

Manual Setup AP

Select SSID: WLAN_2814 »
Network Authentication: Open v

VUER Enerantinm s Shared
et Lo 802. 1X

WYPL
WPA-PSK
WPA2
WPA2 -FSK
Mizxed WPA2/WPA
Mixed WPA2/WPA -P3K

Figure 118. WMI: Manual Setup AP
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Provide information for the following parameters:
*  Select SSID: Select the wireless LAN SSID to configure security features.

* Network Authentication: Select the authentication mode for the selected SSID. Authentication configura-
tion fields display automatically when you select a mode from this menu. Refer to the following sections for
more information on configuring selected network authentication modes:

- “Open or Shared” on page 95

- “802.1X” on page 96

- “WPA” on page 97

- “WPA-PSK, WPA2-PSK, or Mixed WPA2/WPA-PSK” on page 98
- “WPA2 or Mixed WPA2/WPA” on page 99

Open or Shared
When you select Open or Shared as the Network Authentication mode (Figure 119), provide information for
the following parameters:

Manual Setup AP

WLAN_281E »
Shared v

Enabled w»
128-bit »

1w

Figure 119. WMI: Wireless Security — Shared Authentication Mode
¢ WEP Encryption: Set to Enabled.
* Encryption Strength: Select the data security level: 64-bit or 128-bit.
* Current Network Key: Select the Network Key (the fields listed below this option) you want to use.

* Network Key (1-4): For 64-bit encryption, enter five ASCII characters or ten hexadecimal digits for the
Network Key field(s). For 128-bit encryption, enter thirteen ASCII characters or twenty-six hexadecimal
digits. The system allows you to enter up to four WEP keys.

Click Apply/Save to activate your changes.
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802.1X

When you select 802.1X as the Network Authentication mode (Figure 120), you are required to enter infor-
mation for the RADIUS server. RADIUS server is short for a Remote Authentication Dial-in User Service
server, which is most commonly a third party server, used for authenticating wireless clients that want to con-
nect to an access point. The wireless client contacts an access point (a RADIUS client), which in turn commu-
nicates with the RADIUS server. The RADIUS server performs the authentication by verifying the client's
credentials, and determining whether the device is authorized to connect to the access point's LAN. If the
RADIUS server accepts the client, it responds by exchanging data with the access point, including security keys
for subsequent encrypted sessions.

“Manual Setup AP

WLAN_281E ~»

802, 1X v

Enabled s
128-bit

2

2w

Figure 120. WMI: Wireless Security — 802.1X Authentication Mode

To configure 802.1X, provide information for the following parameters:

* RADIUS Server IP Address: Enter the IP Address of the authentication server.

* RADIUS Port: Enter the port number of the authentication server. The default port number is 1812.
* RADIUS Key: Enter the same key as the RADIUS server.

* WEP Encryption: Set to Enabled.

* Encryption Strength: Select the data security level: 64-bit or 128-bit.

* Current Network Key: Select the Network Key (the fields listed below this option) you want to use.

* Network Key (1-4): For 64-bit encryption, enter five ASCII characters or ten hexadecimal digits for the
Network Key field(s). For 128-bit encryption, enter thirteen ASCII characters or twenty-six hexadecimal
digits. The system allows you to enter up to four WEP keys.

Click Apply/Save to activate your changes.
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WPA

When you select WPA as the Network Authentication mode (Figure 121), provide information for the fol-
lowing parameters:

Manual Setup AP

WLAN_2B1E

TEIP+AES w

Figure 121. WMI: Wireless Security — WPA Authentication Mode

* WPA Group Rekey Interval: Enter a value for the time that the WPA key must change. If the value is set to
0, the change is done automatically between the server and the client.

* RADIUS Server IP Address: Enter the IP Address of the authentication server.
* RADIUS Port: Enter the port number of the authentication server. The default port number is 1812.
* RADIUS Key: Enter the same key as the RADIUS server.

* WPA/WAPI Encryption: Select one: TKIP, AES or TKIP + AES. TKIP is the default option. TKIP + AES
encryption mode means the access point will automatically adjust to use TKIP or AES according to the
wireless clients.

Click Apply/Save to activate your changes.
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WPA-PSK, WPA2-PSK, or Mixed WPA2/WPA-PSK

When you select WPA-PSK, WPA2-PSK, or Mixed WPA2/WPA-PSK as the Network Authentication mode
(Figure 122), provide information for the following parameters:

Manual Setup AP
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Figure 122. WMI: Wireless Security — WPA-PSK Authentication Mode

* WPA/WAPI passphrase: Enter the password for WPA station.

¢ WPA Group Rekey Interval: Enter a value for the time that the WPA key must change. If the value is set to
0, the change is done automatically between the server and the client.

* WPA/WAPI Encryption: Select one: TKIP, AES or TKIP + AES. (Default options are: TKIP for WPA-
PSK, AES for WPA2-PSK, and TKIP + AES for Mixed WPA2/WPA-PSK). TKIP + AES encryption mode
means the access point will automatically adjust to use TKIP or AES according to the wireless clients.

Click Apply/Save to activate your changes.
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WPA2 or Mixed WPA2/WPA
When you select WPA2 or Mixed WPA2/WPA as the Network Authentication mode (Figure 123), provide
information for the following parameters:

Manual Setup AP

WLAN_2Z1E
Mixed WPAZ/WPA w~

Disabled

TEIP+AES »

Figure 123. WMI: Wireless Security — Mixed WPA2/WPA Authentication Mode

¢ WPA2 Preauthentication: Select to enable or disable preauthentication.
* Network Re-auth Interval: Specify the timer of re-authentication between the server and the client.

* WPA Group Rekey Interval: Enter a value for the time that the WPA key must change. If the value is set to
0, the change is done automatically between the server and the client. s

* RADIUS Server IP Address: Enter the IP Address of the authentication server.
* RADIUS Port: Enter the port number of the authentication server. The default port number is 1812.
* RADIUS Key: Enter the same key as the RADIUS server.

*  WPA Encryption: Select one: TKIP, AES or TKIP + AES. (Default options are: AES for WPA2 and TKIP
+ AES for Mixed WPA2/WPA). TKIP + AES encryption mode means the access point will automatically
adjust to use TKIP or AES according to the wireless clients.

Click Apply/Save to activate your changes.
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MAC Filter Setup

Click MAC Filter in the Wireless menu to allow or reject access to the wireless network for wireless clients. The
Wireless -- MAC Filter page displays (Figure 124). From this page, you can create a list of MAC addresses that
are banned from accessing the 3101or allowed to associate with the 3101.

Wireless -- MAC Filter

WLAN_2814 w»

MAC Address Remove

Figure 124. WMI: MAC Filter Configuration

Provide information for the following parameters:

¢ MAC Restrict Mode: The function can be turned on/off. Click Disabled to disable the MAC filter feature.
Click Allow or Deny to enable the feature. You can filter wireless users according to their MAC address,
either by allowing or denying access.

e Click Allow and Add to add a wireless MAC address to the filter list. Enter the MAC address as
XX:XX-XX:XX:XX:XX and click Save/Apply to add the MAC address to the wireless MAC address filters.

* Click Deny to ban a MAC address from the Wireless Access Control List.

¢ To delete a MAC address from the filter list, select the box for the device in the Remove column in the
MAC Filter table and click Remove.
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Wireless Bridge Setup

Click Wireless Bridge in the Wireless menu to configure wireless bridge features for the 3101. The Wireless -
- Bridge page displays (Figure 125). The Wireless Distribution System (WDS) allows you to extend the range
of your wireless network by introducing one or more WDS-enabled devices into your wireless network. You
can only establish WDS links with WDS-enabled devices.

Wireless -- Bridge

Accesz Point v

Enabled v

Figure 125. WMI: Wireless Bridge Configuration

Provide information for the following parameters:

* AP Mode: Select the functionality for the unit: Access Point or Wireless Bridge. You can select Wireless
Bridge (also known as Wireless Distribution System) to disable access point functionality. Selecting Access
Point enables access point functionality and Wireless bridge functionality will still be available. Wireless sta-
tions will be able to associate with the access point.

* Bridge Restrict: Select Disabled in the Bridge Restrict menu to disable the wireless bridge restriction. Any
wireless bridge will be granted access. Select Enabled to enable the wireless bridge restriction. Only those
bridges selected in the Remote Bridges section will be granted access.

You must configure all Bridges Access Point with the same encryption and authentication mode as Open,
Shared, WEP, WPA-PSK or WPA2-PSK and the same fixed channel.

Click Apply/Save to activate any changes.

Wireless Bridge Setup 101



Model 3101 Series Getting Started Guide 6 * Wireless Configuration

Advanced Wireless Setup

Click Advanced in the Wireless menu to configure advanced wireless features for the 3101. The Wireless --
Advanced page displays (Figure 126). Usually, you do not need to change the settings on this page. Click
Apply/Save to activate any changes.

Wireless -- Advanced

2.4GHz »

Auto v

20MHz in 2.4G Band and 40MHz in 5G Band s Current: 20MHz

Auto v

Auto w
Off
Off w
Diszable «
Enable

Dizable

Auto v
Default v

' Disabled w
Transmit Powe 100%
Enabled
edgement Disabled w
Enabled

Figure 126. WMI: Advanced Wireless Configuration

Provide information for the following parameters (as needed):

* Band: Select 802.11b/g using wireless frequency band range. The radio frequency will remain at 2.4GHz.
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* Channel: Select the appropriate channel to correspond with your network settings. All devices in your wire-
less network must use the same channel in order to work correctly. The 3101 supports auto channeling
functionalty.

* Auto Channel Timer: Specify the time limit (in minutes) for auto channeling.
e 802.11n/EWC: Select disable 802.11n or Auto.

e Bandwidth: Select the bandwidth for the network. You can select 20MHz in Both Bands, 20MHz in
2.4G Band and 40MHz in 5G Band or 40MHz in Both Bands.

* Control Sideband: If you select 20MHz in Both Bands or 20MHz in 2.4G Band and 40MHz in 5G
Band the service of control sideband does not work. When you select 40MHz in Both Bands as the band-
width, more configuration options display. Then you can select Lower or Upper as the value of sideband.
As the control sideband, when you select Lower the channel is 1-7. When you select Upper, the channel is
5-11.

* 802.11n Rate/54g Rate: Select the transmission rate for the network. The rate of data transmission should
be set depending on the speed of your wireless network. You can select from a range of transmission speeds,
or you can select Auto to have the 3101 automatically use the fastest possible data rate and enable the Auto-
Fallback feature. Auto-Fallback will negotiate the best possible connection speed between the 3101 and a
wireless client. The default value is Auto.

e 802.11n Protection: The 802.11n standards provide a protection method so 802.11b/g and 802.11n
devices can co-exist in the same network without “speaking” at the same time.

* Support 802.11n Client Only: Only stations that are configured in 802.11n mode can associate.

* Multicast Rate: Select the multicast transmission rate for the network. The rate of data transmission should
be set depending on the speed of your wireless network. You can select from a range of transmission speeds,
or you can select Auto to have the 3101 automatically use the fastest possible data rate and enable the Auto-
Fallback feature. Auto-Fallback will negotiate the best possible connection speed between the 3101 and a
wireless client. The default value is Auto.

* Basic Rate: Select the basic transmission rate ability for the access point.

* Fragmention Threshold: Packets that are larger than this value are fragmented into multiple packets. It is
recommended to increase the fragmentation threshold if you encounter high packet error rates. Do not set
the threshold too low, since this can result in reduced networking performance.

* RTS Threshold: Keep this value at the default setting of 2347. If you encounter inconsistent data flow, it is
recommended to decrease this value by only a small amount. If a network packet is smaller than the preset
RTS threshold size, the RTS/CTS mechanism will not be enabled. The 3101 sends Request to Send (RTS)
frames to a particular receiving station and negotiates the sending of a data frame. After receiving an RTS,
the wireless station responds with a Clear to Send (CTS) frame to acknowledge the right to begin transmis-

sion. The RTS Threshold value should remain at the default value of 2347.

e DTIM Interval: (Delivery Traffic Indication Message) Enter a value between 1 and 255 for the Delivery
Traffic Indication Message (DTIM.) A DTIM is a countdown informing clients of the next window for lis-
tening to broadcast and multicast messages.

* Beacon Interval: A beacon is a packet of information that is sent from a connected device to all other
devices where it announces its availability and readiness. A beacon interval is a period of time (sent with the
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beacon) before sending the beacon again. The beacon interval may be adjusted in milliseconds (ms). The
default value (100) is recommended.

¢ XPress Technology: Select Enable or Disable. This feature is special acceleration technology for
IEEE802.11g. The default is Disabled.

¢ Transmit Power: Adjust the transmission range. This tool can be helpful for security purposes if you want
to limit the transmission range.

*  WMM (Wi-Fi Multimedia): Select whether WMM is enabled or disabled. Before you disable WMM,

understand that all QoS queues/traffic classes that relate to wireless will not take effect.

* WMM No Acknowledgement: Select to enable or disable ACK in a WMM packet. By default, the 'Ack
Policy' for each access category is set to Disabled, meaning that an acknowledgement packet is returned for
every packet received. This provides a more reliable transmission but increases traffic load, which decreases
performance. Disabling the acknowledgement feature can be useful for voice applications where the trans-
mission speed is important and packet loss is tolerable.

* WMM APSD: (Automatic Power Save Delivery) Select Enabled for the unit to use very low power con-
sumption. WMM Power Save is an improvement to the 802.11e amendment adding advanced power man-
agement functionality to WMM.

Station Info

Click Station Info in the Wireless menu to view authenticated wireless stations and their status about associa-
tion and authentication. The Wireless -- Authenticated Stations page displays (Figure 127).

Wireless -- Authenticated Stations

This page shows authenticated wireless stations and their status.

MAC Associated Authorized SSID Interface

(rully WLAN 28EE wi0

Figure 127. WMI: Authenticated Stations

Click Refresh to update the table of associated wireless stations.

Station Info 104



Chapter 7 System Management

Chapter contents

OVEIVIEW 1veutteuiieteeiieetestesetetestestesteesesstesteestenseaseeseaneesasassesaeensenseessenseensenseenseaseanseessensesnsesesasaseensennsensesnsensenssenns 106
Running Diagnostic Tests .......cciviiiiiiiiiiiiiiiiiiiiii s 106
Managing SYStEM SETUNES ....cevruiiuiiuiiiiriitiiititet ettt et s e b e st b b e s b essessensesaensensnnen 106
SEULINES wvvinviniiiiiiiit bbb s b e et R b a e bbb bbb bR s e ne s 107
BaCKUP ettt ettt ettt b e s st b e b e b ettt e st enten 107
UPAALE ettt s e a e e aen e et s e et e ene 107
RESTOTE DEfAULL ..viviiiieeiiicieicietieeee sttt ettt ettt e et este s e s tessessessessessessessesesssesensansessensesasaans 107
SYSTEIM LOZ vttt n 108
TRAD69 CLENT weuvvervreuieieeienteieeteetesteestesteestessteseestesseetessesntesseassessesssessesssesssensesssesesssessesssessesssensesssesseenses 109
ACCESS CCONLIOL 1atintiiiieiieiieit ettt ettt ettt e et e et et e s e estesa e e st e saeessenseensenseesseestensesseenseseensesasensesnsenses 110
SEIVICES vvteeeuttteniteerittteeetteeette e e tte e e s bt e sebeeesubteeeubaee s sbeesaabaaeaabbeesaabeesabeeesabeeeaabaeesastaeensbeeennbaeesasbaesansaaanns 110
T e RSP 110
UPAALE SOFIWATE ...eeerviiniriiieieiiieeeieeiit ettt ettt s se et es st a s se et e s s st stsesseneneseenenesennen 111
SAVE/REDOOT 1.nviiuiieiiiiictieciete sttt ettt e et e e e te et e e e e s teseaesbeesbesbeesa e baessasseesseeseentessaessesraesaesreesteseessantannnanns 111

105



Model 3101 Series Getting Started Guide 7 ¢ System Management

Overview

This chapter provides information on testing connections and configuring typical system settings.
For information about testing the DSL connection for the unit, see “Running Diagnostic Tests” on page 106.

For information about configuring device settings, see “Managing System Settings” on page 106.

Running Diagnostic Tests

Click Diagnostics in the navigation menu to test the DSL connection for the 3101. The Diagnostics page
(Figure 128) lists individual tests for testing the connection. If a test displays a FAIL status, click Rerun Diag-
nostic Tests at the bottom of this page to make sure the fail status is consistent. If the test continues to fail,
click the Help link next to the test status and follow the troubleshooting procedures. Click Next Connection
to view test results for another configured connection.

br_0_8_35 Diagnostics

Test the connection to your local network

Test your ENET3 Connection: FAIL |Help
Test your ENET2 Connection: FAIL |Help
Test your ENET1 Connection: PASS |Help

Test your Wireless Connection: PASS Help

Test the connection to your DSL service provider

Test xDSL Synchronization: FAIL Help
Test ATM OAM F5 segment ping: Help
Test ATM OAM F5 end-to-end ping: Help

Figure 128. WMI: Diagnostic Tests

Managing System Settings

Click Management in the navigation menu to view system configuration options for the Management
3101. Settings
See the following sections for information: System Log

o . TR-069 Client
e “Settings” on page 107

Internet Time
° “System Log” on page 108 Access Control

« o Update Software
¢ “TR-069 Client” on page 109 Reback

e “Access Control” on page 110

* “Update Software” on page 111

* “Save/Reboot” on page 111
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Settings
Click Settings in the Management menu to backup, restore, and update system configuration files.

Backup

Click Backup under Settings in the Management menu to create a backup file of the current configuration.
Click Backup Settings (Figure 129) to display the Save File prompt. Select the location to save the backup file
and click OK.

Settings - Backup

Backup DSL router configurations. You may sawve your router configurations to a file on your PC.

(- Backup Settings )

Figure 129. WMI: Backup Settings

Update
Click Update under Settings in the Management menu to update 3101 setting using a saved configuration file.
Click Browse (Figure 130) to select a saved configuration file. Click Update Settings to apply the file’s set-
tings.

Tools — Update Settings

Browse

Figure 130. WMI: Update Settings

Restore Default

Click Restore Default under Settings in the Management menu to restore the 3101 with the default factory
settings. Click Restore Default Settings (Figure 131) to display the confirmation prompt. Click OK to restore
the default settings.

Tools -- Restore Default Settings

Figure 131. WMI: Restore Default Settings
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System Log
Click System Log in the Management menu to view and configure logging for the 3101. The System Log
page displays (Figure 132).

System Log

[ View System Log ] [[_Configure Sysem tog_]
Figure 132. WMI: System Log

Click View Security Log to view and configure security logging for the 3101. Click the Close button to exit.

Security Log

Date/Time Facility Severity Message

Figure 133. WMI: Security Log

From the System Log page, click Configure System Log to modify log options. The System Log Configura-
tion page displays (Figure 134). Click the Apply/Save button to apply the settings.

System Log -- Configuration

Debugging ¥
Error v
Local w

Remate
Baoth

Figure 134. WMI: System Log Configuration

On this page, you can set 3 types of system log modes, including Local, Remote and Both.
* Local: When selecting Local, the events are recorded in the local memory.

* Remote: When selecting Remote, the events are sent to the specified IP address and UDP port of the
remote system log server.

¢ Both: When selecting Both, the events are recorded in the local memory or sent to the specified IP address
and UDP port of the remote system log server.

Note If you want to log all the events, you need to select the Debugging
log level.
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Click View System Log to view and configure logging for the 3101. Click the Close button to exit.

System Log

Date/ Time Facility Severity Message

Figure 135. WMI: System Log

TR-069 Client

Click TR-069 Client in the Management menu to manage ACS (Auto Configuration Server) connections and
other stand-alone routers and LAN-side client devices. The TR-069 Client Configuration page displays
(Figure 136). Click Apply/Save to activate any changes.

TR-069 chent - Configuration

Figure 136. WMI: TR-069 Client Configuration
* Inform: If Enabled,the 3101 will accept the commands from ACS. If Disabled, the 3101 will not accept the
commands from ACS.
* Inform Interval: Specify the number of seconds that the 3101 allows the ACS to connect.
e ACS URL: Enter the URL address for the ACS.
* ACS User Name: Enter the ACS username provided by the TR-069 Service.
* ACS Password: Enter the ACS password provided by the TR-069 Service.

* Display SOAP messages on serial console: If Enabled, the SOAP (Simple Object Access Protocol) informa-
tion will display on the serial console.

* Connection Request Authentication: Select this box to enable and display the Connection Request User
Name and Password.

* Connection Request User Name: Enter the Connection Request username provided by the TR-069 Ser-
vice.

* Connection Request Password: Enter the Connection Request password provided by the TR-069 Service.
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Access Control
The Access Control options in the Management menu allow you to enable/disable services and change pass-
words.

Services

Click Services under Access Control in the Management menu to enable and disable LAN and WAN services
(Figure 137). Supported services for LAN/WAN include: FTP, HTTP, ICMP, SSH, TELNET and TFTP.
Click Apply/Save to activate any changes.

Access Control -- Services

Services LAN WAN  Port
HTTP | lenable | [lenable |80
[l enable | [Jenable | |23
Me O 2
TFT en O
Cenable
A | Fenable | Cen

Figure 137. WMI: Access Control-Services

Passwords
Click Passwords under Access Control in the Management menu to modify passwords for accounts
(Figure 138). Click Apply/Save to activate any changes.

Access Control - Passwords

Figure 138. WMI: Access Control-Passwords
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Update Software

Click Update Software in the Management menu to update the firmware for the 3101 (Figure 139). Click
Browse to select the new software image file. Click Update Software to apply the update. Wait a few minutes
while the 3101 reboots.

Note While the software update is in progress, do not shut down the
router. After the software update completes, the router automatically
reboots. Make sure that the new software is correct, and do not use
other software to update the router.

Tools -- Update Software

Step 1: Obtain an updated software Image file from your ISP,

Step 2: Enter the path to the image file location in the box below or click the Browse' button to locate the image file.
Step 3: Click the 'Update Software' button once to upload the new image file.

NOTE: The update process takes about 2 minutes o complete, and your Broadband Router will reboot

Software File Name Browse..

Figure 139. WMI: Update Software

Save/Reboot
Click Save/Reboot in the Management menu to save session changes and restart the 3101 (Figure 140).

Click the button below to reboot the router.

Figure 140. WMI: Save/Reboot
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Introduction

This chapter contains the following information:
¢ “Contact information”—describes how to contact Patton technical support for assistance.

e “Warranty Service and Returned Merchandise Authorizations (RMAs)”—contains information about the
RAS warranty and obtaining a return merchandise authorization (RMA).

Contact information

Patton Electronics offers a wide array of free technical services. If you have questions about any of our other
products we recommend you begin your search for answers by using our technical knowledge base. Here, we
have gathered together many of the more commonly asked questions and compiled them into a searchable
database to help you quickly solve your problems.

Patton support headquarters in the USA
* Online support: available at www.patton.com

* E-mail support: e-mail sent to support@patton.com will be answered within 1 business day

 Telephone support: standard telephone support is available five days a week—from 8:00 am to
5:00 pm EST (1300 to 2200 UTC/GMT)—by calling +1 (301) 975-1007

e Fax: +1 (253) 663-5693

Alternate Patton support for Europe, Middle East, and Africa (EMEA)

* Online support: available at www.patton-inalp.com
¢ E-mail support: e-mail sent to support@patton-inalp.com will be answered within 1 business day

* Telephone support: standard telephone support is available five days a week—from 8:00 am to
5:00 pm CET (0900 to 1800 UTC/GMT)—by calling +41 (0)31 985 25 55

* Fax: +41 (0)31 985 25 26

Warranty Service and Returned Merchandise Authorizations (RMAs)

Patton Electronics is an ISO-9001 certified manufacturer and our products are carefully tested before ship-
ment. All of our products are backed by a comprehensive warranty program.

Note Ifyou purchased your equipment from a Patton Electronics reseller, ask your
reseller how you should proceed with warranty service. It is often more con-
venient for you to work with your local reseller to obtain a replacement.
Patton services our products no matter how you acquired them.

Warranty coverage

Our products are under warranty to be free from defects, and we will, at our option, repair or replace the prod-
uct should it fail within one year from the first date of shipment. Our warranty is limited to defects in work-
manship or materials, and does not cover customer damage, lightning or power suModel 3101e damage,
abuse, or unauthorized modification.
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Out-of-warranty service

Patton services what we sell, no matter how you acquired it, including malfunctioning products that are no
longer under warranty. Our products have a flat fee for repairs. Units damaged by lightning or other catastro-
phes may require replacement.

Returns for credit

Customer satisfaction is important to us, therefore any product may be returned with authorization within 30
days from the shipment date for a full credit of the purchase price. If you have ordered the wrong equipment or
you are dissatisfied in any way, please contact us to request an RMA number to accept your return. Patton is
not responsible for equipment returned without a Return Authorization.

Return for credit policy
* Less than 30 days: No Charge. Your credit will be issued upon receipt and inspection of the equipment.

* 30 to 60 days: We will add a 20% restocking charge (crediting your account with 80% of the purchase price).

*  Over 60 days: Products will be accepted for repairs only.

RMA numbers
RMA numbers are required for all product returns. You can obtain an RMA by doing one of the following:

* Completing a request on the RMA Request page in the Support section at www.patton.com
* By calling +1 (301) 975-1007 and speaking to a Technical Support Engineer
* By sending an e-mail to returns@patton.com

All returned units must have the RMA number clearly visible on the outside of the shipping container. Please use
the original packing material that the device came in or pack the unit securely to avoid damage during shipping.

Shipping instructions
The RMA number should be clearly visible on the address label. Our shipping address is as follows:

Patton Electronics Company

RMA#: xxxx

7622 Rickenbacker Dr.

GaithersbuModel 3101, MD 20879-4773 USA

Patton will ship the equipment back to you in the same manner you ship it to us. Patton will pay the return
shipping costs.

Warranty Service and Returned Merchandise Authorizations (RMAs) 114



Appendix A Compliance

Chapter contents

COMPLIANICE ettt ettt a et a ettt et seneeneseene e e s e e ne e nesnenesne 116
EMC ettt ettt sttt st et b et e e e bt e s bt e s st e et e e b et e bt e b s b e e e nbeeereesatesnaeenee 116
Low-Voltage DIreCtive (SALELY) .eoveveveeirrereririririereieireereieeirineeteetsaeseseesessenesesesesesesesessesesesesssseseseaesssseseneens 116
P TN ettt ettt ettt ettt b et a s bt bt s a bbbt s et e et st e Rt et a e Rt e bt e b s bt et e b b e et e b ene et enaeneeneen 116

CE Notice (Declaration of CONfOIMILY) c..eververirrerirrenirieirieteietereteietesentesestesestesessesessesessesessesesseseesessesessenessenene 116

Authorized European RePIeSEntative ......eueueriruereuieirieriieiririeieiiirtereieatsseneseetssereseseesnesesesesessesesesssseseseacsnsseseseens 116

115



Model 3101 Series Getting Started Guide

Compliance

A ¢ Compliance

EMC
e EN55022, Class B

* EN55024
* ENG1000-3-2
e ENG61000-3-3

Low-Voltage Directive (Safety)

e JEC/ENG60950-1, 2nd Edition

PSTN

* This device is not intended nor approved for connection to the PSTN

CE Notice (Declaration of Conformity)

Patton Electronics, Inc declares that this device is in compliance with the essential requirements and other rel-
evant provisions of Directive 1999/5/EC. The Declaration of Conformity may be obtained from Patton Elec-

tronics, Inc at www.patton.com/certifications.

The safety advice in the documentation accompanying this device shall be obeyed. The conformity to the

above directive is indicated by CE mark on the device.

Avuthorized European Representative

D R M Green

European Compliance Services Limited.

Avalon House, Marcham Road
Abingdon,
Oxon OX14 1UD, UK

Compliance
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Ethernet Interface

Model 3101/11: One 10/100 Base-TX Ethernet port, IEEE 802.3/3u

Model 3101/41: 4-port 10/100 Base-TX Ethernet port, IEEE 802.3/3u

Model 3101/4TWU: 4-port 10/100 Base-TX Ethernet port, IEEE 802.3/3u; One USB 2.0 device port, type B

connector

WiFi Interface

IEEE 802.11b/g

WEP: 64 or 128 bits key length

WPA/WPA2 (Wi-Fi Protected Access) in PSK mode or using EAP with RADIUS
Access control list based on MAC address

ADSL Interface

One pair (2-wire) loop, 100 Ohm line impedance with RJ-11 connector

ITU-T G.992.1, G.992.2, G.992.3, G.992.5 and ANSI T1.413 Issue 2

OAM

Local: Telnet or WWW management via Ethernet

Remote: Telnet or WWW management

ATM

ATM cells over ADSL, AALS

8 PVCs in bridge mode and 5 PVCs in router mode
UBR, CBR, rt-VBR, nrt-VBR and GFR traffic classes
ADSL-aware CAC (Connection Admission Control)
F5 AIS, RDI, and loopback cells

Payload encapsulation: RFC2684/RFC1483—Multiprotocol Encapsulation over ATM Adaptation Layer 5,
FC2225/RFC1577—Classical IP and ARP over ATM (IPoA), RFC2364—PPP over AAL5 (PPPoA)

Bridging
RFC2684/RFC1483 bridged PDU encapsulation

IEEE 802.1D transparent bridging and spanning tree
ZIPB (Zero Installation PPP Bridge)

Routing
RFC2684/RFC1483 routed PDU encapsulation

Ethernet Interface 118
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Point-to-Point Protocol (including PPPoA and PPPoE) and user authentication via PAP or CHAP
TCP, UDP, ARP, RARP, IPCP, ICMP, IGMP

IP routing: static route, RIP v1 and v2

NAT/PAT with extensive ALG supports

DNS relay agent; Layer 2 tunneling protocol (L2TP)

Security

Built-in firewall with protection against DOS attacks with blacklisting, IP spoofing, and other common types

of attacks

Packet filtering at MAC layer (raw filter) and IP layer, including stateful inspection

Configuration and Management

SNMP v1 agent — over IP, ILMI VCC or HDLC/EOC
DHCRP client, server and relay for IP management

Universal Plug and Play (UPnP) support (Model 3101/4IWU)
Telnet with CLI (command line interface) or Web/HTTP
TR-069 or HTTP for firmware upgrade and configuration

AC Adapter

Input 110/220VAC, 50/60Hz
Output 12V 1.5A

Power consumption: Less than 6 Watts

Environment

Temp: 0-40°C
Storage Temp: -20-70°C
Humidity: 5-95% (non condensing)

Physical Dimensions

180W x 125D x 32H mm (/41 and /11 models)
195W x 145D x 35H mm (/4WU model)

USB Drivers

Driver support for Microsoft Windows 98, 98SE, ME, 2000, XP, Linux, MAC OS 8, 9 and X

Security
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