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About this guide

This guide describes configuring a Patton Electronics access server. This section describes the following:

*  Who should use this guide (see “Audience”)

* How this document is organized (see “Structure”)

* Typographical conventions and terms used in this guide (see “Typographical conventions used in this docu-
ment” on page 8)

Audience

This guide is intended for the following users:

* System administrators
*  Operators
¢ Installers

e Maintenance technicians

Structure

This guide contains the following chapters:

* Chapter 1 describes configuring the Administration Page window
* Chapter 2 describes configuring the Home window

* Chapter 3 describes configuring the Import/Export window
 Chapter 4 describes configuring the Alarms window
 Chapter 5 describes configuring the Authentication window
* Chapter 6 describes configuring the DAX window

* Chapter 7 describes configuring the Dial In window

* Chapter 8 describes configuring the Dial Out window

* Chapter 9 describes configuring the Drop and Insert window
* Chapter 10 describes configuring the DSP window

* Chapter 11 describes configuring the Ethernet window

* Chapter 12 describes configuring the Filter IP window

* Chapter 13 describes configuring the Frame Relay window

* Chapter 14 describes configuring the Interfaces window

* Chapter 15 describes configuring the IP window

* Chapter 16 describes configuring the MFR Version 2 window
 Chapter 17 describes configuring the RIP Version 2 window
¢ Chapter 18 describes configuring the SNMP window

* Chapter 19 describes configuring the System window

* Chapter 20 describes configuring the System Log window

* Chapter 21 describes configuring the T1/E1 Link window
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* Chapter 22 describes configuring Layer 2 Tunneling Protocol (L2TP)
* Chapter 23 describes the contents of the About window

* Chapter 24 describes the contents of the License window

* Appendix A lists supported RADIUS attributes

* Appendix B lists supported RADIUS attributes

* Appendix C provides information on configuring a RADIUS server, using SNMP with the access server,
configuring NFAS, configuring Frame Relay, configuring DNIS, and configuring a leased-line/dedicated-

line connection

Typographical conventions used in this document

This section describes the typographical conventions and terms used in this guide.

General conventions
The procedures described in this manual use the following text conventions:

Table 1. Text conventions

Convention Meaning

Futura bold type Indicates the names of menu bar options.

Italicized Futura type Indicates the names of options on pull-down menus.

Futura type Indicates the names of fields or windows.

Garamond bold type |Indicates the names of command buttons that execute an action.

<> Angle brackets indicate function and keyboard keys, such as <SHIFT>,
<CTRL>, <C>, and so on.

Are you ready? All system messages and prompts appear in the Courier font as the
system would display them.

$ dir *.* Bold Courier font indicates where the operator must type a response or
command
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Mouse conventions

The following conventions are used when describing mouse actions:

Convention

Left mouse button

Table 2. Mouse conventions

Meaning

This button refers to the primary or leffmost mouse button (unless you have
changed the default configuration).

Right mouse button

This button refers the secondary or rightmost mouse button {unless you have
changed the default configuration)

Point

This word means to move the mouse in such a way that the tip of the pointing
arrow on the screen ends up resting at the desired location.

Click

Means to quickly press and release the left or right mouse button (as instructed in
the procedure). Make sure you do not move the mouse pointer while clicking a
mouse button. Double-click means to press and release the same mouse button two
times quickly

Drag

This word means to point the arrow and then hold down the left or right mouse but-
ton (as instructed in the procedure) as you move the mouse to a new location.
When you have moved the mouse pointer to the desired location, you can release
the mouse button.
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Introduction

You may configure the access server by using its internal HT'TP/HTML Administration Pages. However, to
enter into the HTTP/HTML pages, you must first define the LAN Address Technique, LAN IP Address, and
LAN Subnet Mask for the access server. If you have not done so, please refer to the Getting Started Guide that
came with your access server.

Logging into the HTTP/HTML Administration Pages

To log into the HTTP/HTML Administration pages, you must enter the 4-octet Internet Protocol (IP) (for
example, http://your.server.ip.address) address as the Universal Resource Locator (URL) into a World-Wide Web
(WWW) browser. After you enter the IP address, the access server will ask for your user name and password as
shown in figure 1.

Lser ID: I I

Password: | |

Realm: Administration

[ Remember Password Cancel I

Figure 1. Access server login window

Your access server will accept the following default administrative passwords:
* superuser—this password carries full permission to change and view any parameters in the access server
* monitor—this password allows full viewing of any non-password oriented variables.

Note For security reasons, we recommend that you change these passwords
immediately after initial configuration.

HTTP/HTML and SNMP Object Format

In this document, we shall describe the variables found on each of the internal HTTP/HTML pages. This
description will include brief definitions of the Patton Enterprise MIB or SNMP MIB II object identifiers
wherever applicable. The format of the variables will resemble figure 2.

HTTP variable Patton Enterprise MIB or

Product SNMP MIB Obiject

Chip Set ID (dot3StatsEtherChipSet)
Figure 2. HTTP/HTML and SNMP object format

Introduction 11
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Saving HTTP/HTML Object Changes

Sometimes you will need to save changes that you have made in the HTTP/HTML pages. Do the following to
make changes to read/write variables:

1. Select the appropriate Modify screen.
Make changes to the desired parameter.
Click on the Submit button.

Return to the HOME screen.

A I O

Click on the Record Current Configuration button.

Note Make sure you follow steps 1 through 5 when modifying the HTTP/
HTML pages. Otherwise, your changes will be lost when the access
server is power-cycled.

Saving HTTP/HTML Object Changes 12
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Introduction

This chapter describes the HOME window—the first Administration Page that you see after logging into the
access server (see Figure 3). From HOME, you can monitor current system status, modify the Static User data-
base, save any system changes, or reset the system without power-cycling the server.

Note Clicking on the HOME link in the Configuration Menu pane will
return you to the HOME page from any other page.

The HOME window is divided into two panes: the Configuration Menu pane and the configuration/informa-
tion pane (see Figure 3). The Configuration Menu contains the links to the various access server subsystems,
while the configuration/information pane is where you can view status and other information, or make
changes to the system configuration. Unlike the Configuration Menu pane, which looks the same no matter
which subsystem page you may move to, the configuration/information pane contents will change as you move
from one subsystem page to another.

Configuration Menu pane

f Configuration/information pane
| B |

HOME |
Import/Export Remote Access Server
N Nov 8 2001 14:09:46
arms
Authentication :
ol DAX STATUS OF ACCESS SERVER
5 Dial In :
-8 Dial Out : . !Act:ive Calls: .19
78 Drop and Insert iPeak Active Calls: I2U
E LRl Total Cals: 1532
Ethernet | = =
B Filter TP DSPs Not Working |0
a Frame Relay iTotal DEAM Detected: 130506336
= Interfaces !Rurmjng Since Last Boot: !5 days 06:42:49 hours
Z Qs
@8 MFR Version 2
o RIF Version 2
SINMP IMMEDIATE ACTIONS
System
Svstem Lo [Recnrd Current Cunﬁguratiun]
T1/E1 Link
S
Ahout :
T [ Set Factory Default Configuration

Figure 3. HOME page

Introduction 14
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Operating Status Variables

There are seven system variables which describe the immediate operating status access server. These variables
are shown in Figure 4 and are described in the following sections.

| Active Calls: 12
Pealr Active Calls: 18
Total Calls: et

DEPs Not Working: 0
Total DRAM Detected: || 30518240
Funtung Since Last Boot: | 3 days 19:29:50 hours

Figure 4. STATUS menu

Active Calls (diActive)

This number, ranging from 0 to 120 displays the total number of calls being processed (connecting, online,
authenticating, and so on) in the access server at the time the HOME page was displayed.

Peak Active Calls (diMaxActive)

The maximum number of active calls seen at one time since the access server was powered on.

Total Calls (diTotalCallAttempts)

The total number of calls attempted since the last boot of the box.

DSPs Not Working (dspFailed)

This number should always be zero. The DSPs in the access server are arranged as a resource pool and called
upon at ring-time. If a DSP fails to respond to the access server’s CPU, it is determined to have failed, at which
point the CPU will remove the DSP from the resource pool. If an incoming call attempts to access the failed
DSP, the RAS will answer, then terminate the call (to a person monitoring the failed call through a telephone
handset, he or she will hear only silence during the call, ending with a faint c/ick as the call is terminated). One
symptom indicating that a DSP has failed is if the access server is not handling as many calls as it normally does.

Total DRAM Detected (boxDetectedMemory)
This number shows the total number of bits of installed and available DRAM.

Running Since Last Boot (sysUpTime)
This tells you how long the access server has been running since the it was last reset. It displays the number of
hours and rolls over after 1,193 hours (497 days).

Operating Status Variables 15
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Immediate Actions

There are several immediate actions (see Figure 5) which, when in superuser mode, will cause the access server
to operate according to the descriptions in the following sections.

IMMMEDIATE ACTIONS

[Record Current Conﬁguration]

Hard Reset

Set Factory Default Conﬁguration]

Figure 5. Immediate Actions buttons

* Record Current Configuration —clicking this button causes the current configuration to be stored in
FLASH memory. Any changes made to the access server configuration are stored in non-volatile RAM. This
allows the user to set the box up with a running configuration before committing it to FLASH. Configura-
tion changes become permanent when you select Record Current Configuration. You will lose all
changes not stored to FLASH the next time the access server is re-booted.

* Hard Reset—this button causes the access server to perform a cold restart. When you select Hard Reset,
the access server confirm that you want to execute this command. Then, the access server will disconnect all
current sessions, re-initialize the interfaces, and re-load configuration parameters from FLASH.

* Set Factory Default Configuration—this button clears out the configuration in FLASH and loads the
factory default parameters into FLASH memory. The factory default settings will not execute on the access
server until it is re-booted.

Note Set Factory Default Configuration will delete any routing infor-
mation, the access server’s Ethernet IP address, and any other site spe-
cific settings made for your particular installation. You will have to re-
enter the access server’s Ethernet IP address and netmask using the
front panel control port in order to use the HITTP/HTML Manage-

ment pages.

Immediate Actions 16
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Introduction

The Import/Export function enables you to make a backup (or exporz) copy of your access server’s configura-
tion parameters. By exporting the configurations, the saved files can quickly be loaded, or imported, into a
replacement access server—greatly speeding up the installation process should an access server need replacing.

Note All actions for Import/Export require superuser access privileges.

To import or export a configuration, click on Import/Export under the Configuration Menu to display the
Import/Export main window (see figure 6).

IMPORT / EXPORT Server I

EXPORT CURRENT FLASH CONFIGURATION

The current power up settings as stored in the system flash will be dumped to your screen. You may then
save them in a file for later import back mto the system.

Note that the information which is exported is the current hard storage settings, NOT the current settings.
You may want to issue a "Record Cwrent Configuration"” on the home page first.

Export Flash. ..
IMPORT FLASH CONFIGURATION FROM FILE

If you have previously exported the system configuration to a file then you can submit that file below and
the system will update its flash configuration from the data saved in the file.

After this operation the system should be rebooted to activate the new settings. The configuration is loaded
directly into the flash and so does NOT immediately modify any settings.

WARNING: This operation will erase whatever settings you currently have in the system.

| Browse... |
Submit Query |

Figure 6. Import/Export main window

Export Configuration

Introduction

Note The exported configuration file is a text-format file. Do not try, how-
ever to edit the operating characteristics contained in the file.

Note The parameters that will be exported are the power-up settings as
they are stored in flash memory and may not be the current operating
parameters. To ensure that you export the most current parameters,
go to HOME, then click on the Record Current Configuration button
under Immediate Actions.

18
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To export the flash configuration, click on the Export Flash link on the Import/Export main page. The access

server will display text configuration information resembling that shown in figure 7.

sskk ok ok ok shoke shoke

Flash configuration data for: Server

The data below iz the cutrent hexadecimal representation
of your confizurable data inthe system . Selectthe
File/Gave Az option to save the datato afile. This
file can be reloadedinto your system at alater date.

¥ ou may edit and comm ent the top portion of this file
bt do not modifyy ang data after the "at" symbol. Algo,
donot put an"at" symbol in the comment area.

START CONFIGURATION DATA
@

feonfighata 5 = "0x01:00:00:00:04:04:04:04:04:04:04:04:02:02 :02 02:02:.02:02:02:04:04:04:04
04:04:04:04:08:08:08:08:05.05:08:08:04:04.:04:04:04:04:04.04:08:08:08:028
:02:08:08:08:04:04:04:04:04:08:04:04:0% :08 :0%:08 02:08:0% :08:00:00:00:00

feonfigData @ = "0x01:00:00:00:04:04:04:04:04:04:04:04:02:02 :02 02:02:.02:02:02:04:04:04:04
04:04:04:04:08:08:08:08:05.05:08:08:04:04.:04:04:04:04:04.04:08:08:08:028
:02:08:08:08:04:04:04:04:04:08:04:04:0% :08 :0%:08 02:08:0% :08:00:00:00:00

Export Configuration

Figure 7. Typical access server flash memory configuration data
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To save the displayed data as a text file, select the Save option on your browser (see figure 8). For example,
under Netscape, select File > Save As. A dialog box will display enabling you to save the contents of the export
parameters to a text file. Select the location where you want the file stored, type a file name, and click Save.

 Nahga
bis Edt Miew Do Commuwcolor Help B I
[ Bookmarks A Locabon [ip /7152 49110253/ save_configta =] €3 Whets Reloied | I

Flash configuration data for: Berver

The data below is the
of your configurable -
File/Save As option t| Sevejni| 3 Access_Server_Configs LE]E]Q“EE]

file can be reloaded

You may sdit and comm
but do not modify any
do not put an "at" sy

START CONFIGURATION D
@

foeonfigData.5 = "0x01 :04:04:04:04

:04:04:04:04:06: 08: 08 | Fiepames = sovo_config b1 | Sove |

:08:00:04:04:04

:00:00:00:00: 00 Savesshpe[Finn Tex ) = Cancel |
:00: 00: 00: 00: 00 V|
:00:00:00:00:00:00:00:00:00:00:00:00:00: :00:00:00
$00:00:00;00:00:00:00:00:00:00:00:00:00: 100:00:00
:00:00:00:00:00:00:00:00:00:00:00:00:00: :00:00:00

:00:00:00:00:00:00:00:00:00:00:57:AD"

feenfigData.? = "0x04:00:00:00:02:6E:31:D1:60:06:00:00: 02: 6E:31:D1:6E:06:00:00: 0A:00:00:00
:03:00:00:00:01:00:00:00:6D: 6F:64:65:6C:32:36:30:30:73:65:63:72:65:74:00
:00;00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00
:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00
:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:0F:00:00:00:63:6CE6F:T3
:65:74:20:32:39:36:30:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00 li
=000 00 00 00 00-00-00- 00 00-N0-00-00-00-00-00--00-00-00-00-00-00-00-00

=
[ | [Document Done

5

Figure 8. Saving the access server flash memory configuration data as a text file

Import Configuration

To import a configuration file into the access server, type the complete path and filename for the configuration
file you wish to load or click on the Browse... button to select the desired file, then click on the Submit Query
button (see figure 6 on page 18).

Upon successfully importing the file, the access server will display Configuration Load Complete, indicating that
the new operating parameters have been loaded into flash memory.

Click on HOME under the Configuration Menu, then click on the Hard Reset button under Immediate Actions.

Note Do not select Record Current Configuration after importing configu-
ration parameters.

Import Configuration 20
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4 o Alarms

The access server has an extensive alarm reporting system which enables users to configure, monitor, and test
major and minor alarms. The alarm system can be set to notify if equipment fails (for example, a power supply

failure) or if a T1/E1/PRI port malfunctions. There are 11 access server items that can be configured by the

user to generate alerts based on the condition of the access server. The access server has three methods to notify
of an alarm condition:

* Front panel LED—The front panel ALARM LED has three states that indicate the presence and severity of
an alarm. The states are:

- Off—No alarm present

- Solid—Miinor alarm

- Flashing—Major alarm.

* Administration web page indication—The alarms window of the administration page uses highlighting to
indicate which items are in alarm state and how critical the alarm is according to the alarm severity set (see

figure 9):

- Red—Indicates that the alarm has been designated as a critical alarm by the system administrator

1

- None—There is no alarm present or the system administrator has chosen for the alarm to be ignored

Introduction

Gold—Indicates that the alarm has been designated as a major alarm by the system administrator
Yellow—Iindicates that the alarm has been designated as a minor alarm by the system administrator

Blue—Indicates that the alarm has informational value only as designated by the system administrator

Alarms

B Alartn Mame Alarm Time Since Alarm Generate Alarm Clear Alarm

7y Alarm Count

1 | Generate Alarm || Clear Alarm |

2 |BoxPower Supply |major(d) 14.40 sec |1 Generata Alarm | Clear Alarm |
1 Fail

3 |BoxPower Supply |munor(f) 1340 sec |1 Generata Alarm | Clear Alarm |
2 Fai

4 | Generate Alarm || Clear Alarm |

5 |BoxFallback it 0.00 zec 0 Generate Alarm | Clear Alarm |
Clock Fail & g ar:

Figure 9. Sample alarm indication
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* SYSLOG/SNMP—For external notification, the access server can be configured to send a SYSLOG mes-
sage or an SNMP TRAP to an external management host. To configure the alarm response for either SNMP
Traps or SYSLOG messages, click on the Alarm Response link (go to “Modify Response—Configuring the

alarm response system” on page

25).

Displaying the Alarms window

Click on Alarms under the Configuration Menu to display the Alarm System main window (figure 10).

Note The system administrator can manually generate a specific alarm for
testing purposes or clear the alarm counters from the main window.

Alarm System: Total System Alarms 4 : Semrl /

Modify Response... Modify Alarms...

Alarm Syslog Prionty:
Alarm SNME Trap 1
Alarm SNMP Trap IP 2
Alarm SMMP Trap IP 3:
Alarm SHMP Trap IP 4:
Temperature Threshold:

Current Box Temperature:

Clear A1 Alarms:

Alarm Response Outputs

priorityInfa (20
192.169.165.254
192.169.165.254
192.169.165.254
192.169.165.254
0 celsius

A0 celsis

Clear Alarms |

Alarms
‘D Alarm MName Alarm | Time Simee | Alarm Generate Alarm Clear Alarm
| TR L e L Alarm Count
1 Box:Over critical(d) : 0.00 zec ] Generate Alarm | . Clear Alarm |
Temperature
2 |BoxPower Supply |major(d) | 133153 1 Generata Alarm | Clear Alarm |
1 Fail hours
3 |BoxPower Supply  |major(3) | 0.00 zec (I Generata Alarm | Clear Alarm |
OH ]S e 1 L S y y

Figure 10. Alarms main window

Note The POWER LED will flash if a power supply failure alarm is present.

Total System Alarms:X (alarmTotal)
The total number of alarms currently active on the system.

Besides enabling a user to view current alarm status, manually generate an alarm as a test, and clear the alarm
time and alarm count variables, the Alarms main window also contains links to the following:

*  Modify Response—Clicking on this link takes you to a window where you can change how the SYSLOG/
SNMP function notifies remote users of an alarm (see “Modify Response—Configuring the alarm response

system” on page 25)

Displaying the Alarms window
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*  Modify Alarms—Clicking on this link takes you to a window where you can change how the access server
perceives the severity of each alarm (“Modify Alarms—Configuring alarm severity levels” on page 27)

Alarm Response Outputs

Alarm Response Outputs display the current settings for handling alarm notification via SYSLOG/SNMP
messages. To change how the SYSLOG/SNMP function notifies remote users of an alarm, refer to “Modify
Response—Configuring the alarm response system” on page 25.

Alarm Syslog Priority (syslogAlarmPriority)

Displays the SYSLOG priority of the alarm SYSLOG message. If the minimum priority for SYSLOG daemon
(set under the System Log link) is less than this value, the SYSLOG daemon will receive the major or critical
alarm SYSLOG message.

Alarm SNMP Trap IP 1 (alarmTraplpO)

The IP address of a host system which is running the SNMP trap daemon. Critical and major alarm messages
will be sent to the system. If set to 0.0.0.0 then no trap message will be sent in response to a major alarm.

Alarm SNMP Trap IP 2 (alarmTraplp1)

The IP address of a host system which is running the SNMP trap daemon. Critical and major alarm messages
will be sent to the system. If set to 0.0.0.0 then no trap message will be sent in response to a major alarm.

Alarm SNMP Trap IP 3 (alarmTraplp2)

The IP address of a host system which is running the SNMP trap daemon. Critical and major alarm messages
will be sent to the system. If set to 0.0.0.0 then no trap message will be sent in response to a major alarm.

Alarm SNMP Trap IP 4 (alarmTraplp3)

The IP address of a host system which is running the SNMP trap daemon. Critical and major alarm messages
will be sent to the system. If set to 0.0.0.0 then no trap message will be sent in response to a major alarm.

Temperature Threshold (boxAlarmTemperature)
If the box registers a temperature greater than this temperature an alarm will be reported. Temperature is
reported in degrees Celsius.

Current Box Temperature (boxTemperature)
Displays the current temperature in Celsius.

Clear All Alarms

Clicking on this button resets all alarms to a non-alarm condition. Clear All Alarms does the following for all
alarms: it resets the alarm, resets Alarm Time to 0.0 seconds, and resets the Alarm Count to 0.

Alarms
This portion of the Alarms main window displays the alarm status table, where you can view current alarm sta-
tus, manually generate an alarm as a test, and clear the alarm time and alarm count variables.

Alarm ID (alarmDefindex|

This number identifies the alarm item.

Displaying the Alarms window 24
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Alarm Name (alarmName)

The alarm items are grouped into two categories: Box and WAN trunk alarms. The Box group category lists
access server temperature and power supply status. The WAN category monitors the T1/E1/PRI ports for yel-
low and red alarms.

Alarm Severity (alarmSeverity)
Shows the alarm severity selected by the system administrator.

Time Since Alarm (alarmTicks)
The Alarm Time column displays the number of seconds the alarm has been activated.

Alarm Count (alarmCount)
The Alarm Count column indicates how many times the alarm has occurred since the last time alarms were
cleared. It is a useful tool for monitoring self-clearing alarms.

Generate Alarm
For testing purposes, clicking the Generate Alarm button next to each alarm name will cause that alarm con-
dition to be activated, as if the actual alarm trigger had occurred.

Clear Alarm

Clicking the Clear Alarm button resets the alarm to a non-alarm condition. Clear Alarm resets Alarm Time
to 0.0 seconds, and resets the Alarm Count to 0.

Modify Response—Configuring the alarm response system

The alarm response outputs only effect external notification via SYSLOG/SNMP as the front panel ALARM
LED and the web administration pages will always indicate an alarm condition. The following user configura-
tion items can be set to permit external notification of access server alarm conditions:

Alarm Response System

Alarm Response Outputs : :

Alarm Syslo.g Priotity: IW, Submit Oue.ry | :
MamTrap 1 [roziesteszed | SubmitGuery |
Alarm Trap.IP 2 |192_169.165.254 Submit Query |
Alarm Trap IPIB: _ J19216a.165.254 . - M i
Marm Trap IP 4: |192_169.165.254 Submit Query |
Tempe-ratur'e Threshold: |D - Submi; Cluery |

Figure 11. Alarm Response System window

Modify Response—Configuring the alarm response system 25
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Alarm Syslog Priority (syslogAlarmPriority)

The SYSLOG priority of the alarm SYSLOG message. If the minimum priority for SYSLOG daemon (set
under the System Log link) is less than this value, the SYSLOG daemon will receive the major or critical alarm
SYSLOG message (prioritySystem has the highest priority; priorityVerbose the lowest).

* priorityVerbose(5)

e priorityDebug(10)

e prioritylnfo(20)

e priorityOddity(40)

e priorityService(60)

* prioritySystem(80)

* priorityDisable(1000)

e priorityDisable(1000)

Alarm SNMP Trap IP 1 (alarmTrapipO0)

The IP address of a host system which is running the SNMP trap daemon. Critical and major alarm messages
will be sent to the system. If set to 0.0.0.0 then no trap message will be sent in response to a major alarm.

Alarm SNMP Trap IP 2 (alarmTrapip1)
The IP address of a host system which is running the SNMP trap daemon. Critical and major alarm messages
will be sent to the system. If set to 0.0.0.0 then no trap message will be sent in response to a major alarm.

Alarm SNMP Trap IP 3(alarmTraplp2)
The IP address of a host system which is running the SNMP trap daemon. Critical and major alarm messages
will be sent to the system. If set to 0.0.0.0 then no trap message will be sent in response to a major alarm.

Alarm SNMP Trap IP 4(alarmTrapip3)

The IP address of a host system which is running the SNMP trap daemon. Critical and major alarm messages
will be sent to the system. If set to 0.0.0.0 then no trap message will be sent in response to a major alarm.

Temperature Threshold(boxAlarmTemperature)

If the box registers a temperature greater than this temperature an alarm will be reported. Temperature is in
degrees Celsius.

Modify Response—Configuring the alarm response system 26
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Modify Alarms—Configuring alarm severity levels

The Modify Alarms window (see figure 12) is where you can set the severity level each alarm condition gener-
ates and whether it can be a self-clearing condition.

Alarm System
Alarms
ID Alarm Name Marm Severity  Alarm Options

j Submit Cuery I

2 BoxPower Supply 1 Fail minorE) Submit Cuery |
; . informational(7) ;

: . [ignare(d : l

3 BoxPower Supply 2 Fal e Submit Cuery |

4 BoxMain Clock Fail Icritical(4) 'l Submit Query |

5 BoxFallback Clock Fail | major(5) M Submit Query |

& WANIVellow Alarm Iminor(B) 'l Submit Query |

1 BoxOwer Tempetature | iti

Figure 12. Modify Alarms settings window

The following alarm items that can be configured to generate alarm conditions:

¢ Box: Over Temperature—An alarm will be triggered when the current temperature exceeds the temperature

threshold.
* Box: Power Supply 1-2 Fail—An alarm will be triggered if power supply 1 or 2 fails.
* Box: Main and Fallback Clock Fail—An alarm will be triggered when either the main or fallback clock fail.

* WAN 1-4 Yellow Alarm—When a WAN port detects a yellow alarm condition, the specific WAN alarm
will be set.

¢ WAN 14 Red Alarm—When a WAN port detects a red alarm condition, the specific WAN alarm will be set.
Each alarm item can be set for one of the following severity levels:
e Ciritical(4)
* Major(5)
e  Minor(6)
e Informational(7)
e Ignore(8)

Note For maximum flexibility, defining the severity level of the alarm is left

up to the administrator. To set an alarm, click on the drop-down

menu for the desired alarm item, choose the new setting, then click
on Submit Query.

Modify Alarms—Configuring alarm severity levels 27
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Introduction

Use the Authentication pages to set up system security and to provide specific users with access to appropriate
network services. This section describes the authentication parameters. The access server uses static and/or
RADIUS authentication to decide which dial-in users can access the system (refer to Appendix A, “Supported
RADIUS Attributes” for a full list of RADIUS attributes).

Displaying the Authentication window

Do the following:

1. Click on Authentication under the Configuration Menu (see figure 13).

AUTHENTICATION
Staﬁsﬁcs '
Walidated authentications: 1 1;18

WValidated wia primary server: . 1096
WValidated wia secondary server: 0
Validated via static database: 52

Denied authentications: 68
Primary server retries: S
Secondary server refries: 0
Arccounting server retries: 66
Primary server tinecuts: 3
Secondaxy setver timeouts: . 0 °
Accounting serier timeouts: 0
Mazirnum Fesponse Timne: L e
Last Response Time: Faatl A8 gec

Figure 13. Authentication main screen (Statistics section)

2. Select Modify to set up or change access server Authentication parameters.

The Statistics section

The Statistics section of the main Authentication screen lists running totals of statistics for RADIUS and Static
User logins gathered since the last access server reset.

Validated authentications (auAuthenticationsValidTotal)
The total number of validated authentications since the last access server reset.

Validated via primary server (auAuthenticationsValidPrimary)
The number of authentications validated by the primary RADIUS authentication server since the last access
server reset.

Validated via secondary server (auAuthenticationsValidSecondary)

The number of authentications validated by the secondary RADIUS authentication server since the last access
server reset.
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Validated via static database (auAuthenticationsValidStatic)
The number of authentications validated by the Static User database since the last access server reset.

Denied authentications (auAuthenticationsDenied)
The total number of authentication attempts requested but denied since the last access server reset.

Primary server retries (auPrimaryServerRetrys)
The number of times the access server needed to make subsequent requests for a call to the primary RADIUS
authentication server.

Secondary server retries (auSecondaryServerRetrys)
The number of times the access server needed to make subsequent requests for a call to the secondary RADIUS

authentication server.

Accounting server retries (auAccountingServerRetrys)
The number of times the access server needed to make subsequent accounting requests for a call.

Primary server timeouts (auPrimaryServerTimeouts)
The total number of authentication timeouts by the primary RADIUS authentication server.

Secondary server timeouts (auSecondaryServerTimeouts)
The total number of authentication timeouts by the secondary RADIUS authentication server.

Accounting server timeouts (auAccountingServerTimeouts)
The total number of accounting timeouts by the primary RADIUS accounting server.

Maximum Response Time
The maximum time it has taken for authentication to be completed since the server rebooted.

Last Response Time
The time taken for the last authentication to be completed.
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The Configuration section

The configuration section of the main Authentication screen (see figure 14) shows how the authentication

method used by the RAS is configured.

Configuration

WValidation: - staticThenFadms(4)
Host Address: 192.168.15.88
Zecondary Host Address: 192.168.15.19
Host Port: 1812

Timecut; 2

Retries: 5

Secret: : No Access

MAS Tdentifier: fe: Closet Unit :
Acctbddress 1921681588
Secondary Acct Address: 192.168.15.1%
Acct Port: 1813

Areounting Enable: enable Accounting 1)

RADIUS Packet Format:  ful RfcPacket(0)
EATITS Session I Size: eight{
RADITS Session ID: 5B 1

Figure 14. Authentication main screen (Configuration section)

Validation (auValidation)
Selects how the access server will authenticate an incoming call. Select from:

*  No Validation(0)—Select this to allow un-authenticated calls into the access server, and on to your LAN,
using the default service.

* static Users(1)—Use the access server internal user database only to authenticate. Static users are simply
users and passwords entered into the access server’s internal users database.

¢ radius Users(2)—Use RADIUS to authenticate and provision user services. RADIUS is a client-server sys-
tem developed to manage the flexible requirements of remote dial-in users. The RADIUS protocol is speci-
fied under RFC 2138 for authentication and RFC 2139 for accounting. RADIUS servers are available as
freeware for most computer platforms and is an excellent method for managing user dial-in security. Any
RADIUS entries will require an associated server to process authentication requests from the access server or
the access server will reject users access. For more information about RADIUS, see RADIUS User Authen-
tication, below.

* tacacs Users(3)—This feature is not currently available

e static Then RADIUS(4)—Check the internal user database first, if no match is found, then use RADIUS to

authenticate and provision user services.

e static Then Tacacs(5)— Check the internal user database first, if no match is found, then use TACACS to
authenticate and provision user services. Not currently implemented.

Note The following options apply only when using an external authentica-
tion server.
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Host Address (auHostAddress)
Tells the access server the IP address of the primary external authentication server. This must be the IP address
as the access server will not resolve a Fully Qualified Domain Name.

Secondary Host Address (auSecondaryHostAddress)

When using a remote authentication server (RADIUS) this variable provides an alternative server IP address.

Host Port (auHostPort)

This variable tells the access server which UDP port to use when connecting to the host specified in the Host
Address variable. The RADIUS standard, as per REC 2138, specifies port 1812 for RADIUS authentication.
Some older installations of RADIUS use port 1645.

Timeout (auTimeout)
This option specifies the time, in seconds, before the access server will retransmit an authentication request to
an external authentication server.

Retries (auRetries)

This option specifies the number of times the access server will resend an authentication request to a RADIUS
server after a TIMEOUT occurs. If this number is exceeded then the secondary host will be tried. If this num-
ber is exceeded by the secondary host, the user will be rejected.

Secret (auSecret)

The Secret variable sets the shared secret between the authentication client (access server) and the authentica-
tion server (RADIUS). It is used to encrypt an authentication request and to decrypt an incoming reply from
the server. The secret on the access server and the RADIUS server must match and must be 15 or fewer print-
able, non space, ASCII characters.

Note The same secret word must used on the access server and in the

RADIUS clients file.

NAS Identifier (auNASIdentifier)
This variable is used to identify the access server to the remote authentication server. If this option is blank,

then the access server will use it’s IP address to identify itself to the remote server. It does this by using the
NAS-IP-Address attribute instead of the NAS-Identifier attribute.

Accounting Address (auAcctAddress)
This is the IP address of the accounting server. RADIUS also allows for the recording of accounting informa-
tion.

Secondary Accounting Address (auSecondaryAcctAddress)

When using a remote accounting server (such as RADIUS Accounting) this variable provides the IP address of
the accounting server.
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Accounting Port (auAcctPort)

This is the UDP port on the accounting server specified in Acct Address that the access server should use to
transfer accounting information. RFC 2139 states that port 1813 is the standard RADIUS accounting port.
Some older implementations of RADIUS use port 1646 as the accounting port.

Accounting Enable (auAccountingEnable)
This is a switch that allows the enabling or disabling the reporting of accounting information on the access
server. The following options are available:

* enableAccounting—Begin accounting of RADIUS authenticated users.
* disableAccounting—Disable the accounting feature.

¢ enableAccounting-no validation—When a response is received from either the authentication or the
accounting server it is validated using the defined secret. If the secret does not match, the reply packet is
dropped just as if it never existed.

Early versions of the Livingston RADIUS server used a method for encoding the accounting reply packet
that was incorrect. Accounting replies from these servers would therefore be dropped because they could
not be authenticated, eventually resulting in timeouts and shutting the call down with the reason authenAc-
counting Timeout. As a workaround for this issue, the state enableAccountingNoValidation—which does not
check for valid encoding on the accounting reply packet—was added as an option.

Radius Packet Format (auRadiusPacketFormat)
The following options are available:

¢ fullRfcPacket—The accept request packet includes Calling-Station-Id and Service-Type RADIUS
attributes.

* minimumRfcPacket—This setting does not include Calling-Station-Id and Service-Type RADIUS

attributes.

Radius Session ID Size (auRadiusRunningldSize)
The session ID—which is sent in the Accounting start and stop packets—can be configured as either an 8 or
12-character string.

MM R CCCCC

| Call ID
Reboot
MAC Address

Figure 15. 8-Character String RADIUS Session ID format

The 8-character session ID is formatted as follows (see figure 15):
¢ MM—The last two digits of the MAC address

¢ R—The number of times the RAS has rebooted since the last code upload. This rolls over to 0 after 10
reboots

The Configuration section 34



Model 3125 RAS Administrators’ Reference Guide 5 ¢ Authentication

¢ CCCCC—Call ID in hex. The call ID used is the one recorded on the main dial-in screen.

MMMM RR § C€CCCC

——Cadll ID

Spare

Reboot

MAC Address

Figure 16. 12-Character String RADIUS Session ID format

The 12-character session ID is formatted as follows (see figure 16):
* MMMM—The last four digits of the MAC address

* RR—The number of times the RAS has rebooted since the last code upload. This rolls over to 0 after 100
reboots

e S—Not used.
e CCCCC—Call ID in hex. The call ID used is the one recorded on the main dial-in screen.
Radius Session ID (auRadiusRunningld)

The RADIUS session ID shows the identifier—created anew each time power is cycled on and off. The ID is
prepended onto the call ID to create the session ID that is sent to the RADIUS server.

Setting Up Authentication

After selecting Modify from the main Authentication screen, you may set up or change authentication parame-
ters for both RADIUS users and Static users. After configuring the Validation method (see “Validation
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(auValidation)” below), configure the additional parameters as shown in figure 17 to configure RADIUS
parameters. See “Static User Authentication” on page 39 to set up Static users.

AUTHENTICATION

Configuration

Validation: [ staticThenRadius{4) | $ |
Host Address: ’ |192.168.15.1Q

Secondary Host Address: |192.168.15.21 '

Host Port: J1812

Tinecut: |2

Eetries: |3

Zecret: |access_éerver_secret

ITAS Tdentifier: |

Accounting Address: |192.168.15.19

Secondary Accounting Address; |192.168.15.21

Arccounting Port: J1813

Arccounting Enable: [ enableAccounting(1) ¢_i
RADIUS Packet Format: [ fuliRfcPacket(0) 2]
RADITS Session ID Size:

To edit specific static users go back and click on the uzername.

Figure 17. Authentication Configuration screen

Validation (auValidation)

Selects how the access server will authenticate an incoming call. Select from:

*  No Validation(0)—Select this to allow un-authenticated calls into the access server, and on to your LAN,

using the default service.

* static Users(1)—Use the access server internal user database only to authenticate. Static users are simply
users and passwords entered into the access server’s internal users database.

¢ radius Users(2)—Use RADIUS to authenticate and provision user services. RADIUS is a client-server sys-
tem developed to manage the flexible requirements of remote dial-in users. The RADIUS protocol is speci-
fied under RFC 2138 for authentication and RFC 2139 for accounting. RADIUS servers are available as
freeware for most computer platforms and is an excellent method for managing user dial-in security. Any
RADIUS entries will require an associated server to process authentication requests from the access server or
the access server will reject users access. For more information about RADIUS, see RADIUS User Authen-

tication, below.

¢ tacacs Users(3)—This feature is not currently available

e static Then RADIUS(4)—Check the internal user database first, if no match is found, then use RADIUS to

authenticate and provision user services.

e static Then Tacacs(5)— Check the internal user database first, if no match is found, then use TACACS to
authenticate and provision user services. Not currently implemented.

Note The following options apply only when using an external authentica-

tion server.

Setting Up Authentication
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Host Address (auHostAddress)
Tells the access server the IP address of the primary external authentication server. This must be the IP address
as the access server will not resolve a Fully Qualified Domain Name.

Secondary Host Address (auSecondaryHostAddress)

When using a remote authentication server (RADIUS) this variable provides an alternative server IP address.

Host Port (auHostPort)

This variable tells the access server which UDP port to use when connecting to the host specified in the Host
Address variable. The RADIUS standard, as per REC 2138, specifies port 1812 for RADIUS authentication.
Some older installations of RADIUS use port 1645.

Timeout (auTimeout)
This option specifies the time, in seconds, before the access server will retransmit an authentication request to
an external authentication server.

Retries (auRetries)

This option specifies the number of times the access server will resend an authentication request to a RADIUS
server after a TIMEOUT occurs. If this number is exceeded then the secondary host will be tried. If this num-
ber is exceeded by the secondary host, the user will be rejected.

Secret (auSecret)

The Secret variable sets the shared secret between the authentication client (access server) and the authentica-
tion server (RADIUS). It is used to encrypt an authentication request and to decrypt an incoming reply from
the server. The secret on the access server and the RADIUS server must match and must be 15 or fewer print-
able, non space, ASCII characters.

Note The same secret word must used on the access server and in the

RADIUS clients file.

NAS Identifier (auNASIdentifier)
This variable is used to identify the access server to the remote authentication server. If this option is blank,

then the access server will use it’s IP address to identify itself to the remote server. It does this by using the
NAS-IP-Address attribute instead of the NAS-Identifier attribute.

Accounting Address (auAcctAddress)
This is the IP address of the accounting server. RADIUS also allows for the recording of accounting informa-
tion.

Secondary Accounting Address (auSecondaryAcctAddress)

When using a remote accounting server (such as RADIUS Accounting) this variable provides the IP address of
the accounting server.
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Accounting Port (auAcctPort)

This is the UDP port on the accounting server specified in Acct Address that the access server should use to
transfer accounting information. RFC 2139 states that port 1813 is the standard RADIUS accounting port.
Some older implementations of RADIUS use port 1646 as the accounting port.

Accounting Enable (auAccountingEnable)
This is a switch that allows the enabling or disabling the reporting of accounting information on the access
server. The following options are available:

* enableAccounting—Begin accounting of RADIUS authenticated users.
* disableAccounting—Disable the accounting feature.

¢ enableAccounting-no validation—When a response is received from either the authentication or the
accounting server it is validated using the defined secret. If the secret does not match, the reply packet is
dropped just as if it never existed.

Early versions of the Livingston RADIUS server used a method for encoding the accounting reply packet
that was incorrect. Accounting replies from these servers would therefore be dropped because they could
not be authenticated, eventually resulting in timeouts and shutting the call down with the reason authenAc-
counting Timeout. As a workaround for this issue, the state enableAccountingNoValidation—which does not
check for valid encoding on the accounting reply packet—was added as an option.

Radius Packet Format (auRadiusPacketFormat)
The following options are available:

¢ fullRfcPacket—The accept request packet includes Calling-Station-Id and Service-Type RADIUS
attributes.

* minimumRfcPacket—This setting does not include Calling-Station-Id and Service-Type RADIUS

attributes.

Radius Session ID Size (auRadiusRunningldSize)
The session ID—which is sent in the Accounting start and stop packets—can be configured as either an 8 or
12-character string.

The 8-character session ID is formatted as follows (see figure 15 on page 34):
¢ MM—The last two digits of the MAC address

¢ R—The number of times the RAS has rebooted since the last code upload. This rolls over to 0 after 10
reboots

e CCCCC—Call ID in hex. The call ID used is the one recorded on the main dial-in screen.
The 12-character session ID is formatted as follows (see figure 16 on page 35):
* MMMM—The last four digits of the MAC address

¢ RR—The number of times the RAS has rebooted since the last code upload. This rolls over to 0 after 100
reboots

¢ S—Not used.
¢ CCCCC—Call ID in hex. The call ID used is the one recorded on the main dial-in screen.
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Static User Authentication

To view or modify the static users in the internal user database, click on Authentication in the Configuration
Menu. The Authentication window displays. Scroll down until Static User Identification is displayed (see
figure 18).

Static users consist of usernames and passwords entered into the access server’s internal users database. You can
have up to 111 static users in the access server database.

You must have superuser-level access to make changes to the static users database.

The following sections describe each of the variables found in the Static User Identification section.

Static User Identification
IT Username Password Service Iultlinks Serwice TP Zervice Fort Service Masls Filter T

0 jeff sour default(Dy 0 19216815511 0 2552552552550
1 joe floweer default(Cy 0 0.0.0.0 0 2552552552550
2 il hour default(Cy 0 0.0.0.0 0 CIANZS5 255 250625 5K
3 jon power  default(@) 0 0000 0 255.255.255.255 0
4 jay tower default() 0O 0000 0 2552552552550

Add Static Users

D _ TTzername Password : Service
[0 | [ [ default(n) 2 |[Submit]

Figure 18. Static User Identification setup

Adding Static Users

ID (sulD)

Identifies the entry in the table of users. For the next user, select the next unused number. If you select a num-
ber that is already displayed in the Static User Identification table, you will overwrite a current entry in user
database.

Username (suUsername)
This is a unique name, to be provided at login time.

Note There is a 19-character limit on the username length.

Password (suPassword)
This is the password that is provided at login time along with the username.

Service (suService)
This option instructs the access server on how to service the incoming call. Select from:

¢ default—This is the default service as specified under Dial-In (see Chapter 7, “Dial In”). We recommend
that you select default.
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* admin—Not currently implemented.
* monitor—Not currently implemented.

¢ rlogin—Causes the access server to rlogin into another host. See “Service IP (suServiceIP)” on page 41 for
information on configuring the remote host IP addresss.

¢ telnet—Causes the access server to telnet into another host.

* tcpraw—All 8 bits are passed unchecked and unaltered.

*  ppp—Access server will try to negotiate a PPP session.

* cppp—Access server will try to negotiate a Compressed-PPP session.

Note Ifa user attempts to login in using a different service than the one he

or she has been provided, the access server will reject the user. The
exception to this is CPPP which will revert to PPP if CPPP is not
available on the client.

* slip—Access server will negotiate a SLIP connection. Not currently implemented.

*  cslip—Access server will negotiate a Compressed-SLIP connection. Not currently implemented.

¢ dialout—Access server will give a dialout connection. The dialout connection is an AT command set driven
connection into one of the access server modems. On line help is provided by typing at help <cr>.

* vpn—This option is currently not supported.

Note If a user attempts to login in using a different service than the one he
or she has been provided, the access server will reject the user. The

exception to this is CPPP which will revert to PPP if CPPP is not
available on the client.

Note All changes made to the running configuration must be saved to
FLASH by selecting Record Current Configuration under Immedi-
ate Actions on the HOME page of the access server. Failure to do so
will cause all configuration information to be lost the next time the
access server is re-booted.

After the user information has been entered, click Submit.

Modify Static User

To modify or further configure the user, click the username you just created to display the Static User window
(see figure 19). Refer to the following sections while modifying the Static User settings. When you are finished,
click Submit to store the changes.
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STATIC USER: 0

Delaie a user by delating the Ussrname and clicking the Submit bution.
Username: | ieff :

Fassword: - |sour

ZEIvICE: default(D) = '

3z # Mlultlinks: |0

Service IF: [192.188.155.11
Serwvice Port: |0 _
Service Wagk:  |295.295.255.265

Filter IT; [

Figure 19. Static User settings window

Service IP (suServicelP)

This is the IP of the RLogin or Telnet host, or the static IP address assigned to the user. This is determined by
the option selected in Service (see “Service (suService)” on page 39).

Service Port (suServicePort)

This is the port number to connect to the service host. If the number is 0, the access server will use the default
values for Telnet (port number 23) and RLogin (port number 513).

Note After you have submitted all changes, click on the HOME link in the
Configuration Menu. Once there, click on the Record Current
Configuration button (located under Inmediate Actions) to save the
changes to FLASH memory on the access server.

All changes made to the running configuration must be saved to
FLASH memory. Failure to do so will cause all configuration infor-
mation to be lost the next time the access server is re-booted.

Service Mask (suServiceMask)
This parameter defines the IP mask of the user.

Filter ID (suFilterid)
This is the ID of the filter assigned to the static user. A filter controls packets that can be sent or received by the

dial-in user to which it is applied. Only one filter can be assigned to a user defined in the static user authentica-
tion database.

Note Explicitly assigning a filter to a static user will keep default dial-in
filters from being applied.
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Introduction

The digital cross-connect (DAX) link allows configuration of the access servers’ digital cross-connect that man-
ages the time slots and clocking between the WAN ports.

The access server uses a single clock source for all WAN ports. Therefore, to avoid data loss caused by variations
in network timing, each access server should terminate WAN connections from a single timing provider. WAN
connections from multiple timing providers can be terminated in the access server if all the providers source
their timing from the same stratum clock or if the access server provides the network clock.

Click on DAX under the Configuration Menu to display the DAX main window (see figure 20).

Digital Cross Connect (DAX) Configuration
Circuit: 1, Type:

Ilamn Eeference:
Fallback Eeference:

Clock Status: Mo Alarm

Figure 20. DAX main window

Configuring the DAX

There are three variables to select when configuring the DAX circuit:

¢ Circuit Type—Defines the overall clocking scheme for the entire access server (refer to “Circuit Type (dax-

ClockMode)”

¢ Main Reference—Determines which WAN link supplies the clock for the system (refer to “Main Reference
(daxClockMainRef)” on page 44)

¢ Fallback Reference—Enables the configuration of a back-up clock reference should the Main Reference fail

(refer to “Fallback Reference (daxClockFallbackRef)” on page 44)

Circuit Type (daxClockMode)

Defines the overall clocking scheme for the entire access server. For each circuit a selection must be made as to
the overall clocking scheme of the entire system. If your system has only one circuit displayed, then that circuit
must be set to Master.

The following settings are available:

* master(1)—The master device is responsible for providing the master system clock in synchronization with
one of its references. If your access server has only one circuit, then this setting must be Master.

¢ secondary(2)—The secondary circuit provides the master system clock if the master circuit fails.

* slave(3)—Slave devices provide the system clock references for use by the master or secondary.
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Main Reference (daxClockMainRef)

The main reference parameter determines which WAN link will supply the clock for the system.
The following settings are available:
* none(0)—No clock selection. This would be used in conjunction with either a secondary or slave circuit.

¢ wan-1(1)—Use WAN Port 1 for primary timing. Generally the first WAN connection will be used as the
main reference.

* wan-2(2)—Use WAN Port 2 for primary timing. Generally the second WAN connection will be used as the
fallback reference (see “Fallback Reference (daxClockFallbackRef)”).

¢ wan-3(3)—Use WAN Port 3 for primary timing.

* wan-4(4)—Use WAN Port 4 for primary timing.

¢ wan-5(5)—Use WAN Port 5 for primary timing.

* wan-6(6)—Use WAN Port 6 for primary timing.

* wan-7(7)—Use WAN Port 7 for primary timing.

* wan-8(8)—Use WAN Port 8 for primary timing.

* netref-1(101)—Use to obtain system timing from a slave circuit.

* netref-2(102)—Use to obtain system timing from a slave circuit.

* internal(200)—Use internal free-run oscillator for the system clock.

¢ external(300)—Not currently implemented.

Fallback Reference (daxClockFallbackRef)

The fallback reference enables the configuration of a back-up clock reference should the main reference fail.
The following settings are available:
* none(0)—No clock selection. This would be used in conjunction with either a secondary or slave circuit.

* wan-1(1)—Use WAN Port 1 for secondary timing. Generally the first WAN connection will be used as the
main reference.

¢ wan-2(2)—Use WAN Port 2 for secondary timing. Generally the second WAN connection will be used as
the fallback reference. If there is only one WAN connection, then the fallback reference should be set to
oscillator.

* wan-3(3)—Use WAN Port 3 for secondary timing.
* wan-4(4)—Use WAN Port 4 for secondary timing.
* wan-5(5)—Use WAN Port 5 for secondary timing.
¢ wan-6(6)—Use WAN Port 6 for secondary timing.
¢ wan-7(7)—Use WAN Port 7 for secondary timing.
* wan-8(8)—Use WAN Port 8 for secondary timing.

* netref-1(101)—Use to obtain system timing from a slave circuit.
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* netref-2(102)—Use to obtain system timing from a slave circuit.
¢ internal(200)—Use internal free-run oscillator for the system clock

¢ external(300)—Not currently implemented.

Clock Status (daxClockFailure)

The clock status indicates alarm conditions relating to the system clock. If there are no alarms, the DAX page
will indicate No Alarms (see figure 20 on page 43). Should one or more alarms be present, an Alarms Present
message will be displayed with the following list of potential clock failures (figure 21).

e Main Reference Fail(1)—The main clock reference has failed
 Fallback Reference Fail(2)—The fall back clock reference has failed
*  Master System Fail(4)—The Master System clock has failed

* Secondary System Fail(8)—The Secondary System clock has failed.

Digital Cross Connect (DAX) Configuration’
Circuit: 1, Type: Imaster(1) vl

Ilain Eeference: wian-1(1] -

Fallback Reference: Iwan—3(3) 'l
Clock Status: ALARMS PRESENT
Iain Reference Fail

Submit Query |

Figure 21. DAX Clock Status alarm condition
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Introduction

The Dial In main window (see figure 22) is where you can change or view items that are associated with the
user dialing in—including call statistics, type of service used, modem specific statistics, as well as configuration
parameters for login, service, domain name service, login attempts, configuration of link, maximum time, and
modem configuration.

Note The Dial In main window can be automatically refreshed by setting
the Web Page Refresh Rate under the System menu (see section
“SNMP and HTTP” on page 216).

Click on Dial In under the Configuration Menu to display the Dial In main window.
The Dial In window contains the following items:
* The ability to change the order of the calls on the main dial-in screen.

e Statistics for individual users (for example, users jill, jeff, and jay, as shown in figure 22). For more informa-
tion about the statistics displayed on the Dial In main window, refer to “Dial In main window” below.

To view or modify individual user settings, select an active user in the State column (for example, if you
wanted to modify user jill, you would click on the online(é) link next to jill's username.) For more informa-
tion about individual user settings, refer to “Dial In User Statistics window” on page 84.

* Default Details link—clicking on the Defails... link takes you to the page where you can see how the system
is currently set up to handle dial in users. For more information about the Details page, refer to “Dial In
Details” on page 63.

* Modify default link—clicking on the Modify... link takes you to the page where you can make global
changes to items that are associated with the user dialing in—including type of service used, configuration
parameters for login, service, domain name service, login attempts, configuration of link, maximum time-
outs, and modem configuration. For more information about the Modify page, refer to “Dial In Modify
default window” on page 64.

* Manage DNIS link—<clicking on the Manage DNIS... link takes you to a page where you can make
changes to the dial-in user’s configuration based on the number dialed by the end users.

* Modulations link—clicking on the Modulations... link takes you to the page that shows statistics about the
modem connection, listed by individual users. For more information about the Modulations page, refer to
“Dial Modulations window” on page 55.

¢ Telco link—clicking on the Telco... link takes you to a page that shows the Telco characteristics for individ-
ual users. For more information about the Modify page, refer to “Dial Telco window” on page 58.

¢ Protocol link—clicking on the Protocol... link takes you to a page that shows the protocol negotiations of
the connection for individual users. For more information about the Modify page, refer to “Dial Protocol
window” on page 60.
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DIAL IN y 3 : ) : PattoriClosetI

Call Som'ng;ldescending(ﬂ) vl Submit Cuery |

Airtive:7 Peal: 18 Total: 12064 !
Setting: Default details. .. 3o dify defanlt. . Manage DINIS.

Summations: Mo dulations... Teleo. Protocel . ? : : :
Call TD WL T Tser State  Duration Dizenct Beason Modulation Speed

12064 12063 ISDNTEST otline(6) 6.56 sec still & cfirve () isdnb4(3) 64000
12063 12063 ISDNTEST online(6) 11.05 sec  stillfctive(0) - isdn64(3) 64000 -

12062 12061 ISDNTEST dead(8) 55.43 sec sessionTimeout(66) isdné4(3) 64000

Figure 22. Dial In main window

Dial In main window

The Dial In window displays statistics for individual users. This window shows currently attached users, the
users state, and time that the user has been on access server. This window can also display recently disconnected
sessions. The following sections explain the meaning of each statistic.

Call Sorting (diPageSort)

Change the order of the calls on the screen.

* Descending—calls are sorted from the latest call at the top to the oldest call at the bottom
* Ascending—calls are sorted from the oldest call at the top to the latest call at the bottom

Active Calls (diActive)

The total number of active calls and calls that are being initiated.

Peak Active Calls (diMaxActive)

The maximum number of active calls seen at one time since the unit was powered up.

Total Calls (diTotalCallAttempts)
The total number of calls attempted since the last boot of the box.

Call ID (diactindex)

Unique identification of this active call for internal use.

Call ID (diactindex)

Subsequent calls in a multilink PPP/ISDN call refer to this ID as a pointer to the bundlehead or originating
call.

ML ID (diactMultiindex)
Subsequent calls in a multilink PPP/ISDN call have a pointer to the bundlehead or originating call.

User (diactusername)
The user name that the caller entered. This can be a static user or a radius user’s login name.
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State (diactState)

As the call comes into the access server it can be in one of five states.

Ringing—The call has been recognized by the access server and is in process of going off hook.

7 ¢ Dial In

Connecting—The unit has assigned a DSP to the incoming call and is now in the process of negotiation of

the type of modulation—V.34, V.32, ISDN, or 56K.

Authenticating—The access server is in the process of verifying the users passwords by using static or

RADIUS authentication.

Online—The access server has completed authentication and we are ready to access the Internet.

Dead—The user has been disconnected and this message will go away after the linger time has expired.

Bury—Kill the call and remove it from the dial-in main window.

Duration (diactSessionTime)

The number of seconds this call was/is active. Time in seconds the user has been connected.

Disconnect Reason (diactTerminateReason)
The reason a call was disconnected (refer to “Termination Reason (diactTerminateReason)” on page 87 for the
complete list of reasons).

Modulation (diactModulation)
The modulation of the link:

unknown(0)

v21(1)—V.21 modulation

v22(2)—V.22 modulation

v32(3)—V.32 modulation

v34(4)—V.34 modulation

k56(5)—K56 Flex modulation

x2(6)—X.2 modulation

v90(7)—V.90 modulation

v110(8)—V.110 modulation

1sdn64(9)—ISDN 64 modulation

1sdn56(10)—ISDN 56 modulation

12tp(11)—12tp tunnelled multilink call
phase2(20)—Phase 2, an advanced state of modulation in v34 and higher
answerack(21)—acknowledgement phase of modulation
V92(22)—V.92 modulation

moh(23)—Modem is using V.92’s modem-on-hold feature

Dial In main window
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v23(24)—V.23 modulation

Connect Speed (diactTxSpeed)
The connected speed of the link.

Dial Modulations window

7 ¢ Dial In

This window shows statistics about the modem connection, listed by unique user ID.

DIAL MODULATIONS

1D User _State

LSk Mod |

Tx Speed Rx Speed Prot Comp

Loc Ren Loc Ret Rem Ren Rem Ret

1 pebcpa ohhne;611
2 MEFC online(s) 1
3 decker dead{3) 2
4 spatel dead(9) Z
S ken dead({9) 3
& ted online(&) 3
7 sue online(&) 4
g ted deadie} 4
9 karenp dead{2) S
10 decker online(s) S
11ted  dead(9) &
12 psc onlinef&) &
13 dawvidf dead(9] 7
14 davidf dead(s) 7
15 davidf dead(9] 8
16 davidf dead(9] 8
17 karenp onlineds) @
18 davidf dead(2] @
19 davidf dead(9) 10
20 spatel onlinefg) 10

Call ID: (diactindex)

Unique identification of this active call (for internal use).

vo0(7) 45333
vo0(7) 49333
v34(4) 28800
v34(4) 24000
v34(4) © 28800
v34(4) 26400
v34(4) 26400
v34(4) 26400
v34(4) . 26400
v34(4) 28800

y34(4) 26400

vE4(4) 33500
isdnB4(9) 64000
isdn64(3) 64000
isdn&4(2) 64000
i5dn64(2) 64000
v34(4) 26400
izdn&4(2) 64000
i5dn64(2) 64000
va0(7)  S0865

Figure 23. Dial Modulations window

Username (diactUsername)
The caller’s username.

State (diactState)

Indicates current progress of the selected call.

Dial Modulations window

24000
24000
28800
26400
28800
26400
19200
28800
24000
31200
28800
31200
54000
54000
54000
54000
24000
54000
54000
24000

v42(2) v42bis(2) 0

w42(2) w42bis(2) 0
v42(2) v42bis(2) 1
w42(2) wdzbis(2) 1
w42(2) wd2bis(2) 1
w42(2) w42bis(2) 0
v42(2) w42bis(2) 0
w42(2) ‘wdzbis(2) 1
v42(2) v42bis(2) 0
42021 wazZbis(2) 5

v42(2) v4zbis(2) 1+

v42(2) vazbis(2) 0

none(1) none(l) 0
none(1)none(l) 0.

none(1)none(l) O
none(linone(l) O
w42(2) w42bis(2) 0
none(1)none(l) O
none(linons(ly o
v42(2) v42bis(2) 0

LcpNegotiate—The link is negotiating LCP parameters.
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lmE e el e e i e e e et T e B e O el S e TR e

i i e o et e e e (o e o R o o o e P

Ringing—The call has been recognized by the access server and is in the process of going off hook

Connecting—The access server has assigned a DSP to the incoming call and is now in the process of nego-

tiating the type of modulation (V.34, V.32, ISDN, or 56K).

Authenticating—The access server is in the process of verifying the user’s password by using static or
RADIUS authentication.
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Online—The access server has completed authentication and the user is now able to access the Internet.

7 ¢ Dial In

12tpTunneled—Subsequent multilink call that was answered by another access server and tunneled to the

access server that has the originating call.

Kill—The administrator can manually disconnect the user by activating this parameter.
Dead—The user’s call has been disconnected. This message disappears when the linger time expires.

Bury—The call has been killed and removed from the dial-in main window.

DSP Link (diactDSPIndex)

The physical DSP chip that the user’s call is on. This is a number from 0 to 59.

Connection Modulation (diactModulation)
The modulation type of the modem link (for example, V.34). The modem link can have these modulation or

data types:

unknown(0)

v21(1)—V.21 modulation

v22(2)—V.22 modulation

v32(3)—V.32 modulation

v34(4)—V.34 modulation

k56(5)—K56 Flex modulation

x2(6)—X.2 modulation

v90(7)—V.90 modulation

v110(8)—V.110 modulation

isdn64(9)—ISDN 64 modulation

isdn56(10)—ISDN 56 modulation

12tp(11)—12tp tunnelled multilink call
phase2(20)—Phase 2, an advanced state of modulation in v34 and higher
answerack(21)—acknowledgement phase of modulation
V92(22)—V.92 modulation

moh(23)—Modem is using V.92’s modem-on-hold feature
v23(24)—V.23 modulation

Transmit Connection Speed (diactTxSpeed)
The connected speed of the modem link (for example, 28.8 bps). These values, in bits per second, range from
300-33,600.

Dial Modulations window
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Receive Connection Speed (diactRxSpeed)

7 ¢ Dial In

The connected speed of the modem link (for example, 28.8 bps). These values, in bits per second, range from

300-53,000.

Error Correction (diactErrorCorrection)
The modem error correction scheme used during this call.

e None(1)—No error correction on the call
e V42(2)—Error correction mode

e V120(4)—Mode for ISDN B

Data Compression Protocol (diactCompression)
The modem data compression technique used during this call.

* None(1)—No compression

* V42bis(2)—Compression is running
* Stac(4)—Compression is running

* v44(5)—V44 compression is running

Locally Initiated Renegotiates (diactLocalRenegotiates)
The number of times the local modem has initiated a modem speed renegotiate.

Locally Initiated Retrains (diactLocalRetrains)
The number of times the local modem has initiated a modem carrier retrain.

Remote Initiated Renegotiates (diactRemoteRenegotiates)

The number of times the remote modem has initiated a modem speed renegotiate.

Remote Initiated Retrains (diactRemoteRetrains)
The number of times the remote modem has initiated a modem carrier retrain.

Dial Modulations window
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Dial Telco window

7 ¢ Dial In

This window shows the telco characteristics for individual users.

DIAL TELCO M'
ID User State Tx Speed WAN Slot Active Term AtState Called Calling

1 pebcpaonline(s) 45333 1 1 01:33:50 hours stillactive(o) 0 . 1165 7035557646
2 MEFC online(s) 48000 1 2 01:32:53 hours stillactive(0) 6] 1165 3015553994
3 decker dead(9) 28800 1 3 003525 hours userHangup(S) onlinels) 1165 3015551693
4 spatel dead(3) 24000 1 4 000305 hours lcpClose(9) disconnecting(7) 1165 3015551539
C- ke dead{9) 28800 1 5 '00:19:28 hours lcpClose(9) disconnecting(7) 1165 3015556974
& ted online(s) 26400 zh & 01:17:02 hours stillactive(0) (8] ; 1165 3015558419
i online(s) 26400 1 7 01:15:57 hours stillactive(0y O 1165 3015550870
g ted dead(9) 26400 1 8  00:23:48 hours lcpClose(9) disconnecting(7) 1165 3015559015
9 karenp dead(3) 26400 1 4 00:04:00 hours lcpClose(9) disconnecting(7) 1165 3015553446
10 decker online(s) 28800 1 3 0004743 hours stillactive(0) O 1165 3015551693
11 ted dead(s) 26400 1 4 00:01:25 hours lcpClose(9Y + disconnecting(7) 1165 3015559015
12 psc online(s) 33600 1 4 003756 hours stillactive(0) 0 1165 3015557363
13 davidf dead{9) &4000 1 5 00:04: 12 hours userHangup(s) onlihe(s) 1165 3015553108
14 davidf dead{2) &4000 1 8  00:04:07 hours userHangup(s) online(s) 1165 3015553109
15 davidf dead{3) &4000 1 5 00:03:53 hours userHangup(S) online(s) 1165 3015553108
16 davidf dead{9) 64000 1 8 . 00:03:54 hours userHangup(S) online(s) 3 1165 3015553109
17 karenp online(s) 26400 1 9 002848 hours stillactive(d) O : 1165 3015553446
18 davidf dead{9) &4000 1 5 00:07:32 hours userHangup(s) online(s) 1165 3015553108
19 davidf dead{%) &4000 1 8 000727 hours userHangup(S) online(s) 1165 301555310%.
20 spatel online(s) 50666 - 1 5 00:07:21 hours stillactive(0y O 1165 3015557287
21 mikhail onlines) 48000 1 8 00:01:44 hours stillactive(0y O 1165 3015553638

Call ID: (diactindex)

Unique identification of this active call (for internal use).

Username (diactUsername)

The caller’s username.

State (diactState)
Indicates current progress of the selected call.

Figure 24. Dial Telco window

Ringing—The call has been recognized by the access server and is in the process of going off hook

* Connecting—The access server has assigned a DSP to the incoming call and is now in the process of nego-
tiating the type of modulation (V.34, V.32, ISDN, or 56K).

* LcpNegotiate—The link is negotiating LCP parameters.

* Authenticating—The access server is in the process of verifying the user’s password by using static or

RADIUS authentication.

* Online—The access server has completed authentication and the user is now able to access the Internet.

* 12tpTunneled—Subsequent multilink call that was answered by another access server and tunneled to the
access server that has the originating call.

Dial Telco window
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¢ Kill—The administrator can manually disconnect the user by activating this parameter.
e Dead—The user’s call has been disconnected. This message disappears when the linger time expires.

e Bury—The call has been killed and removed from the dial-in main window.

Transmit Connection Speed (diactTxSpeed)

The connected speed of the modem link (for example, 28.8 bps). These values, in bits per second, range from
300-33,600.

WAN Link (diactLinkindex)
The T1/E1 WAN port number that the call is on.

Time Slot (diactSlotindex)
Shows which T1/E1 channel the call is on. This is a number from 1-30.

Time Call Is/Was Active (diactSessionTime)
The amount of time the call was/is active.

Termination Reason (diactTerminateReason)
The reason a call was disconnected. For the listing of reasons, see “Termination Reason (diactTerminateRea-
son)” on page 87.

State at termination (diactTerminateState)
Indicates the value of diactState when the call was terminated. A value of 0 indicates the call is still online.

Number Called (diactNumberDialed)

The phone number that was used to dial into the access server.

Number Called From (diactCallingPhone)

The user’s phone number—this is a caller ID feature.
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Dial Protocol window

7 ¢ Dial In

This window shows the protocol negotiations of the connection for individual users.

DIAL PROTOCOL

ID ML User State

Protocol IP

26 wisirlin online(6) ppp(1)
106 - willyk  dead(9) ppp(1)

107 sue  dead(9) ppp(l)
108 sue  dead(®) ppp(l)

109 decker online(6) ppp(1)
110 nching online(6) ppp(1)
111 ted  online(6) ppp(1)
112 willylke  dead(9) ppp(1)

113 > milt:  dead(9) ppp(l)
114 milt  dead(®) ppp(1)

115  ann - dead(9) ppp(l)
116 mit  dead(%) ppp(l)
117 117 dibert  dead(9) ppp(1)
118 gk dead(®) ppp(l)
119 117 dibert  dead(9) ppp(1)
120 dibert2 onhine(6) ppp(1)
121 milt  dead(9) ppp(l)
122 vtsirlin dead(8) ppp(1)
123 cindy dead(®) ppp(1)

Call ID: (diactindex)

Unique identification of this active call (for internal use).

192.49.110.1350
0.0.0.0 0
0.0.0.0 0
192.49.110.1100
192.49.110.1110
192.49.110.1120
192.49.110.1100
192.49.110.113 0
192.49.110.114 0

192.49.110.114 0

192.49.110.115.0
192.49.110.1130
192.49.110.114 0
192.49.110.113 0
192.49.110.114 0
192.49.110.114 0
192.49.110.115 0
192.49.110.116 0
192.49.110.1130

Figure 25

Shared Unique ID (diactMultilndex)

Used for multi-link PPP, this is the unique identification shared between multi-link active calls.

Username (diactUsername)
The caller’s username.

State (diactState)

Indicates current progress of the selected call.

Port LocMRU
1524 1500
1524 1500
1524 1500
1524 1500
1524 1500
1524 1500
1524 1500
1524~ 1500
1524 1500
1524 = 1500
1524 1500
1524 1500
1524 1500
1524 1500 .
1524 1500
1524 1500
1524 1500,
1524 1500
1524 1500

pap(2) wTCP(2) wTCP(2) 0.0.0.0
pap(2) none(l) none(l) 0.0.0.0
pap(2) none(1) ; none(1) 0.0.0.0
pap(2) wTCP(2) wTCP(2) 0.0.0.0
plap(2) wICP(2) wiTCP(2) 0.0.0.0
pap(2) wTCP(2) wTCP(2) 0.0.0.0
pap(2) wTCP(2) wTCP(2) 0.0.0.0
pap(2) vjTCP(2) vjTCP(2) 0.0.0.0
pap(2) vyTCP(2) wTCP(2) 0.0.0.0

‘pap(2) WICP(2) wICP(2) 0.0.0.0

pap(2) wICP(2) wICP(2) 0.0.0.0
pap(2) wICP(2) wICP(2) 0.0.0.0
pap(2) wTCP(2) wjTCP(2) 0.0.0.0
pap(2) WICP(2) wTCP(2) 0.0.0.0
pap(2) ViTCP(2) viTCP(2) 0.0.0.0
pap(2) wICP(2) wTCP(2) 0.0.0.0
pap(2) wTCP(2) wICP(2) 0.0.0.0
pap(2) wTCP(2) wTCP(2) 0.0.0.0
pap(2) wTCP(2) wTCP(2) 0.0.0.0

. Dial Protocol window

'|Closet Box I

RemMRU Authen LocVI RemV] NextHop

Ringing—The call has been recognized by the access server and is in the process of going off hook

Connecting—The access server has assigned a DSP to the incoming call and is now in the process of nego-

tiating the type of modulation (V.34, V.32, ISDN, or 56K).

LcpNegotiate—The link is negotiating LCP parameters.

Authenticating—The access server is in the process of verifying the user’s password by using static or

RADIUS authentication.

Online—The access server has completed authentication and the user is now able to access the Internet.

Dial Protocol window
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* 12tpTunneled—Subsequent multilink call that was answered by another access server and tunneled to the
access server that has the originating call.

¢ Kill—The administrator can manually disconnect the user by activating this parameter.
e Dead—The user’s call has been disconnected. This message disappears when the linger time expires.

¢ Bury—The call has been killed and removed from the dial-in main window.

Protocol (diactProtocol)
Indicates the type of service or link being provided for this call.

e PPP—The user has a PPP link running.
* Slip—The user has a Slip link running
* Telnet—The user has a telnet session running

* Rlogin —The user has an rlogin session running

IP Address (diactIP)
The currently assigned IP address from the IP address pool or the RADIUS server. The remote users’ PC is
assigned to this address. The address appears in the IP address (0.0.0.0) format.

Port # on Remote Machine (diactPort)
The TCP port number being used by this connection. The range is from 0 to 65,535. Ports in the range of 0 to
1023 are well-known ports used to access standard services. Telnet uses port 23 and rlogin uses port 513.

Local MRU (diStatLocalMRU)

The current value of the MRU for the local PPP entity. This value is the MRU that the remote entity is using
when sending packets to the local PPP entity. This setting becomes active when the link is in the #p—able to
pass packets—operational state (for more information, refer to “Operational Status (dilpOperStatus)” on

page 93).

Remote MRU (diStatRemoteMRU)

The current value of the MRU for the remote PPP entity. This value is the MRU that the local entity is using
when sending packets to the remote PPP entity. This setting becomes active when the link is in the #p—able to
pass packets—operational state (for more information, refer to “Operational Status (dilpOperStatus)” on

page 93).

LCP Authentication (LCPAuthOptions)

Authentication type used by the dial-in user. The following options are available:
e none(l)

* pap(2)

 chap(3)

¢ MSChap(4)—not currently implemented

* tacacs(5)—not currently implemented
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* edp(6)

e ShivaPap(7)—not currently implemented

Local-Remote VJ Protocol Comprsn (dilpLocalToRemoteCompProt)
The IP compression protocol that the local IP entity uses when sending packets to the remote IP entity. The
available settings are:

* none(l)—no compression

¢ vjTCP(2)—compression is enabled

Remote-Local VJ Protocol Comprsn (dilpRemoteToLocalCompProt)
The IP compression protocol that the remote IP entity uses when sending packets to the local IP entity. The
available settings are:

* none(l)—no compression
¢ vjTCP(2)—enabled
Next Hop (diForceNextHop)

All packets received on the dial-up link are forwarded to this gateway. A setting of 0.0.0.0 indicates that this
option is not in effect.
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Dial In Details

7 ¢ Dial In

The Dial In Details window (see figure 26) shows how the system is currently set up to handle dial in users. To
view this page, select Default Details from the main Dial In window. Scroll down the window to view additional
Dial In access server parameters. To modify the Dial In access server parameters, click on the Modify default...
link. For more information about modifying Dial In settings, refer to “Dial In Modify default window” on

page 64.

Dial In Details

Total Active Calls: 0 .
Mlodify. .
Login

IP Address Pool 192.42.110.110-133
This iz the dafault IF address poal

It will be used if DNIS is not defined ar

there iz no match to the DNIS poal

Login Technicue: -textORpap(1)
TTzername Prompt: TTzername:
Password Prompt: Password:
Initial Bannet:

Service

Default Service: . ppp(d)
Default Zervice IP: 0.0.0.0
Default Zervice Port: 0

Force Mext Hop:  0.0.0.0

Domain Name Server

Primary Domain Mame Server: . 192.49110.149

Zecondary Domain Mame Server: 192205242 132
Primary WINS: : © 192.49.110.57
Secondary WINGS: 192.49.110.57

Figure 26. Dial In Details window
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Dial In Modify default window
The Dial In Modify default window (see figure 27) is where you can make changes to the following:

* Login access server parameters (see “Modify Login”)

e User login services (see “Modify Service” on page 66)

* Primary and secondary domain name servers (see “Modify Domain Name Server” on page 67)
* Dial-in attempts access server parameters (see “Modify Attempts” on page 68)

* Link compression, MRUs, MultiLink, and MultiBox access server parameters (see “Modify Configuration”
on page 69)

* Time-out access server parameters for the session idle time to login and the MIB data linger time (see
“Modify Maximum Time” on page 70)

* Modem configuration objects for dial in users (see “Modify Modem Configuration” on page 72)

To reach this window, select Modify from the Dial In Details window or the Dial In main window.

DIAL IN
HOME Login
i e IP Address Paal;  [192.48.110.110-133 :
Alarms (Pool Format: XOOK XK XXX, 333 - XX, 00K, Xxx. bbb, where aaa < bbb)
Authentication Login Technique: | pap(3) ]
DAX Usermame Prompt: [Username:
M Password Prompt: |F‘assw0n:|:
Dial Out
Drop and Insert’ Initial Banner: |
pSe_
Ethernet ;
Filter 1P Service
Erae By Default Service: pppi{4) $
ICMP
Interfaces | Default Service IP:  |0.0.0.0
1P Default Service Port: |0
MFR Version 2 Force Next Hop: [0:0.0.0
RIP Version 2.
D
System Domain Name Server
System Log
T1/E1 Link Primary Domain Name Server: ~ [192.49.110.149
Icp Secondary Domain Name Server: |192,205.242.132
L SERAI D Primary WINS: ; [192.49.110.57
About Secondary WINS: [192:49.11057
License :

Figure 27. Dial In Modify window (modify Login, Service, and DNS objects)
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Modify Login
This portion of the Dial In Modify default window (see figure 27 on page 64) describes configuring the IP
address pool, login technique and general login information.

IP Address Pool (dilpPool)

The IP address pool contains the IP addresses that are assigned dynamically to the dial-in connections. Type the
IP address pool in the space provided. The IP addresses can be non-contiguous addresses configured as follows:

— Blocks of IP addresses are designated with a dash (-) separating the first and last host in the block (for
example, 192.49.110.151-155)

— The addresses can be from a subnet other than the local network the RAS is on
— The IP address pool can have IP addresses from multiple subnets. The subnets must be separated by a

semi-colon (for example, 7192.155.155.1-6; 192.155.160.41-46)

Note The IP address pool is limited to 39 characters.

Login Technique (diloginTechnique)

This variable defines the login sequence that a dial-up user will see. The various options are defined below:
* none(0)—no login sequence is enabled
*  textORpap(1)—This setting enables clear text logins or PPP calls using PAP authentication.

*  text(2)—A username prompt is displayed and a username must be entered. If the received username is a
static user with no password defined, then the connection completes and no password prompt is issued. If a
password is required then a password prompt is displayed and a password must be entered.

Note Text login with 56k ISDN and 64k ISDN is not supported.

* pap(3)—This setting assumes that all calls will be PPP users. No username or password prompt will be dis-
played. The system will go directly to PPP processing. The dial-up user must be configured for PAP authen-
tication.

Note If the user trying to connect to the access server is not configured for
PAP he will be disconnected.

¢ chap(4)—This setting assumes that all calls will be PPP users. No username or password prompt will be dis-
played. The system will go directly to PPP processing. The dial-up user must be configured on his computer
for CHAP authentication.

Note If the user trying to connect to the access server is not configured for
CHAP he will be disconnected.

* chapORpap(5)—This setting assumes that all calls will be PPP users. No username or password prompt
will be displayed. The system will go directly to PPP processing. The dial-up user must be configured for
PAP or CHAP authentication. The access server will always request CHAP authentication first. Therefore,
if a user can negotiate either CHAP or PAP, CHAP authentication will be performed.
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*  textORchapORpap(6)—This setting enables clear text logins or PPP calls using PAP or CHAP

authentication.

Username Prompt (diUsernamePrompt)

This is what will be displayed when the user first connects after the Initial Banner is displayed. The string can
be up to 39 characters. This should be a ASCII printable string and can include carriage returns and line feeds.
This applies only for text users not PPP. (See also Initial Banner.) For example the prompt could be:

Enter your username:

Password Prompt (diPasswordPrompt)

This defines the character string that will be displayed at user authentication time to request the users pass-
word. The string can be up to 39 characters. This should be a ASCII printable string and can include carriage
returns and line feeds. This applies only for text users not PPP. For example, the prompt could be:

Enter your password:

Initial Banner (diBanner)

This is usually a message welcoming the user. The message can be up to 39 characters and should be an ASCII
printable string. It can include carriage returns and line feeds. The username prompt immediately follows the
initial banner. This banner only appears for text login users.

Modify Service
This portion of the Dial In Modify default window (see figure 27 on page 64) describes changing user login

services.

Default Service (diService)

This object defines the default service that will be provided if the authentication technique does not specifically
name a service type, and if no service is specified in the static user’s profile under Authentication. For informa-
tion about the static users database, see Chapter 5, “Authentication”.

The options are:

¢ rlogin(1)—User will be automatically given a rlogin prompt.

¢ telnet(2)—User will be automatically given a telnet prompt.

* tcpraw(3)—All 8 bits are passed unchecked and unaltered.

* ppp(4)—Only a PPP connection will be allowed.

¢ slip(5)—SLIP or PPP connection will be allowed. SLIP is not currently implemented.
¢ vpn(6)—Not currently implemented.

* tcpraw_cpn(7)-Send a Called Party Number Information Element (CPNIE) Packet to the server that
accepts the TCP-RAW connection. (This feature is for a proprietary application only; do not use.)

Default IP Service (diServicelP)
This object defines the IP address that will be used for login connections (telnet or rlogin) when the authenti-
cation technique has not provided an IP address to connect to.
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Default Service Port (diServicePort)
This object defines the IP port number that will be used for login connections (telnet or rlogin) when the
authentication technique has not provided a port number to connect to. If no TCP port number is provided

then the following UNIX defaults will be used:
* telnet port 23

* rlogin port 513

Force Next Hop (diForceNextHop)

All packets received on the specified dial-up link will be forwarded to the specified gateway. The gateway must
be on the same network at the remote access server. This is the default setting that will be used if the setting is
not overridden by the RADIUS response for that particular user. A setting of 0.0.0.0 indicates that this option
is not in effect.

The RADIUS attribute used to set the Force Next Hop is attribute 209, a Patton vendor extension. For a full
list of RADIUS attributes, see Appendix A, “Supported RADIUS Attributes”.

Modify Domain Name Server
This portion of the Dial In Modify default window (see figure 27 on page 64) describes modifying the primary
and secondary domain name servers for IP and Microsoft Windows.

Primary Domain Name Server (diPrimaryDNS)
The primary domain name server address to pass to the caller (Win95 PPP). The first place to try to resolve
host names. i.e. IP address 204.91.99.128

Secondary Domain Name Server (diSecondaryDNS)
The secondary domain name server address to pass to the caller (Win95 PPP). The next place to try to resolve
the host name.

Primary WINS (diPrimaryWINS)
The primary Windows name server address to pass to the caller (Win95 PPP). The Windows Internet Naming

Service (WINYS).
Secondary WINS (diSecondaryWINS)

The secondary Windows name server address to pass to the caller (Win95 PPP). The Windows Internet Nam-
ing Service (WINS).
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Modify Attempts
This portion of the Dial In Modify default window (see figure 28) describes modifying the login attempts
parameters for dial in users.

Attempts

Failure Banner: |
Success Banner: [IP=1 MTU=1M i
Login Attempts Allowed: |3

Configuration

Link Compression:

Default Iax Eecetve Unit: [1600

Allow Iagic Mumber Megotiation:

Frame Check Sequence Size: |18

Compression

IlultiLinl; - Mdax # of Calls per .-|2 (0 = MuitiBox |
User: disabizd)

IultBox - Query tuneout | disable{D) =

Maxinnom Time

Maztmum Session Time (min); |0

Mazimum Idle Time (min): |15
Time to login (sec): 60

Call lnstory tuneout (mun): [T {0 = sternal)

Figure 28. Dial In Modify window (modify Attempts, Configuration, and Maximum Time obijects)

Failure Banner (diFailureBanner)
This defines a message of up to 254 characters in length that will be displayed to a user if authentication fails.
This message only appears when the authentication technique is Text.

Success Banner (diSuccessBanner)

The string sent to the dial-in window after a text login is authenticated successfully. The string can contain any
printable characters with the exception of the excape character (\). The following special sequences are recog-
nized and will be replaced before being sent to the customer:

* \r— carriage return
* \n—replaced with a new line

* \t—replaced by a tab
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* \M—replaced by the MTU (maximum transfer unit)

¢ \I—replaced by the IP address assigned to the connection

Login Attempts Allowed (diAllowAttempts)
The maximum number of attempts a user will be given to login before being disconnected. This applies to Text
authentication only. PAP and CHAP authentication are only allowed a single attempt.

Modify Configuration
This portion of the Dial In Modify window (see figure 28 on page 68) describes modifying the link compres-
sion, MRUs, and MultiLink, and MultiBox parameters.

Link Compression (dilinkCompression)
This object enables the PPP link layer address and protocol field compression. The following options are available:

e enable(1)—PPP negotiations will perform link compression unless the other end of the link is unable to
work with compression

* disable(2)—No compression will be used on the PPP link. This is the default setting

Default Max Receive Unit (diConfiglnitialMRU)
This is the default setting for Maximum Receive Unit (MRU). This value can be changed by authentication or PPP.

Allow Magic Number Negotiation (diConfigMagicNumber)
Determines if magic number negotiation should be done. This access server parameter is used to check
whether a link is in a looped-back state. The following options are available:

¢ enable(1)—The local node will attempt to perform Magic Number negotiation with the remote node.
¢ disable(2)—Magic Number negotiation will not be performed.

In any event, the local node will comply with any magic number negotiations attempted by the remote node,
per the PPP specification. Changes to this object take effect when the link is restarted.

For more information, see Section 7.6, "Magic Number," of RFC1331.

Frame Check Sequence Size (diConfigFcsSize)

The size (in bits) of the frame check sequence (FCS) that the local node will generate when sending packets to
the remote node. This setting becomes active when the link is in the #p—able to pass packets—operational
state (for more information, refer to “Operational Status (dilpOperStatus)” on page 93).

Compression (dilpConfigCompression)

Determines whether the local node will attempt to negotiate IP compression. The following options are available:
* none(1)—The local node will not attempt to negotiate IP compression

¢ vj-tcp(2)—The local node will attempt to negotiate compression mode indicated by the enumerated value
Changes to this object take effect when the link is restarted.

For more information, see Section 4.0, "Van Jacobson TCP/IP Header Compression" of RFC1332.
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Multilink (diConfigMultilink)

MultiLink enables a user to connect using multiple channels. This enables dial-up users whose equipment sup-
ports MultiLink PPP or multi-channel ISDN to use multiple channels to get higher data transfer rates.

Set the MultiLlink—Max # of Calls per User parameter to the maximum number of channels a user can take for
a single connection. Setting the parameter to 0 disables the MultiLink option.

MultiBox (diConfigMMP)

MultiBox enables a user to have multiple connections even if the subsequent call for an additional channel is
on a different access server from the originating channel (bundlehead). MultiBox is useful when a single num-
ber called by a user accesses multiple T1/E1s and subsequently different access servers.

Setting the MultiBox—Query timeout parameter to enable(1) activates the MultiBox option. Setting the
parameter to disable(0) disables the MultiBox option. If MultiBox is disabled, then acquiring an additional
channel will fail if the bundlehead is not on the same access server.

Modify Maximum Time

This portion of the Dial In Modify window (see figure 28 on page 68) describes modifying the time-out values
for the session idle time, time to login, and the MIB data linger time.

Maximum Session Time (min) (diSessionTimeout)

This is the maximum time (in minutes) that a connection is allowed to be maintained. After this time the con-
nection will be terminated, even if there is active traffic on the connection. This is a default setting, and it can
be overridden by the authentication settings of a specific user. Setting the parameter to 0 means the connection
will never be terminated.

Note The maximum value is 357,910 minutes.

Maximum Idle Time (min) (dildleTimeout)

This is the maximum time (in minutes) that a connection is allowed to be idle with no traffic. After this time,
the connection will be terminated. This is a default setting, and it can be overridden by the authentication set-
tings of a specific user.

Note The maximum value is 357,910 minutes.

Time to login (sec) (diloginTimeout)

This is the maximum time (in seconds) that a user is given to log in. This only applies to the time before the
user is authenticated. This setting should take into account any time delays incurred when querying a remote
authentication server (such as a RADIUS).

Call History Timeout (min) (dilingerTime)

Number of minutes a MIB entry will remain in the Active table after the call it pertains to is disconnected. Up
to 15 dead calls can be displayed. Setting the parameter to 0 disables the timeout feature.
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ISDN Configuration

o110 : . anable(1) =
NOTE: V11045 detected through

gither the haarer capability ar

the low level compatibility

element of the ISDN setup message.

Submit Cluery |

V.92 Configuration

W92 Features: Ienable(1) 'l

Chuicke Connect: X anable(1) =
Modem on Hold disable(l) =

Modem onHoldTiin'eoutldisabled(D) 'l
Submit Cluery | :

Figure 29. V.92 Configuration window

Modify ISDN Configuration
V.110 signaling is a form of ISDN rate adaptation (see figure 29). V.110 is a fixed-frame based rate adaptation
standard that allows lower data rates to be communicated across 64-kbps ISDN.

The following rates are supported: 600, 1200, 2400, 3600, 4800, 7200, 9600, 14400, 19200, 38400, 4800
and 56000. V.110 and its data rate is determined via the bearer capability information element or the lower
layer compatibility information element in the ISDN SETUP message as defined in the Q931 specification

Limitations:
* 56000 only supports PAP and CHAP authentication. All other data rates support text, PAP, or CHAP.
* 56000 only supports a synchronous connection; all other data rates support both synchronous and asyn-

chronous connections.

Note IfV.110 is disabled and a V.110 call comes in, the call will be termi-
nated and V110 disabled will be displayed on the dial-in screen as the

disconnect reason.

V.110 (diV110Enable)

The following options are available (see figure 29):
e Enable or disable V.110 modem modulation.

¢ Enable or disable 56K ISDN connections.

Modify V.92 Configuration
This portion of the Dial In Modify Default window (see figure 29) describes modifying the V.92 Configura-

tion parameters.

V.92 Features (diModemV92Enable)
Enables and disables V92 functionality.
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Quick Connect (diV92QuickConnect)

Quick connect shortens a modem’s time to learn a phone line’s characteristics by reusing some information pre-
viously learned. This setting enables or disables quick connect.

Modem on Hold (diV?2ModemOnHold)

Modem on Hold allows a user to accept a phone call without breaking the connecting to the Internet. This set-
ting enables or disables modem on hold

Modem on Hold Timeout(diV92ModemOnHoldTimeout)

If modem on hold is enabled, sets the length of time the user can be in the modem on hold state before discon-
necting the call.

Modify Modem Configuration

This portion of the Dial In Modify window (see figure 30) describes modifying modem configuration access
server parameters for dial in users.

Modem Configuration

Vo0: 13 M
KS56fex [enable(l) =

V34 A [enable(l) =]

V32 [enablery =]

W23 anable(1) =

V22 [enablevezi) &
Vol g ) [enablevaiq) =]
Masirmim V8 faiures: 200 '
Mazmum Speed: |84DDD

Dlimirnum Speed: |SDD

Guard Tone: toneMone(1) =

Carrier Loss Duratidn(sec): |1 4

Eilling Dielayizec): . |2

Angwer Tone Length{msec): |SBDD

Retram: | retrain(1) j
AL IR S S |1 3

Protocol: requastv42(1) =
Compression: requastv4zhbis(1) =

Submit Query |
Figure 30. Dial In Modify window (modify Modem Configuration objects)

V90(diModemVP0Enable)

Enables or disables VOO0 modem modulation

K56flex(diModemK56Enable)

Enables or disables K56flex modem modulation
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V34(diModemV34Enable)

Enables or disables V34 modem modulation

V32(diModemV32Enable)
Allows V.32 and V.32bix modulations up to 14.4 kbps. The following options are available:

¢ disable(0)—neither option is enabled

* enable(1)—support V.32 and V.32bis modulations.

V23(diModemV23Enable)

Enables or disables V23 modem modulation

V22 (diModemV22Enable)
Allow V.22 or Bell 212 modulations. The following options are available:

¢ disable(0)—Neither option is enabled
e enableV22(1)—Enable V.22 modulation
e enableBell212(2)—Enable Bell 212 modulation

V21(diModemV21Enable)
Allow V.21 or Bell 103 modulations. The following options are available:

¢ disable(0)—Neither option is enabled
e enableV21(1)—Enable V.21 modulation
e enableBell103(2)—Enable Bell 103 modulation

Maximum V8 Failures (diModemMaxV8Failures)
Number of times the modem will attempt a V.8 connection before it is reinitialized. Upon reinitialization it
will automatically start making a V.8 connection.

Note This is for leased line operation only.

MaxSpeed (diModemMaxSpeed)—Not Currently Implemented
This variable assigns the fastest data rate that will be negotiated. The range is 300—64000.

MinSpeed (diModemMinSpeed)—Not Currently Implemented

This variable assigns the slowest data rate that will be negotiated. The range is 300-33600.

Note Increasing this number may prevent users with slower modems from
successfully connecting.

Guard Tone (diModemGuardTone)

Normally a guard tone is not required, but one can be inserted. This setting works for Phase Shift Key (PSK)
modulations only, not for V.32 or V.34.

e tone None(1)—Guard tone is not used
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e tonel800(3)—Guard tone is enabled

CarrierlossDuration (diModemCarrierlossDuration)
The number of seconds that the carrier signal must be missing before the connection is considered lost. Choos-
ing a setting of 25 indicates forever. The range is 1 to 25.

Billing Delay (diBillingDelay)

The number of seconds after answering the call during which the modem should remain silent.

Answer Tone Length(diModemAnswerTonelength)

The answer tone length can be adjusted for low speed modems. If only modulations below v.34 are enabled,
the tone length can be reduced to a minimum of 1 millisecond which will reduce the total time it takes for the
modem to connect. The connection time can be reduced by up to 3.5 seconds.

Retrain (diModemRetrain)
Enables the modem to monitor line quality and request a fallback or retrain for poor quality and a fall forward

for good quality.
* none (0)—Do not allow modem to retrain, fallback, or fall forward.
¢ retrain(1)—Allow the modem to retrain if the line quality is poor.

¢ FallForwardFallBack(2)—Allow the modem to fallback to a slower speed if the line quality is poor, or fall
forward to a faster speed if the line quality is good.

TxLevel (diModemTxlevel)|—Not Currently in Use

This variable should be set with caution; and normally only after talking to a factory representative. This sets
the transmit level power level of the modem. The scale is 12 (-12 dB) to 20 (-20 dB) in 1 db increments.

Note Larger numbers mean less transmit power is being output (in other
words, a setting of 20 will result in less power than a setting of 12).

Protocol (diModemProtocol)
Assigns the error correction protocol to use with the modem. The following options are available:

e Direct(0)—No error correction will be used.

* requestV42(1)—Enables V.42 error correction. If this is selected, the modem will either negotiate for V.42
error correction or—if V.42 correction is not available—will use no error correction.

* requireV42(2)—V.42 error correction is mandatory, otherwise disconnect.

Compression (diModemCompression)
Assigns the data compression protocol to use with the modem. This setting is in effect only when V.42bis error
correction (see “Protocol (diModemProtocol)”) is active.

* Direct(0)—No compression will be used.

* requestV42bis(1)—Enable V.42bis compression. If this is selected, the modem will either negotiate for
V.42bis data compression or—if V.42bis compression is not available—will use no data compression.
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* requireV42bis(2)—V.42bis data compression is mandatory, otherwise disconnect.

* V44(3)—allows V.44 and V.42bis data compression.

Manage DNIS

Settings: DINIS Profiles. . DINIZ Ip Pools.

ID WAN Link Dialed Mumber  DNIS profile Status

st 1165 1 ctive(ly |
i 5551200,5551300 2 active(1)
20 5551100 1 ac

40 555 0 notUsed(2)

Add DNIS group
D . WAN Link - Dialed Number . DHIS profile
0 0 | o

Submit Query |

Figure 31. Manage DNIS window

Manage DNIS Window

The Manage DNIS window (see figure 31) shows the current configurations for dial-in users based on WAN
link and called number.

This feature makes use of DNIS (Dialed Number Identification Service), a feature that can be implemented on
your T1/E1. DNIS is a telephone service that identifies for the receiver or a call, the number that the caller
dialed. DNIS works by passing the touch-tone digits (dual-tone multi-frequency or MF digits) to the destina-
tion for use by the terminating device.

The RAS uses its ability to capture DNIS information to provide the customer with the ability to set up dial-in
parameters for their dial-in clients based on the phone number dialed and the physical WAN port they have
dialed into or just the number dialed. The DNIS management feature allows you to configure the authentica-
tion method and the IP address pool.

The Manage DNIS Window contains the following items:

¢ Information about DNIS configurations set-up—to view or modify individual DNIS configurations, select
an ID in the ID column. For more information about modifying a DNIS configuration, refer to “DNIS
Entry Window” on page 77

* DNIS Profiles—clicking on the DNIS Profiles link takes you to the page where you can view and change
the DNIS profiles. Refer to “DNIS Profiles Window” on page 78

* DNIS Ip Pools—clicking on the DNIS Ip Pools link takes you to the page where you can view and change
the IP address pools. Refer to “DNIS IP Pools Window” on page 82
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Manage DNIS main window

ID (dnisPoollD)

The identification number that uniquely identifies the DNIS configuration.

WAN Link (dnisPoolDesrcWan)

The WAN link the dial-in user must be connected to in order to use this DNIS configuration.

Note 0 indicates that the WAN Link is not considered when determining if
the dial-in user matches the conditions of the DNIS configuration.

Dialed Number (dnisPoolDesrcDialedNumber)

The number the dial-in user must call in order to use this DNIS configuration. If more than one number is
specified, they must be separated by semi-colons (;).

Note This field has a limit of 80 characters.

DNIS profile (dnisPoolAssignedProfile)

The DNIS profile used if the dial-in user meets the conditions of this configuration.

Note A DNIS profile of 0 indicates that no profile has been selected and
the DNIS configuration is not activated.

Status (dnisPoolStatus)
Indicates if the DNIS Configuration will be used.

¢ active(1)—This configuration will be compared to the inbound call and used if the dial-in user meets its
conditions.

* notUsed(2)—This configuration will not compared to the inbound call to determine if the dial-in user
matches its conditions.

Add a DNIS Group:

Use this portion of the window to add a DNIS configuration.
1. Enter a unique ID in the ID field.

2. If needed, enter the WAN link.

3. Enter the dialed number.

4. Enter the DNIS profile to activate the configuration.

Note Entering an ID that is already configured will change the configura-
tion.
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DNIS Entry Window
Clicking on the ID in the Manage DNIS Window displays the DNIS Entry window (see figure 32) where you
can change the DNIS configuration.

DNIS Entry : 3

WA Link o

Dialed Mumber -~ [5551100
DHNIS profile |1

Status . .activeﬂ) i

Submit Query |

Figure 32. DNIS Entry window

WAN Link (dnisPoolDesrcWan)

The WAN link the dial-in user must be connected to in order to use this DNIS configuration.

Note 0 indicates that the WAN Link is not considered when determining if
the dial-in user matches the conditions of the DNIS configuration.

Dialed Number (dnisPoolDesrcDialedNumber)

The number the dial-in user must call in order to use this DNIS configuration. If more than one number is
specified, they must be separated by semi-colons (;).

Note This field has a limit of 80 characters.

DNIS profile (dnisPoolAssignedProfile)

The DNIS profile used if the dial-in user meets the conditions of this configuration. The profile indicates the
authentication method and IP address pool that the IP address will be selected from for the dial-in user that
matches the conditions of the configuration.

Note A DNIS profile of 0 indicates that no profile has been selected and
the DNIS configuration is not activated.

Status (dnisPoolStatus)
Indicates if the DNIS Configuration will be used.

¢ active(1)—This configuration will be compared to the inbound call and used if the dial-in user meets its
conditions.

* notUsed(2)—This configuration will not compared to the inbound call to determine if the dial-in user
matches its conditions.

¢ destroy(3)—Deletes the DNIS configuration
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DNIS Profiles Window
The DNIS Profiles Window (see figure 33) contains the following items:

¢ Information about DNIS profiles set-up—To view or modify individual DNIS profiles, select an ID in the
ID column. For more information about modifying a DNIS profile, refer to “DNIS Profile Entry Window”
on page 80.

¢ Manage DNIS—«clicking on the Manage DNIS link takes you to the link that shows the DNIS configura-
tions including the DNIS Profiles used. Refer to “Manage DNIS main window” on page 76

* DNIS Ip Pools—clicking on the DNIS Ip Pools link takes you to the page where you can view and change
the IP address pools associated with the DNIS profiles. Refer to “DNIS IP Pools Window” on page 82

DNIS Profiles

Zettings: Manage DNIZE . DTS Inp Pools.

ID IP Pool Login Technique DOVBS - Service Port Service IP Status

1.1 pap(3 dovbetdl{2y 0 ¢ 0000 notUsed{2)
20 chapORpap(s) - disable(@) 0 0000 - ECEvECL

Add DNIS profile

Id S0
IP Address Pool [0
Login Techxﬁque |n0ne(D) j

DOVEER Idisable(ﬂ) 'l

Service Port |D

Service IP jn.0.00

Submit Query | _
Figure 33. DNIS Profiles window

DNIS Profiles Main Window

ID (dnislpProfileld)
The ID that uniquely identifies the DNIS profile.

IP Pool (dnisProfileAssignedipPool)

The ID of the IP Address Pool that will be used to select an IP address for the dial-in user. The IP Pool is con-
figured using the DNIS Ip Pool link.

Login Technique (dnisProfileloginTechnique)

The authentication method used to authenticate the dial-in user. The following methods are valid
* none(0)—no login sequence is enabled

* textORpap(1)—This setting enables clear text logins or PPP calls using PAP authentication.
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*  text(2)—A username prompt is displayed and a username must be entered. If the received username is a
static user with no password defined, then the connection completes and no password prompt is issued. If a
password is required then a password prompt is displayed and a password must be entered.

Note Text login with ISDN is not currently implemented.

* pap(3)—This setting assumes that all calls will be PPP users. No username or password prompt will be dis-
played. The system will go directly to PPP processing. The dial-up user must be configured for PAP authen-

tication.

Note If the user trying to connect to the DMA is not configured for PAP
he will be disconnected.

* chap(4)—This setting assumes that all calls will be PPP users. No username or password prompt will be dis-
played. The system will go directly to PPP processing. The dial-up user must be configured on his computer
for CHAP authentication.

Note If the user trying to connect to the DMA is not configured for CHAP
he will be disconnected.

* chapORpap(5)—This setting assumes that all calls will be PPP users. No username or password prompt
will be displayed. The system will go directly to PPP processing. The dial-up user must be configured for
PAP or CHAP authentication. The DMA will always request CHAP authentication first. Therefore, if a
user can negotiate either CHAP or PAP, CHAP authentication will be performed.

* textORchapORpap(6)—This setting enables clear text logins or PPP calls using PAP or CHAP

authentication.

DOVBS (dnisProfileDOVBS)

With Data over Voice Bearer Service (DOVBS) the remote end initiates a voice call that is to be terminated dig-
itally. A voice call carrying data is indicated by the presence of 3.1khz or speech in the bearer capability infor-
mation element of the SETUP message.

¢ disable(0) —DOVBS is not supported
¢ dovbs56(1)—The voice call will be terminated as a 56k digital call.
* dovbs64(2)—The voice call will be terminated as a 64k digital call.

Service Port (dnisProfileServicePort)
The TCP port on the remote machine listening for TCP raw or telnet connections

Service IP (dnisProfileServicelP)

The IP address of the remote machine that the dial-in customer is to be redirected.

Status (dnislpProfileStatus)
Indicates if the DNIS Profile is used in any DNIS configuration.

e active(1)—This profile is used in one or more DNIS configurations
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* notUsed(2)—This profile is not used in any configurations

Add a DNIS Profile
Use this portion of the window to add a DNIS Profile.

1. Enter a unique ID in the ID field.
2. Enter a valid IP Pool Id
3. Enter the authentication method.

Note Entering an ID that is already configured will change the configura-
tion.

DNIS Profile Entry Window
Clicking on the ID in the DNIS Profiles Window displays this window (see figure 34). In this window you can
change the DNIS profile.

DNIS Profile 2

Login

IP Pool: : |D

Login Technique: | chapORpap(5) [ [
DOVES: . disable(ly =] .
Service Port |D

Service IP jo.ooo

Status: . active(l] =

Submit Query |
Figure 34. DNIS Profile 1 window
IP Pool (dnisProfileSAssignedipPool)

The ID of the IP Address Pool that will be used to select an IP address for the dial-in user. The IP Pool is con-
figured using the DNIS Ip Pool link. See “DNIS IP Pool Entry Window” on page 83 for more information

Note Do not enter actual IP address range here.

Login Technique (dnisProfileloginTechnique)

The authentication method used to authenticate the dial-in user. The following methods are available choices:
* none(0)—no login sequence is enabled
*  textORpap(1)—This setting enables clear text logins or PPP calls using PAP authentication.

*  text(2)—A username prompt is displayed and a username must be entered. If the received username is a
static user with no password defined, then the connection completes and no password prompt is issued. If a
password is required then a password prompt is displayed and a password must be entered.

Note Text login for 56k and 64k ISDN is not currently supported.
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* pap(3)—This setting assumes that all calls will be PPP users. No username or password prompt will be dis-
played. The system will go directly to PPP processing. The dial-up user must be configured for PAP authen-

tication.

Note If the user trying to connect to the access server is not configured for
PAP he will be disconnected.

¢ chap(4)—This setting assumes that all calls will be PPP users. No username or password prompt will be dis-
played. The system will go directly to PPP processing. The dial-up user must be configured on his computer
for CHAP authentication.

Note If the user trying to connect to the access server is not configured for
CHAP he will be disconnected.

* chapORpap(5)—This setting assumes that all calls will be PPP users. No username or password prompt
will be displayed. The system will go directly to PPP processing. The dial-up user must be configured for
PAP or CHAP authentication. The access server will always request CHAP authentication first. Therefore,
if a user can negotiate either CHAP or PAP, CHAP authentication will be performed.

*  textORchapORpap(6)—This setting enables clear text logins or PPP calls using PAP or CHAP

authentication.
DOVBS (dnisProfileDOVBS)
With Data over Voice Bearer Service (DOVBS) the remote end initiates a voice call that is to be terminated digitally.
¢ disable(0) —DOVBS is not supported

* dovbs56(1)—The voice call will be terminated as a 56k digital call. This option allows an ISDN type call
over a robbed-bit T1.

* dovbs64(2)—The voice call will be terminated as a 64k digital call.

Service Port (dnisProfileServicePort)
The TCP port that the remote server is listening at for connections.

Service IP (dnisProfileServicelP)

The host IP address that rlogin, telnet and tcpraw connections will be forwarded to.

Note If the login technique is set to a value other than none, the default
service must be configured via RADIUS or the static user database for
the user(s) to make use of this redirection feature.

Status (dnislpProfileStatus)
Indicates if the DNIS Profile is used in any DNIS configuration.

¢ active(1)—This profile is used in one or more DNIS configurations
* notUsed(2)—This profile is not used in any configurations

¢ destroy(3)—deletes the DNIS profile
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DNIS Ip Pools

Zettings: Manage DINIE . DTS Profiles.

ID TP Address Pool

1 1154933.110-129 EEHREGN
10.10.10.25-30 °  EEERECIN

1.1.1.1-& notUsed{2)

1 e |

Add DNIS profile

(Fool Farmak: KEX XX XK. GAG-R XK. XXX X A%, bbb where aca < bbhb)

T s TP Address Pool
fo [
Submit Query I <

Figure 35. DNIS IP Pools window

DNIS IP Pools Window
The DNIS IP Pools Window (see figure 35) contains the following items:

* Information about DNIS IP Pools set up—to view or modify individual DNIS IP Pools, select an ID in the
ID column. For more information about modifying a DNIS IP Pool, refer to “DNIS IP Pool Entry Win-
dow” on page 83.

¢ Manage DNIS—«clicking on the Manage DNIS link takes you to the link that shows the DNIS configura-
tions including the DNIS Profiles used. Refer to page “Manage DNIS main window” on page 76.

* DNIS Profiles—clicking on the DNIS Profiles link takes you to the page where you can view and change
the DNIS profiles. Refer to “DNIS Profiles Window” on page 78.

ID (dnislpPoolld)
An identification number that uniquely identifies the DNIS IP Pool.

IP Address Pool (dnislpPool
The IP Address pool that an IP address will be selected from for a dial-in user.

Status (dnislpPoolStatus)

Indicates if the IP pool is used in any DNIS Profile.

¢ active(1)—This IP pool is used in one or more DNIS Profiles
* notUsed(2)—This IP pool is not used in any configurations
Add a DNIS Profile

Use this portion of the window to add a DNIS Profile.

1. Enter a unique ID in the ID field.
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2. Enter a valid IP Address range. A valid IP address range is of the format xxx.xxx.xxx.aaa-bbb where aaa is

less than bbb

Note Entering an ID that is already configured will change the configura-
tion.

DNIS IP Pool Entry Window

Clicking on ID in the DNIS IP Pool Window will take you to this window (see figure 36). In this window you
can change the IP Address Pool.

DNIS Ip Pools 2

IP Address Pool  [10.10.10.25-30

{Faal Format: EEEEEEEEE.GAa-XXE. AR Axx. bbb where ana < bbh)
Status: active(l] =

Submit Cluery I
Figure 36. DNIS IP Pools Entry window

IP Address Pool (dnislpPool)
The IP Address pool that an IP address will be selected from for a dial-in user.

Status (dnislpPoolStatus)
Indicates if the IP pool is used in any DNIS Profile.
¢ active(1)—This IP pool is used in one or more DNIS Profiles

* notUsed(2)—This IP pool is not used in any configurations

¢ destroy(3)—deletes the IP Address Pool entry
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Dial In User Statistics window

This window shows statistics for individual dial-in users. The headings DSP Link, Interface Link, and WAN
Link, shown in figure 37, pertain to the unique time slot defined for each of these links. For specific details on
the function of access server parameters defined under these sections, refer to each under the access server Con-
figuration Menu.

DIAL IN

Call ID: 1329

State: | dead(9) $ | Submit|
Call Identification

Username: . spatel
Password: No Access
Shared Unique ID: 1329 '
Protocol: ) ppp(1)
Security Level: ey _

DSP Link: 55

Interface Link: 17

WAN Link: 52

Time Slot: 2 :

IP Address: 192.49.110.124

Port # on Remote IMachine: 0
Session

Start time of call: 5 days 05:36:59 hours
Time Call Is/Was Active: 19:08:53 hours
Minutes Until Timeout: 15

Time Left In Session: 0.00 sec

Termination Reason: userHangup(5)

State at termination: online(6)

Figure 37. User Statistics (Call Identification, Session)

The Dial In User Statistics window (see figure 27) is where you can view the following:

Call Identification information (see “Call Identification” on page 85)
Session information (see “Session” on page 86)

PPP statistics (see “PPP Statistics” on page 90)

IP statistics (see “IP” on page 93)

Phone information (see “Phone” on page 95)

Data transfer statistics (see “Data” on page 96)

Physical layer configuration information (see “Physical Layer” on page 96)
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To view individual user statistics, select an active user in the State column on the Dial In main window (see
“Dial In main window” on page 53). For example, if you wanted to modify user jill, you would click on the
online(4) link next to jill's username.

Call Identification
This portion of the Dial In User Statistics window (see figure 37 on page 84) shows user information for a
unique user ID.

Call ID: (diactindex)

Unique identification of this active call (for internal use).

State (diactState)
Indicates current progress of the selected call.

* Ringing—The call has been recognized by the access server and is in the process of going off hook

* Connecting—The access server has assigned a DSP to the incoming call and is now in the process of nego-
tiating the type of modulation (V.34, V.32, ISDN, or 56K).

* LcpNegotiate—The link is negotiating LCP parameters.

* Authenticating—The access server is in the process of verifying the user’s password by using static or
RADIUS authentication.

* Online—The access server has completed authentication and the user is now able to access the Internet.

* 12tpTunneled—Subsequent multilink call that was answered by another access server and tunneled to the
access server that has the originating call.

* Kill—The administrator can manually disconnect the user by activating this parameter.
e Dead—The user’s call has been disconnected. This message disappears when the linger time expires.

* Bury—The call has been killed and removed from the dial-in main window.

Username (diactUsername)
The caller’s username.

Password (diactPassword)
The caller’s password.

Shared Unique ID (diactMultilndex)

Used for muldi-link PPP, this is the unique identification shared between multi-link active calls.

Protocol (diactProtocol)
Indicates the type of service or link being provided for this call.

e PPP—The user has a PPP link running.
 Slip—The user has a Slip link running

* Telnet—The user has a telnet session running
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* Rlogin —The user has an rlogin session running

Security Llevel (diactAccesslevel)
This is the security level assigned to the selected call. Passthru is the default security level. Monitor and Change
security levels are used by the access server administrator.

*  Passthru(1)—Allows no access to the configuration screens.
* Monitor(2)—Allows read-only access to the configuration screens.
¢ Admin(4)—Allows full read and write access to the configuration screens.

e None(0)—Validation failed.

DSP Link (diactDSPIndex)
The physical DSP chip that the user’s call is on. This is a number from 0 to 59.

Interface Link (diactlFIndex)
Virtual interface in the PPP multiplexer inside the access server that accepts packets from the Ethernet port for
the connected dial-in user.

WAN Link (diactlinkIndex)
The T1/E1 WAN port number that the call is on.

Time Slot (diactSlotindex)
Shows which T1/E1 channel the call is on. This is a number from 1-30.

IP Address (diactiP)
The currently assigned IP address from the IP address pool or the RADIUS server. The remote users’ PC is
assigned to this address. The address appears in the IP address (0.0.0.0) format.

Port # on Remote Machine (diactPort)
The TCP port number being used by this connection. The range is from 0 to 65,535. Ports in the range of 0 to
1023 are well-known ports used to access standard services. Telnet uses port 23 and rlogin uses port 513.

Session
This portion of the Dial In User Statistics window (see figure 37 on page 84) shows session information for a
unique user ID.

Start time of call (diactSessionStartTime)
The amount of time the access server had been up when the call was initiated.

Time Call Is/Was Active (diactSessionTime)

The amount of time the call was/is active.

Minutes Until Timeout (diactRemainingldle)
Number of minutes remaining until idle timeout.
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Time Left In Session (diactRemainingSession)
Number of seconds remaining in this session. This value is only displayed if session timeout has been activated.

Termination Reason (diactTerminateReason)
The reason a call was disconnected.

stillActive(0)—Call is currently connected
idleTimeout(2)—Call exceeded idle timeout parameter
killed(3)—Call terminated by administrator

userHangup (5)—DSP discovered remote modem was hung up abruptly. Examples could be that the phone
line was pulled out of the wall jack or the user terminated the communications without closing the connec-
tion down. If the modems are unable to bring up the physical line by successfully negotiating the modula-

tion, userHangup will be registered if the remote modem gave up trying to complete the call.

modemCanNotConnect(6)—The modems are not able to bring up the physical line by successfully negotiat-
ing the modulation. The remote access server has given up trying further to complete the physical connection.

pppClose(8)—This termination reason will be given after PPP is initiated and the connection is discon-
nected. An example would be if LCP negotiations failed. Another cause could be if the bundlehead in a
multilink call is terminated before the tunneled call is termination.

lepClose(9)—Close initiated by LCP. normal shutdown of call

loginTimeOut(10)—Exceeded login timeout parameter

user Terminated(11)—A problem is discovered initiating the dial-in users telnet, rlogin or tcpclear session.
maxNumCalls(21)—Exceeds maximum number of channels that can be allocated to the same call.

notPapReq(24)—The access server is waiting for a PAP request packet containing the username/password
for a call but the packet received was not a PAP request packet.

nolpPoolAddr(30)—Authentication server did not assign an IP address and access had no IP address pool
defined to assign an IP address

nolpAddr(31)—Authenticator did not return an IP address for the service (e.g. telnet or rlogin) and the
default service defined does not specify the service IP address

maxLoginAttempts(32)—Exceeded maximum login attempts as defined under the Dial-in link.

invalidDefaults(44)—Default service is set to a value other than rlogin, telnet, tcpraw, ppp, slip or vpn
when using a login technique of None. No IP address is defined when using rlogin or telnet. Invalid telnet
or rlogin services ports have been defined in the default service.

noDspAvailable(45)—When the remote access server attempted to connect the incoming call to an avail-
able DSP, no DSP could be found. Some examples why a DSP could not be found are:

— DSPs are no longer available to the resource pool because they are in reboot or hardware failure states.
— DSPs are in an unavailable administrative state although they are functional.

— The DSP resource pool is split between link A and link B and a call has been routed to a link over and
above the number of DSPs allocated to that link.
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* papAuthenticationFailure(49)—Invalid username/password combination

* paplnvalidPacket(50)—Non-printable characters in username or password received from remote end dur-
ing authentication

¢ authenServerTimeout(51)—Authentication request timed out. The RADIUS server did not send a
response to the authentication request before the timer expired.

¢ authenAccountingTimeout(52)—Accounting request timed out. The RADIUS server did not send a
response to the accounting request before the timer expired.

* unknownProtocol(53)—The user initiates a PPP connection but the RADIUS replies to the remote access
server that the user is not allowed to connect using PPP.

* mfr2DisWaitCalled(54)—Call disconnected while we were waiting for the next expected called number
digit. The number of called number digits expected is more than the digits actually being sent or the Last
response code is configured incorrectly so the remote access server and switch can not continue on with the
interregister signalling.

*  mfr2DisAckCalled(55)—Call disconnected while we were in the process of sending back the ack tone for a
called number digit or while we were waiting for the termination of the far end tone in response to our ack.

¢ mir2DisAckLastCalled(56)—Call disconnected while we were in the process of sending back the ack tone
for the last expected called digit or while we were waiting for the termination of the far end tone in response
to our ack.

*  mfr2DisWaitCalling(57)—Call disconnected while we were waiting for the next expected calling number
digit. The number of calling number digits expected is more than the digits actually being sent or the Last
response code is configured incorrectly so the remote access server and switch can not continue on with the
interregister signalling.

*  mfr2DisAckCalling(58)—Call disconnected while we were in the process of sending back the ack tone for a
calling number digit or while we were waiting for the termination of the far end tone in response to our ack.

* mifr2DisAckLastCalling(59)—Call disconnected while we were in the process of sending back the ack tone
for the last expected calling digit or while we were waiting for the termination of the far end tone in
response to our ack.

¢ mifr2DisWhileComplete(60)—Call disconnected after the last expected digit was sent and acked. The num-
ber of calling digits expected may be less than the number of digits sent or the last response code for the
calling number is incorrect.

e exceedsMultiLinkLimit(64)—Exceeds multilink channel limit set either on the remote access server or in
the user entry on the RADIUS server

¢ sessionTimeout(66)—The length of the connection exceeds the session time limit allowed

* 2tpCallDisconnected—I2tp tunnel disconnected. The tunnel will be disconnected at the normal termina-
tion of the call.

The following error messages are as a result of problems with connecting to the IP address/port specified for
the connection:

* tepSideClosure(61)
e telnetError(62)
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tloginError(63)

tcpConnAborted(67)—Connection to the remote service has been disconnected abruptly. For example, the
administrator of the remote machine killed the process.

tcpConnRefused(69)—Connection to specified service on the remote machine was refused
tcpConnReset(70)—Connection was reset

tcpTimedOut(71)—Request to initiate connection to the remote service timed out. Connection timed out
because the remote side did not respond on the connection in a timely manner.

12tpCallDisconnected(80)—Client disconnected the call

12tpLNSConnectTimeout(81)—We accepted a tunnel and did not get a response from authenticator in
time (5 seconds)

12tpLACConnectTimeout(82)—We initiated the tunnel, but the other RAS didn't get back to us in time
(within 5 seconds)

v110disabled(83)—User with V110 attempted to connect but V.110 (under Dial-in > Modify Defaults is
disabled.

The following are internal access server errors. Please contact technical support if you see these termination
reasons:

noPoll(12)
ipcPutMsdErr(13)
pollErr(15)
octlErr(16)
pppPutMsgErr(17)
dsploctlErr(18)
timerErr(19)
pppOpenErr(22)
ipLinkErr(23)
pppLinkErr(25)
tcpOpenErr(26)
tcpPushErr(27)
tcpPutMsgErr(28)
invalidPrim(29)
noTimers(33)
tcpLinkErr(34)
dspLinkErr(35)
dspPutMsgErr(36)
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* noDsp(37)

¢ lisIpcErr(38)

¢ dspOpenErr(39)

e invalidCode(40)

e callContention(41)

* dspCommkErr(42)

e unknownBearerContent(43)
e dspOutOfState(46)

* dspRequestUnsupported(47)
* dspBadPrimitive(48)

* tcpNoBuffers(68)

¢ udpOpenErr(75)

* udpBindErr(76)

* 12¢pOpenErr(77)

e 12¢pLinkErr(78)

e reLinkErr(79)

State at termination (diactTerminateState)
Indicates the value of diactState when the call was terminated. A value of 0 indicates the call is still online.

PPP Statistics

This portion of the Dial In User Statistics window (see figure 38) shows PPP statistics (as 32-bit variables) of
the current user selected.

PPP Statistics

Bad Address: 0
EBad Controls: 0
Packets Too Long 0

EBad Frame Check Secquences: 0
LCP Statistics

Local Remote

WETT: 1524 1524
Multilink MERT: 2048 1524

LCP Authentication: pap(2)

ACC Wap: Coo 0 DE00:00:00:00 0z00:00:00:00
PTT Protocol Comprsn: enabledi1) dizabled(2)
AC Comprsiy enabled(1} enabled(1}
Frame Check Seq. Size; 2 : S5

Figure 38. User Statistics (PPP Statistics, LCP Statistics, IP)
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Bad Address (diStatBadAddresses)

The number of packets received with an incorrect address field.

Bad Controls (diStatBadControls)

The number of packets received on this link with an incorrect control field.

Packets Too Long (diStatPacketToolongs)

The number of received packets that have been discarded because their length exceeded the maximum receive
unit (MRU).

Note Packets that exceed the MRU but are successfully received and pro-
cessed anyway are not included in this count.

Bad Frame Check Sequences (diStatBadFCSs)

The number of packets received on this link with an incorrect control field.

LCP Statistics
This portion of the Dial In User Statistics window (see figure 38 on page 90) shows LCP statistics of the cur-
rent user selected.

Local MRU (diStatlocalMRU)

The current value of the MRU for the local PPP entity. This value is the MRU that the remote entity is using
when sending packets to the local PPP entity. This setting becomes active when the link is in the zp—able to
pass packets—operational state (for more information, refer to “Operational Status (dilpOperStatus)” on

page 93).

Remote MRU (diStatRemoteMRU)

The current value of the MRU for the remote PPP entity. This value is the MRU that the local entity is using
when sending packets to the remote PPP entity. This setting becomes active when the link is in the #p—able to
pass packets—operational state (for more information, refer to “Operational Status (dilpOperStatus)” on

page 93).

Local Multilink MRRU (diStatlcplocalMRRU)

Multilink maximum receive reconstruction unit for the local device.

Remote Multilink MRRU (diStatlcpRemoteMRRU)

Multilink maximum receive reconstruction unit for the remote device.

LCP Authentication (LCPAuthOptions)

Authentication type used by the dial-in user. The following options are available:
e none(1)

* pap(2)

e chap(3)

MSChap(4)—not currently implemented
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* tacacs(5)—not currently implemented
* edp(6)

¢ ShivaPap(7)—not currently implemented

ACC Map (diStatlocalToPeerACCMap)

The current value of the ACC Map used for sending packets from the local modem to the remote modem. The
local modem sends this character map to the remote peer modem to ensure that the data being transferred is
interpreted correctly. This setting becomes active when the link is in the #p—able to pass packets—operational
state (for more information, refer to “Operational Status (dilpOperStatus)” on page 93).

Peer-Local ACC Map (diStatPeerTolocal ACCMap)

The current value of the ACC Map used by the remote peer modem when transmitting packets to the local
modem. The local modem sends this character map to the remote peer modem to ensure that the data being
transferred is interpreted correctly. The remote peer modem combines its ACC Map with the map received
from the local modem. This setting becomes active when the link is in the #p—able to pass packets—opera-
tional state (for more information, refer to “Operational Status (dilpOperStatus)” on page 93).

Local-Remote PPP Protocol Comprsn (diStatlocalToRemoteProtComp)

Indicates whether the local PPP entity will use protocol compression when transmitting packets to the remote
PPP entity. This setting becomes active when the link is in the #p—able to pass packets—operational state (for
more information, refer to “Operational Status (dilpOperStatus)” on page 93). These are the available options:

* disabled(0)—PPP compression is disabled
* enabled(1)—PPP compression is enabled

Remote-Local PPP Protocol Comprsn (diStatRemoteTolocalProtComp)

Indicates whether the remote PPP entity will use protocol compression when transmitting packets to the local
PPP entity. This setting becomes active when the link is in the #p—able to pass packets—operational state (for
more information, refer to “Operational Status (dilpOperStatus)” on page 93). These are the available options:

¢ disabled(0)—PPP compression is disabled
¢ enabled(1)—PPP compression is enabled

Local-Remote AC Comprsn (diStatlocalToRemote ACComp)

Indicates whether the local PPP entity will use address and control compression (ACC) when transmitting
packets to the remote PPP entity. This setting becomes active when the link is in the #p—able to pass pack-
ets—operational state (for more information, refer to “Operational Status (dilpOperStatus)” on page 93).
These are the available options:

e disabled(0)—ACC is disabled
e enabled(1)—ACC is enabled
Remote-Local AC Comprsn (diStatRemoteTolocal ACComp)

Indicates whether the remote PPP entity will use address and control compression (ACC) when transmitting
packets to the local PPP entity. This setting becomes active when the link is in the #p—able to pass packets—
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operational state (for more information, refer to “Operational Status (dilpOperStatus)” on page 93). These are
the available options:

e disabled(0)—ACC is disabled
e enabled(1)—ACC is enabled

Transmit Frame Check Seq. Size (diStatTransmitFcsSize)

The size of the Frame Check Sequence (FCS) in bits that the local node will generate when sending packets to
the remote node. This setting becomes active when the link is in the #p—able to pass packets—operational
state (for more information, refer to “Operational Status (dilpOperStatus)” on page 93). The values are from
0 to 128.

Receive Frame Check Seq. Size (diStatReceiveFcsSize)

The size (in bits) of the frame check sequence (FCS) that the remote node will generate when sending packets
to the local node. This setting becomes active when the link is in the #p—able to pass packets—operational
state (for more information, refer to “Operational Status (dilpOperStatus)” on page 93). The values are from
0 to 128.

P
This portion of the Dial In User Statistics window (see figure 39) shows operational status and the type of IP
compression used.

IP

Crperational Status: 1
Local-Remote VT Protocel Comprsn: wi-tep(2)
Eemote-Local VT Protocol Compran: wi-tep(2)

Eemote Max Slot I 15

Local Ias Slot ID: 15

Mewxt Hop Gateway: 0.0.0.0

Primary Dormain Name Server: -~ 192.49.110.149

Secondary Domain Mame Server: 192205242 132
Filters:

Figure 39. IP window
Operational Status (dilpOperStatus)
The current operational state of the interface. These are the available options:
¢ up(l)—able to pass packets
¢ down(2)—unable to pass packets

* testing(3)—in test mode and unable to pass packets

Local-Remote VJ Protocol Comprsn (dilpLocalToRemoteCompProt)
The IP compression protocol that the local IP entity uses when sending packets to the remote IP entity. The
available settings are:

* none(l)—no compression
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* vjTCP(2)—compression is enabled

Remote-Local VJ Protocol Comprsn (dilpRemoteTolocalCompProt)
The IP compression protocol that the remote IP entity uses when sending packets to the local IP entity. The
available settings are:

* none(l)—no compression

* vjTCP(2)—enabled

Remote Max Slot ID (dilpRemoteMaxSlotld)
The Max-Slot-1d access server parameter that the remote node has announced and that is in use on the link. If
vjTCP header compression is not in use on the link, the value of this object will be 0. The range is from 0 to 255.

Local Max Slot ID (dilpLocalMaxSlotld)

The Max-Slot-Id access server parameter that the local node has announced and that is in use on the link. If
vjTCP header compression is not in use on the link, the value of this object will be 0. The range is from 0 to 255.

Next Hop Gateway (diForceNextHop)
All packets received on the dial-up link are forwarded to this gateway. A setting of 0.0.0.0 indicates that this
option is not in effect.

Primary Domain Name Server (diactPrimaryDNS)
This is the DNS sent to us using RADIUS attribute 135.

Secondary Domain Name Server (diactSecondaryDNS)
This is the DNS sent to us using RADIUS attribute 136.

Filters (diStat|pFilterAto))

The filters applied to the user’s connection. This includes inactive filters. If an inactive filter is activated, the
rules of the filter will be applied immediately to the connection.
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This portion of the Dial In User Statistics window (see figure 40) shows the phone numbers that were used by

this caller.

Phone

Murmber Called: 1165
Mumber Called From: 3015552873

Data

Clctets Sent: 44817
Cictets Recetved: 108439
Packets Sent: 462
Packets Eeceived: 1135
Ead Packets: ]

Physical Layer

Connection Ilodulation: a4
Transmit Connection Speed: 31200
Eecewe Connection Speed: 31200
Error Correction Protocel,  w42(2)

Data Compression Protocel: wd2bis(2)

Modulation Symbol Bate: 3429
Locally Initiated Eenepotiates 2
Locally Inttiated Eetramns 0
Eetmote Tnitiated Eenegotiates 2
Eemote Tnitiated Eetrains 1

Figure 40. User Statistics (Phone, Data, Physical Layer)

Number Called (diactNumberDialed)

The phone number that was used to dial into the access server.

Number Called From (diactCallingPhone)

The user’s phone number—this is a caller ID feature.
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Data
This portion of the Dial In User Statistics window (see figure 40 on page 95) describes the amount of PPP data
sent and received by this user.

Octets Sent (diactSentOctets)
The number of octets (bytes) sent during this call.

Octets Received (diActReceivedOctets)
The number of octets (bytes) received during this call.

Packets Sent (diactSentDataFrames)
The number of packets sent to the user during this call. Version 6 nomenclature for a packet is Ipv6 header
plus payload.

Packets Received (diactReceivedDataFrames)
The number of packets received by the user during this call. Version 6 nomenclature for a packet is Ipv6 header

plus payload.

Bad Packets (diactErrorFrames)
Number of bad received packets received during this call. Bad packets are those that failed CRC error checks.

Physical Layer

This portion of the Dial In User Statistics window (see figure 40 on page 95) contains statistics about the
modem connection. It includes modulation, levels, and other modem-related statistics that are helpful when
troubleshooting modem problems. This section covers only modem-type statistics, not ISDN connections.

Connection Modulation (diactModulation)
The modulation type of the modem link (for example, V.34). The modem link can have these modulation or
data types:

e unknown(0)

e v21(1)—V.21 modulation

e v22(2)—V.22 modulation

* v32(3)—V.32 modulation

* v34(4)—V.34 modulation

e k56(5)—K56 Flex modulation

e x2(6)—X.2 modulation

* v90(7)—V.90 modulation

e v110(8)—V.110 modulation (not currently implemented)
e isdn64(9)—ISDN 64 modulation

¢ isdn56(10)—ISDN 56 modulation (not currently implemented)
* 12tp(11)—12¢tp tunnelled multilink call
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* phase2(20)—Phase 2, an advanced state of modulation in v34 and higher
* answerack(21)—acknowledgement phase of modulation

* V92(22)—V.92 modulation

¢ moh(23)—Modem is using V.92’s modem-on-hold feature

* v23(24)—V.23 modulation

Transmit Connection Speed (diactTxSpeed)

The connected speed of the modem link (for example, 28.8 bps). These values, in bits per second, range from

300-33,600.

Receive Connection Speed (diactRxSpeed)

The connected speed of the modem link (for example, 28.8 bps). These values, in bits per second, range from

300-53,000.

Error Correction (diactErrorCorrection)
The modem error correction scheme used during this call.

e None(1)—No error correction on the call
e V42(2)—Error correction mode

e V120(4)—Mode for ISDN B

Data Compression Protocol (diactCompression)
The modem data compression technique used during this call.

* None(1)—No compression
*  V42bis(2)—Compression is running
* Stac(4)—Compression is running

* v44(5)—V44 compression is running

Modulation Symbol Rate (diactSymbolRate)

The modulation symbol rate during the call. This is used only when in V.34 and above modulations.

Locally Initiated Renegotiates (diactlocalRenegotiates)
The number of times the local modem has initiated a modem speed renegotiate.

Locally Initiated Retrains (diactlocalRetrains)
The number of times the local modem has initiated a modem carrier retrain.

Remote Initiated Renegotiates (diactRemoteRenegotiates)
The number of times the remote modem has initiated a modem speed renegotiate.

Remote Initiated Retrains (diactRemoteRetrains)
The number of times the remote modem has initiated a modem carrier retrain.
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Introduction

This Dial Out main window (see figure 41) is where you can change items that are associated with making
BBS-style (i.e., character-based) dial out connections from the access server to remote locations—including
login, maximum time, session, physical layer, and outgoing modem configuration information.

Click on Dial Out under the Configuration Menu to display the Dial Out main window.
The Dial Out window contains the following items:

e Statistics for individual users (for example, user test, as shown in figure 41). For more information about the
statistics displayed on the Dial In main window, refer to “Dial Out Main Window” below.

To view or modify individual user settings, select an active user in the State column (for example, if you
wanted to modify user test, you would click on the online(3) link next to test’s username. For more infor-
mation about modifying individual user settings, refer to “Dial Out User Statistics window” on page 109.

¢ Details link—clicking on the Details... link takes you to the page where you can view current dial out
parameters. For more information about the Details page, refer to “Dial Out Details window” on page 103.

* Modify link—clicking on the Modify... link takes you to the page where you can make global changes to
items that are associated with dial-out operations—including modifying login settings, attempts, maximum
time, modem configuration settings. For more information about the Modify page, refer to “Dial Out

Modify window” on page 104.

DIAL OUT -
Active Calls: 0

Details. . Modify.

Tser State Session Tine Disconnect Eeason

test  ooline3 024736 hors  still Active(D)

Figure 41. Dial Out main window

Dial Out Main Window

The Dial Out window displays statistics for individual users. The following sections explain the meaning of
each statistics.

Total Active Calls (doActive)
The total number of active calls.

User (doactUsername)
The username that the caller entered.
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State (doactState)
Indicates current call progress as follows:

* authenticating(0)—User connection to dial-out port is in the authentication process

e commandmode(1)—Dial-out user is connected to access server, but has no active outbound call
* connecting(2)—Dial-out user is connecting to remote site

* online(3)—Dial-out user is connected to remote site

e dead(4)—Dial-out user has disconnected from remote access server

e kill(5)—Kills dial-out user’s connection to access server

Session Time (doactSessionTime)
The amount of time the call session has been active.

Disconnect Reason (doactTerminateReason)
The reason a call was disconnected, listed as follows.

¢ stillActive(0)—call is currently connected.
¢ idleTimeout(2)—call exceeded idle timeout parameter.
¢ killed(3)—call terminated by administrator.

* userHangup (5)—DSP discovered remote modem was hung up abruptly. Examples could be that the phone
line was pulled out of the wall jack or the user terminated the communications without closing the connec-
tion down. If the modems are unable to bring up the physical line by successfully negotiating the modula-
tion, userHangup will be registered if the remote modem gave up trying to complete the call.

* modemCanNotConnect(6)—The modems are not able to bring up the physical line by successfully negoti-
ating the modulation. The access server has stopped trying to complete the physical connection.

e ModemError(7)—Not able to activate the modem. NO CARRIER shown to user.

* loginTimeOut(10)—Exceeded login timeout parameter.

¢ userTerminated(11)—A problem is discovered initiating the dial-out users telnet, rlogin or tcpclear session.
* maxLoginAttempts(32)—Exceeded maximum login attempts as defined under the Dial-out link.

¢ sessionTimeout(66)—The length of the connection exceeds the session time limit allowed

The following are internal access server errors. Please contact technical support if you see these termination
reasons:

* noPoll(12)

e pollErr(15)

e joctlErr(16)

* dsploctlErr(18)
e timerErr(19)

¢ tcpOpenErr(26)
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* tcpPushErr(27)

¢ tcpPutMsgErr(28)
e invalidPrim(29)

e noTimers(33)

* tcpLinkErr(34)

¢ dspLinkErr(35)

* dspPutMsgErr(36)
¢ lisIpcErr(38)

¢ dspOpenErr(39)

e invalidCode(40)

* dspCommErr(42)

e unknownBearerContent(43)

Dial Out Details window

8 ¢ Dial Out

The Dial Out Details window (see figure 42) shows the active Dial Out configuration of the access server.
Scroll down the window to view additional Dial Out access server parameters.You can modify Dial Out
parameters by clicking on the Modify... link (see figure 42). For more information about modifying Dial Out
settings, refer to “Dial Out Modify window” on page 104.

Dial Out Details window

DIAL O

UT -

Active Calls; 0

Wlodifr
Login

TP Port:
TCF Type:

24
telnet(0).

Eestrict To Lan:. disable(1)
Login Techrique:  text(2)
TTsername Prompt: Usemame:

Password Prompt: Password:

Trtial Banner;

Attempts

Failure Banner:

Figure 42. Dial Out Details window
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Dial Out Modify window

8 ¢ Dial Out

The Dial Out Modify window (see figure 43) is where you can make changes to the following:

* Login settings (see “Modify Login”)

* Maximum number of login attempts and the authentication failure banner (see “Modify Attempts” on

page 105)

e Maximum session time, idle time, time to login, and call history timeout (see “Modify Maximum Time” on
g y

page 1006)

¢ Outgoing modem configuration parameters “Modify Modem Configuration” on page 107)

To reach this window, select Modify from the Dial Out Details window or in the Dial Out main window.

DIAL OUT

Login

TCP Fort: |24

TCP Type
Eestrict To Lan:
Login Techmque:

Tsername Frompt: |Usermarme:

Password Prompt: [Fassword:

Initial Batner; |

Attempis

Failure Eanner: |

Login Attempts Allowed: |3

Figure 43. Dial Out Modify window (Login, Attempts)

Modify Login

Use this section to configure the outgoing TCP port and general login information.

TCP Port (doTepPort)

The TCP port number that the dialout operation will listen to for connections.

TCP Type (doServiceType)

TCP Service Type that will be placed on the TCP connection when established.

¢ telnet(0)—Telnet protocol.

¢ tcpclear(1)—All 8 bits are passed unchecked and unaltered.

Dial Out Modify window
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Restrict to Lan (doRestrictToLan)
Enabling the restriction to LAN will stop dialout attempts from originating at any port other than the LAN
port. The options are defined below:

e disable(1)
e enable(2)

Login Technique (dolLoginTechnique)

This variable defines the login sequence that a dial-up user will see. The options are defined below:
* none(1)—Simply connecting to the TCP pipe enables dialout.

*  text(2)—A valid username must be entered. If the username is a static user with no password defined, the
connection will complete without requesting a password. Otherwise, a valid password must be entered.

Username Prompt (doUsernamePrompt)
This prompt for a username is displayed at user authentication time. A valid username should consist of ASCII
characters and can include carriage returns and line feeds. For example, the prompt could be:

Enter your username:

Password Prompt (doPasswordPrompt)
This prompt for a password is displayed at user authentication time. A valid password should consist of ASCII
characters and can include carriage returns and line feeds. For example, the prompt could be:

Enter your password:

Initial Banner (doBanner)
This is usually a message welcoming the user. The message should consist of ASCII and can include carriage
returns and line feeds.

Modify Attempts

This portion of the Dial Out Modify window (see figure 43 on page 104) describes configuring the maximum
number of login attempts and the authentication failure banner.

Failure Banner (doFailureBanner)
This defines a message that will be displayed to a user if authentication fails. This message only appears when
the authentication technique is Text.

Login Attempts Allowed (doAllowAttempts)

The maximum number of attempts a user will be given to login before being disconnected. This applies to Text
authentications only.
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Modify Maximum Time

8 ¢ Dial Out

This portion of the Dial Out Modify window (see figure 44) describes configuring the maximum session time,

idle time, time to login, and call history timeout settings.

Maximum Time (0 = efernal)

Magimum Session Time (min): E_D-_

Maximurm Idle Time (min): |15

Time to lagin (sec): |60

Call history timeout {min): |60

V.92 Configuration

WO enable{l} =%

Quick Connect: enable(1) %
Maodem on Haold: enable(1) %

Modem on Hold Timeout: | never{13) ¥
-

Modem Configuration

Magimum Speed: |64DDD ) )
TRt Speed: [goo— _

Guard Tone; toneNone(l} %

Carrier Loss Duration: |14

Retrain: [ retrain{1) ¥ ]
T Level: I-ié_" AR
Protocol: 3
Compression:
Restrict Modification:

Figure 44. Dial Out Modify window (Maximum Time, V.92 Configuation, Modem Configuration)

Maximum Session Time (doSessionTimeout)

This is the maximum time (in minutes) that a connection is allowed to be maintained. After this time the con-
nection will be terminated, even if there is active traffic on the connection. This is a default setting which can

be overridden by the authentication of a specific user.

Maximum Idle Time (doldleTimeout)

This is the maximum time (in minutes) that a connection is allowed to be idle with no traffic. After this time,
the connection will be terminated. This is a default setting that can be overridden by the authentication of a

specific user.

Dial Out Modify window
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Time to Login (sec) (dologinTimeout)

This is the maximum time (in seconds) that a user is given to log in. This only applies to the time before the
user is authenticated. This setting should take into account any time delays incurred when querying a remote
authentication server (such as a RADIUS).

Call History Timeout (min) (dolingerTime)
Number of minutes a MIB entry remains in the Active table after the call it pertains to is disconnected. This
setting is the amount of time dead calls remain on the dial out page.

Modify V.92 Configuration
This portion of the Dial In Modify Default window (see figure 29 on page 71) describes modifying the V.92
Configuration parameters.

V.92 Features (diModemV92Enable)
Enables and disables V92 functionality.

Quick Connect (diV92QuickConnect)

Quick connect shortens a modem’s time to learn a phone line’s characteristics by reusing some information pre-
viously learned. This setting enables or disables quick connect.

Modem on Hold (diV92ModemOnHold)

Modem on Hold allows a user to accept a phone call without breaking the connecting to the Internet. This set-
ting enables or disables modem on hold

Modem on Hold Timeout(diV92ModemOnHoldTimeout)

If modem on hold is enabled, sets the length of time the user can be in the modem on hold state before discon-
necting the call.

V.59 Messages to Radius(diV59Enable)

V.59 specifies a set of Modem Managed Objects (MMO) intended for modem diagnostics across "standard-
ized" interfaces on V-series modems. This will allow information from the remote modem to be accessed for
fault finding and performance optimization. This setting enables or disables the sending of V.59 packets to the
RADIUS server using the RADIUS protocol.

Note V.59 generates an enormous amount of data. This can interfere with
your RADIUS servers ability to perform authentication and account-
ing and fill up hard disk space on your server. It is recommended that
you only enable this feature when performing specific troubleshooting.

Modify Modem Configuration
This portion of the Dial Out Modify window (see figure 44 on page 106) describes modifying the outgoing
modem configuration.

ISDN (doModemISDNEnable)

Enables ISDN modulation. Not currently implemented.
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V90(diModemV9P0Enable)

Enables or disables V90 modem modulation

K56flex(diModemK56Enable)

Enables or disables K56flex modem modulation

V34(diModemV34Enable)

Enables or disables V34 modem modulation

V32(diModemV32Enable)
Allows V.32 and V.32bix modulations up to 14.4 kbps. The following options are available:

¢ disable(0)—neither option is enabled

¢ enable(1)—support V.32 and V.32bis modulations.

V23(diModemV23Enable)

Enables or disables V23 modem modulation

V22 ([doModemV22Enable)
Allow V.22 or Bell 212 modulations. The following options are available:

¢ disable(0)—Neither option is enabled
e enableV22(1)—V.22 modulation is enabled
e enableBell212(2)—Bell 212 modulation is enabled

V21 (doModemV21Enable)
Allow V.21 or Bell 103 modulations. The following options are available:

¢ disable(0)—Neither option is enabled
e enableV21(1)—V.21 modulation is enabled
e enableBell103(2)—Bell 103 modulation is enabled

Maximum Speed ([doModemMaxSpeed)

This setting determines the fastest data rate that will be negotiated.

Minimum Speed ([doModemMinSpeed)

This setting determines the slowest data rate that will be negotiated.

Guard Tone ([doModemGuardTone)
Normally a guard tone is not required. But, one can be inserted. This operates for Phase Shift Key modulations
only.

e toneNone(1)

e tonel800(3)
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Carrier loss Duration (doModemCarrierlossDuration)
The number of seconds the carrier must be lost before the connection is determined to have been lost. A set-
ting above 25 indicates forever.

Retrain (doModemRetrain)
Enables the modem to monitor the line quality and request a fallback or retrain for poor quality and a fall for-
ward for good quality.

e none(0)—Do not allow modem to retrain, fallback, or fall forward
¢ retrain(1)—Allow the modem to retrain if the line quality is poor

¢ fallForwardFallBack(2)—Allow the modem to fallback to a slower speed if the line quality is poor, of fall
forward to a faster speed if the line quality is good

Tx Level (doModemTxLevel)

Not currently implemented.

Protocol (doModemProtocol)
Assigns the data error correction protocol to use with the modem. The following options are available:

* Direct(0)—No compression will be used.

* requestV42(1)—Enable V.42 compression. If this is selected, the modem will either negotiate for V.42 data
compression or—if V.42 compression is not available—will use no data compression.

* requireV42(2)—V.42 data compression is mandatory, otherwise disconnect.

Compression [doModemCompression)
Assigns the data compression protocol to use with the modem. This setting is in effect only when V.42bis error
correction (see “Protocol (doModemProtocol)”) is active.

* Direct(0)—No compression will be used.

* requestV42bis(1)—Enable V.42bis compression. If this is selected, the modem will either negotiate for
V.42bis data compression or—if V.42bis compression is not available—will use no data compression.

* requireV42bis(2)—V.42bis data compression is mandatory, otherwise disconnect.

*  V44(3)—allows V.44 and V.42bis data compression.

Restrict Modification (doModemRestrictMods)
Enabling this feature restricts the dialout user from modifying the modem settings. Normally, the dialout user
has the ability to alter modem operation through the use of AT commands.

¢ disable(0)—The user can alter modem operation through the use of AT commands

¢ enable(1)—The user is prevented from modifying the modem settings

Dial Out User Statistics window

This window shows statistics for individual dial out users. The hyperlink headings DSP Link, and WAN Link
shown below point to the DSP and WAN information used for the dial-out call. For specific details on the
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function of parameters defined under these sections, refer to the appropriate section under the access server
Configuration Menu

The Dial Out User Statistics window (see figure 45) is where you can view the following:
* Unique ID information (see “Unique ID” on page 110)

e Activity time for the current or most recent session (see “Session” on page 111)

* Phone information (see “Phone” on page 111)

* Data transfer statistics (see “Data” on page 112)

¢ Physical layer configuration information (see “Physical Layer” on page 112)

DIAL OUT

Unique ID: 4

Current Progress: | connecting(2) 2]
DSP Link: 18

WAN Link: 1

Time Slot: 3

Session

Time Call 18/Was Active: 26.86 sec
Minutes Until Timeout: = 15
Time Left In Session: ~ 33.14 sec

Phone
Number Called: 3015551165
Figure 45. Dial Out User Statistics window (Unique ID, Session, Phone)

To view individual user statistics, select an active user in the State column on the Dial Out main window (see
“Dial Out Main Window” on page 101). For example, if you wanted to view user test, you would click on the
online(3) link next to test’s username.

Unique ID

This portion of the Dial Out User Statistics window (see figure 45 on page 110) is where you can view current
call progress, and the DSP, WAN link, and time slot this call the call is using.

Current Progress (doactState)
Indicates current progress.

* authenticating(0)—User connection to dial-out port is in the authentication process

e commandmode(1)—Dial-out user is connected to access server, but has no active outbout call
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* connecting(2)—Dial-out user is connecting to remote site
e online(3)—Dial-out user is connected to remote site
e dead(4)—Dial-out user has disconnected from remote access server

e kill(5)—Kills dial-out user’s connection to access server

DSP Link (doactDSPIndex)
Indicates which DSP the current call is using (points to a DSP table).

WAN Link (doactlinkIndex)
Indicates which WAN link the current call is using (points to the Link table).

Time Slot (doactSlotindex)

Indicates which time slot the current call is using.

Session
This portion of the Dial Out User Statistics window (see figure 45 on page 110) contains activity time for the
current or most recent session.

Time Call Is/Was Active (doactSessionTime)

The amount of time this call is/was active.

Minutes Until Timeout (doactRemainingldle)
Number of minutes until idle timeout (counts down).

Time Left In Session (doactRemainingSession)
Amount of time left in this session (counts down).

Phone
This portion of the Dial Out User Statistics window (see figure 45 on page 110) shows the phone numbers
that were used by this caller.

Number Called (doactNumberDialed)

The phone number that was dialed into.
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Data

Jctets Sent: ]
Octets Becemed: 0

Physical Layer

Zonnection IModulation: unknow((l)
Tx Comnection Speed: 0

Ez Connection Speed: a0

Error Correction Protocol:  unknown(0)
Data Compression Protocol  unkmowni()
Modulation Symbol Eate: ]
Locally Initiated Eenegotiates 0
Locally Inttiated Eetrains 0
Eemote Initiated Renegotiates O
Eemeote Initiated Eetraihs 0

Figure 46. Dial Out User Statistics window (Data, Physical Layer)

Data
This portion of the Dial Out User Statistics window (see figure 46) describes the amount of data sent and
received by this user.

Octets Sent (doactSentOctets)
The number of octets sent on this call.

Octets Received (doactReceivedOctets)
The number of octets received on this call.

Physical Layer

This portion of the Dial Out User Statistics window (see figure 46) contains statistics about the modem con-
nection. It includes modulation and other modem-related statistics that are helpful when troubleshooting
modem problems. This section covers only modem-type statistics, not ISDN connections.

Connection Modulation (doactModulation)
The modulation of the link.

e unknown(0)
.« v21(1)
° v22(2)
* v32(3)
* v34(4)
* k56(5)
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* v90(7)

¢ v110(8)—Not currently implemented.

¢ isdn64(9)—Not currently implemented.

* isdn56(10)—Not currently implemented.

* 12tp(11)—Not currently implemented.

* phase2(20)—Phase 2, an advanced state of modulation in v34 and higher

* answerack(21)—Acknowledgement phase of modulation

Connection Speed (doactSpeed)
The connected speed of the link.

Error Correction Protocol (doactErrorCorrection)
The error correction scheme used on this call.

e unknown(0)

* none(1)

* v42(2)

* mnp(3)

° v120(4)

Data Compression Protocol (doactCompression)
The compression technique used on this call.
e unknown(0)

* none(1)

e v42bis(2)

¢ mnp5(3)

Modulation Symbol Rate (doactSymbolRate)
The symbol rate of the call (modem only).

Locally Initiated Renegotiates (doactlocalRenegotiates)

The number of times the local side (this unit) has initiated a modem speed renegotiate.

Locally Initiated Retrains (doactlocalRetrains)
The number of times the local side (this unit) has initiated a modem carrier retrain.

Remote Initiated Renegotiates (doactRemoteRenegotiates)
The number of times the far modem has initiated a modem speed renegotiate.

Dial Out User Statistics window
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Remote Initiated Retrains ([doactRemoteRetrains)
The number of times the far modem has initiated a modem carrier retrain.

Supported AT commands

The following commands are supported for dial-out:
° at

* atdt

 ath

° at

* ato

The following commands are allowed, but they do nothing more than return OK:
¢ all & commands

e all § register commands

° ate

e atk

* atm

* atv

¢ atz

An example demonstrating how Dial-Out is used

1. Display the Dial-Out main window.
Click on the Modify link.

Set the TCP port to 24 or some other unused port.

— Set TCP Type to telnet.

Set Login Technique to Text.
— Click on Submit Query.

2. Display the Authentication main window. Scroll down until Static User Identification is displayed (see
figure 18 on page 39) then click on Static User Identification.

— Refer to “Adding Static Users” on page 39 to create a static user with dialOut as the service.
— Click on Submit Query.

3. Telnet x.x.x.x aa
where x.x.x.x is the IP of your remote access server and
aa is the port Dial-Out is listening to for connections

4. Log in as the user you made in the static database in step 2.

5. At the OK prompt, type A7D7 then a phone number.
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Introduction

The Drop and Insert window (see figure 47) contains setup objects associated with using the access server as a
drop and insert box to an upstream or downstream location.

DROP AND INSERT . U : Se'rver_I

Session Timeout: ID

Clall History Timeout: IsD

Subrmit Query |

Active Calls 1
Criginating . - Destination T

Link Link Called Session
[P Channel Channel : Caling Remaining - State
3 ] 1 : unknown 28.57 gec ; dead(B)
' TR R N 1 ¢ umknown . 0.00zec . KILL..
o Al 1 : unknown 5890 zec ¢ online(4)
i A RHED sl unknown ' 0.00sec EILL.

Figure 47. Drop and Insert window

Click on Drop and Insert under the Configuration Menu to display the Drop and Insert main window.

Drop and Insert main window

This Drop and Insert window contains channel information for each unique session ID. If there are no drop
and insert connections to the access server, this screen will be blank.

Session Timeout (drSessionTimeout)

This is the maximum time (in minutes) which a connection is allowed to be maintained. After this time the
connection will be terminated, even if there is active traffic on the connection. A setting of 0 disables the time-
out.

Call History Timeout (drLingerTime)
Number of seconds a MIB entry remains in the Active table will remain after the call is disconnected.

Active Calls (drActive)

The total number of active calls.

Session ID (dractindex)
Unique identification of this active call
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Originating Link (dractLinkindex)
Which WAN link this call originated on.

Originating Channel (dractChannel)
Which channel this call originated on.

Passed to Link (dractPassLinkindex)
Which link this call was passed to.

Passed to Channel (dractPassChannel)
Which channel this call was passed to.

Number Dialed (dractNumberDialed)

The phone number that was used to dialed into the server (if this service is available from the exchange).

Calling Number (dractCallingPhone)

The phone number that was dialed from (if this service is available from the exchange).

Session Time (dractSessionTime)
The amount of time this call was/is active.

Remaining Time (dractRemainingSession)
The amount of time remaining in this session.

State (dractState)

Indicates current call progress.

¢ setup(1)—Idle state waiting for call to be attached

e alerting(2)—Channel is being alerted for transfer of call connecting on other WAN link
* flash(3)—An incoming and outgoing call are contending for the same channel

* online(4)—Call is actively being transferred through remote access server

¢ sessiontime(5)—Call is transitioning to down state

* clearForward(6)—Call is transitioning to down state

* clearBackward(7)—Call is transitioning to down state

e dead(8)—Call is disconnected

 kill(9)—Call is disconnected by administrator

How Drop and Insert works

The Telco informs the RAS that a call is inbound on a specific channel. If the desired function for that channel
is set for droplnsert then the RAS will redirect the call out another WAN port (see figure 48). In effect, it looks
as if the RAS is not there.
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Telco
WAN A

RAS

WAN B X PBX

Figure 48. Drop and insert diagram

Note This functionality can only be done on robbed bit lines. You can not
perform drop and insert on a PRI line.

Using Drop and Insert
1. Configure each WAN port doing drop and insert. Links 1 and 2 perform drop and insert together. Links 3
and 4 perform drop and insert together.

The line type/coding for all of the lines can be either D4/AMI or ESF/B8ZS
WAN A can have the following types of line signalling:
— EMWinkStart

—  GroundStart
— LoopStart
— EMImmediate

WAN B and x on PBX must be configured identically.
WAN B can have the following types of line signalling:
— EMWinkStart

—  EMImmediateStart

2. Set the Desired Function for each channel on WAN A and B to droplnsert(7) (using channel assignment
under the T1/E1 link that is going to be performing drop and insert). The channels on WAN A selected
for drop and insert must match the channels on WAN B selected for drop and insert.

Note We do not send digits with the EMWinkStart signalling. What this
means is that you can not direct the inbound call to a specific exten-
sion on the PBX.
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