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Product Specification

*Important Note*

The changes that have been made are as follows

· Accounting STOP on Secondary Address[#12028] 

FEATURES ADDED IN THIS RELEASE
DNIS Enhancements 

Requirements 

The following set of features under test had been developed per Patton Electronics commitments to EDS to enhance existing dial-in telnet capabilities of the Patton's RAS product family. The set of features described below had been implemented in the Release 3.5.6: 

· Support for the telnet binary option (RFC 856). 

· Support for he telnet Environment USER option. (RFC 1572). 

· DNIS lookup of user-id/IP addresses based on the calling phone number 

· DNIS lookup to select ASCII or binary telnet mode based on the calling phone number. 

· User interface (Web/MIB/CLI) upgrades to enable user to configure DNIS mapping options describe above. 

The product features described above enable the following functionality desired by the user (EDS): 

· Permit 8-bit data transfer protocol such as X Modem. Y modem, Z Modem, Kermit or Blast over Telnet session to a UNIX sever. 

· Allow for login access to server by providing user-id upon the telnet daemon request and subsequent user telnet option exchange. 
Usage 
The functionalities described are utilized by creating DNIS group(s) and DNIS profile for each calling phone number of interest. For information of how to create the DNIS group and the DNIS profile see Chapter 7 of [1]. Two new input entries have been added to the DNIS profile setup (Web/MIB/CLI): 

· Telnet Mode ( 0 –ASCII, 1 – Binary); 

· Telnet UserId? (string up to 15 characters); 

The DNIS profile(s) can be set in two different ways: 

1. Per CALLED number: Configured DNIS profile would apply for all calls TO the number specified in the DNIS Profile regardless of the calling number. 

OR 

2. Per CALLING number Configured DNIS Profile would apply only for the calls made FROM the number specified in the DNIS Profile. 

In either case the same "Dialed Number" field should be used. 

It works as following: 

The DNIS profile lookup first tries to find the match for a given CALLED number. If the Profile for a given number is not found, it tries to find the match for a given CALLING number. If the Profile for a given number is not found, default configuration is used. 

If no DNIS groups/profiles have been created, or if a calling number does not match number in any of the configured groups, ASCII telnet mode will be used for the call, and no telnet environment user option exchange would take place. 

The updated DNIS Profile Window of the RAS 3120 Web interface is depicted on Figure 1 below: 

* DNIS Profile: 

KNOWN LIMITATIONS

1.) Dialout and Callback is not supported with E1R2 signaling.

2.) If the first call on any DSP instance is a dialout call on a robbed bit line, the call will fail.  Each call after that on that dsp will dial properly.

3.) When dialing out with the 2960/2996/3120, the port cannot act as a v.90/K56/v.92 client.  It can only operate in server mode. This means max modulation for outbound calls is v.34. This does not apply to callback.
4.) Script based callback is not supported at this time.
OUTSTANDING PROBLEMS

1.) When resetting PPP links every 30 seconds, a reboot can occur after several days.

2.) When doing callback or dial-out to certain modems, either the modem has to be forced to V.90 or the RAS dial-out has to be forced to v.34 for the call to connect.
Hardware Specification

WAN
Four individual RJ-48C connections

T1 or E1 support with software control, per port

T1 1.544 Mbps with: D4 or ESF framing, AMI or B8ZS, FCC part 68 compliant

E1 2.048 Mbps with: double frame or CRC4 framing, AMI/HDB3, CTR-4 compliant

LAN

One (1) Ethernet 10/100 Mbps 10Base-T and 100base-TX port (2960,2996)

Two (2) Ethernet 10/100 Mbps 10Base-T and 100base-TX ports (3120)

Single RJ-45 connection (2960,2996)

Dual RJ-45 connection (3120)

Auto detection and fallback to 10 Mbps

Full duplex (100+100) operation

Full bandwidth 100 Mbit LAN to local internal DRAM.

CONTROL PORT
RS-232 Asynchronous

RJ-45 style connection (in accordance with EIA-561)

Low data throughput

Management interface only, VT-100 terminal operation

Hardware capable of hardware flow control

Hardware capable of CD and DTR control of external modem

NOT capable of synchronous operation

Hardware capable of up to 115 Kbits, software fixed to 19,200.

LED DISPLAY
The front panel has LEDs for:

Power – GRN if power is being applied.  Flashing RED if a Power Supply has failed.

CPU Fail – RED if the i960 CPU has failed.

Alarm – YELLOW indicates an alarm situation that needs attention.

System – a heartbeat for the product

Ethernet A – Link Status indicator for the first EN port (GRN)

Ethernet B - Link Status indicator for the second EN port (GRN) (3120)

Calls Active – Flashing GRN if call negotiating, solid GRN if calls currently connected

Expansion – PMC module installed (3120) 

WAN Frame – activity of each of the four (4) ports (GRN)

WAN Error – activity for each of the four (4) T1/E1/PRI links (RED)

CPU Core

Intel 80960VH main processor running at 100Mhz

Flash, 4 Mbytes, (transferred to DRAM at boot time)

DRAM, 64 Mbytes, single bank EDO

PMC Module

Support for one PMC (PCI Mezzanine Card) Module allows other functions / capabilities to be added while minimizing base unit cost (and development time). The PMC module can access the TDM H.110 bus. 5V-supply PMC modules are supported, but the I/O must be 3.3V.

Functions possible by use of PMC module are: 

16 asynchronous ports (for Terminal Server functions)

DSP modules

ISDN WAN ports with compression engine

IDSL modem ports

Additional processing engine

POWER SYSTEM
Modular dual-redundant hot-swappable power supplies (3120)

Dual-redundant stationary power supplies (2960,2996)

Universal-input voltage range, 90-264 VAC, 50/60 Hz (2960,2996)

Switch selectable 115/220 VAC (3120)

Optional DC power supply with 36 to 72VAC

Power consumption less than 40 watts.

IEC-320 Mechanical presentation

PHYSICAL & ENVIRONMENTAL
17” wide x 12” deep x 1.75” High (1U form factor)

Rack mount or desk top (removable rack ears)

Operating Temperature 0 to 40 deg C, Humidity 5 to 95% non-condensing. 

Cooling: Fan module with six fans. (3120)

Integral temperature sensor allows NMS monitoring of box temperature.

COMPLIANCE
Emissions

FCC Part 15, Class A and B

EMC Directive 89/336/EEC

Safety

Complies with UL1950 (MET)

Canadian cMET

Low Voltage Directive 73/23/EEC (EN60950)

Telecom

FCC Part 68

Canadian CS-03

CTR-4, 12, and 13

Other
Year 2000

Software Spec

___________________________________________________________________________________________
PSTN T1/E1/PRI INTERFACE

E1 Framing

Common Channel Signaling (CCS)

Double Framing

G.704 with and without Cyclic Redundancy Check (CRC4)

G.704/TS16 with and without CRC4

E1 Line Encoding

Alternate Mark Inversion (AMI)

HBD3

E1 Signaling

MFR2 with configurable signaling codes

PRI Switch Support: NET5/CTR-4, TS014, INS1500

Q.931 (Primary Rate Interface - PRI)

T1 Framing

ESF (Extended Super Frame)

D4 (Super Frame)

T1 Line Encoding

Alternate Mark Inversion (AMI)

Bipolar 8 Zero Substitution (B8ZS)

T1 Facilities Data Link

ANSI, T1.403

Disabled by user

Automatically disabled when using Q.931 or Frame Relay

T1 Signaling

Robbed Bit (Ground Start, Loop Start, E&M Wink, E&M Immediate, Taiwan R1)

Office side robbed bit simulation

PRI Switch Support: NI1, AT&T/Lucent, DMS

PRI terminal equipment side and NT side

Q.931 (Primary Rate Interface - PRI)

T1/E1 Near- and Far-end Statistics (96 intervals of 15 minutes)

Errored Seconds

Severely Errored Seconds

Severely Errored Frame Seconds

Unavailable Seconds

Controlled Slip Seconds

Path Code Violations

Line Errored Seconds

Bursty Errored Seconds

Degraded Minutes

Line Code Violations

Assignments of Individual Timeslots

Off (designates ignore slot)

Dialin (forwards slot to the dialin call manager)

Drop & Insert (passes slot through to the secondary T1/E1)

Frame Relay (groups slot with other frame relay slots on T1/E1)

PPP (groups slot with other PPP slots on T1/E1 for synchronous PPP uplink)

Blocked (informs PSTN that voice channel is busy)

Non-Facility Associated Signaling (NFAS)

Ability for 1 D channel to control up to 4 PRI WAN ports

Backup D channel currently not supported

DSP RESOURCE POOL

DSP's Managed as a Pool

Two modem instances per DSP

Automatic detection of installed DSP pool side (0 to 64 total dsps possible)

Dynamic loading of modulation/protocol onto next available DSP

Detection of failed DSP's and removal from DSP resource pool

Round Robin allocation of DSP resources

Administrative request to remove a specific DSP from the pool

Stack overflows generate an automatic DSP reboot

DSP diagnostics to reboot and test DSP's while alive

Analog modulations supported

V.92

Modem-on-hold

Quick connect (phase 1 and 2 only)

V.90 (28,000 - 56,000)

K56 Flex (32,000 - 56,000)

V.34 Annex 12 (2,400 - 33,600)

V.34 (2,400 - 28,800)

V.8 (capabilities negotiations)

V.32bis (7,200 - 14,400 with trellis encoding)

V.32 (4,800 & 9,600)

V.23 (1,200/75)

V.22 (600, 1,200, & 2,400)

V.22bis (600, 1,200, & 2,400)

V.21 (300 bps)

Bell 212A (1,200 bps)

Bell 103 (300 bps)

Bell 202 (75/1,200 bps)

EIA PN-2330 and low-speed data modem automode procedures

Modulation supervision for automatic rate selection

Bit error performance monitoring for automatic fallback and fallforward

Analog Protocols Supported

V.14 synch to async conversion (buffered/direct)

V.42 synch to async conversion with error correction

V.42bis compression

V.44 compression

Async Point-to-Point Protocol (PPP), escaping and checksum in DSP

Multilink PPP

Auto detection of PPP or text at login time

Digital physical layers supported

64K HDLC

V.110 rate adaptation detected by bearer capabilities information element

56K HDLC

DOVBS for 56k or 64k HDLC operation – enabled through DNIS

Digital protocols supported

Synchronous Point-to-Point Protocol (PPP)

Multilink PPP

NO V.120 synch to async conversion with error correction

TCP/IP PROTOCOL SERVICES

Routing

User entry of static routes (gateway/host/interface)

Routing Information Protocol (RIP) Version 1 and Version 2

RIPv1 backwards compatible, reception to either

RIP blocked on dialup lines

Multiple RIP interfaces

ICMP redirect

Fast routing using MAC forwarding

Address Resolution Protocol (ARP)

Normal ARP on LAN interface

LAN ARP proxy of dynamic dialup IP addresses

ARP proxy even if LAN and dialup pool on different nets

LAN IP Address

User static defined with submask

NO BOOTP

NO DHCP

LAN IP used as network node ID

IP Filtering

Pass and Block filters

Assign filters for Ethernet and Dial-in users

Management

Support MIB II

Enterprise expansions for IP pool and LAN address

DIALIN CALL MANAGER

User Login

Selection of None, Text, PAP, PAP/CHAP, CHAP, or auto

Autoselection for text prompt with PPP detection

User modification of all prompts and banners

Special escapes in success banner for IP address and MTU

Username and password information forwarded to Authentication Manager

Text Dialin Connections

Analog calls only

Telnet to remote host

Rlogin to remote host

TCP clear connection to remote host

Remote host IP and port provided as default or through Authentication Manager

Framed dialin connections

Async Point-to-Point Protocol (PPP) on analog calls

Synch Point-to-Point Protocol (PPP) on digital calls

Multilink PPP with Multi-chassis support (L2TP based)

IP address from local pool or Authentication Manager

LCP with address/ protocol field compression and magic number

IPCP with Microsoft Windows 95 extensions for DNS and WINS addresses

Van Jacobson TCP header compression on PPP

No SLIP

Session Management

Viewing of active calls

Viewing of previous 15 dead calls

Administrative forcing call offline

User settable login time limit

User settable idle time limit

User settable session total time limit

Time limits can be over-ridden by Authentication Manager

Dial-in dynamic IP address pool management

User settable modulation requirements specific to dialin

DIALOUT MANAGER

User Login

Connection via Telnet client on remote PC to Telnet server on box

User configurable Telnet port number (default 24 - port 23 reserved for management)

Ability to restrict dialout feature from dialin sessions

Text or no login

User configurable banners and prompts

User configurable maximum session

AT Command Emulation

Limited AT emulation with ATDT, ATH, ATO

Respond with OK for these AT commands:  & ,e ,v ,z ,m ,s ,i

ATEXIT or ATLOGOUT to terminate session

DSP resources not allocated until call is actually made

Session Management

Viewing of active sessions

Viewing of previous 15 dead sessions

Administrative disconnect of session

Login time limit set by user

Idle time limit set by user

Session total time limit set by user

Time limits can be over-ridden by Authentication Manager

Modulation requirements specific to dialout set by user

Modem Profile management

Selectable modem parameters for dialing out

Assignable to a location

Location management (PPP dialout)

Assign phone number, username, password, IP address, etc. for remote location

Manual calling – administrator initiates call

Continuous calling – location is redialed if disconnected

Dial-On-Demand – location is only dialed if data is detected for that location

IP filter assignment

DIALED NUMBER IDENTIFICATION SERVICE (DNIS)

Ability to select following configuration settings based on dialed number

login technique (none, text, pap, chap)

IP address pool

Data over voice bearer service (DOVBS)

Service IP address

Service port number

T1/E1 DROP AND INSERT

Voice Call Pass-through

Connection of primary T1/E1 to PSTN

Connection of secondary T1/E1 to local PBX

Clock on secondary T1/E1 derived from clock on primary T1/E1

Fixed primary/secondary timeslot correlation (not adjustable)

Limited ability to convert between T1 and E1 (consult factory)

All DSP resources allocated to primary T1/E1

Incoming Call Signaling Conversion Ability

Primary loop start to secondary office loop start

Primary loop start to secondary office ground start

Primary ground start to secondary office loop start

Primary ground start to secondary office ground start

Primary R2 (Q.421) to secondary R2 (Q.421) transparent to interregister tones

Primary Q.931 to secondary office loop start

Primary Q.931 to secondary office ground start

Outgoing Call Signaling Conversions

Secondary office loop start to primary loop start

Secondary office loop start to primary ground start

Secondary office ground start to primary loop start

Secondary office ground start to primary ground start

Secondary R2 (Q.421) to primary R2  (Q.421) transparent to interregister tones

Primary Timeslot Use Assignment or Incoming Calls

Drop & Insert designated slots are passed to secondary T1/E1

Dialin and other designations are handled by primary T1/E1

AUTHENTICATION MANAGER

Central Authentication Architecture

Fields authentication requests by the Dialin Call Manager

Fields authentication requests by the Dialout Call Manager

Statistics for accepted and invalid authentication

Radius Client

Supports accounting (enabled by user)

Main and backup server IP address

Separate main and backup addresses for accounting server

Retry timer and counts set by user

UDP port numbers for radius and accounting set by user

NAS identifier (defaults to box IP address) set by user

Statistics for server retries and no responses

Static User Database

Database of over 100 users configurable in box

Users defined by username and password

Session Limit, Service Type, Service IP and Service Port held for each user

MANAGEMENT SERVICES

Support of Management Information Base (MIB)

MIB-II (RFC-1213)

RIPv2 (RFC-1389)

DS1 (RFC-1406)

Ethernet (RFC-1643)

Patton’s Enterprise

MIB access at a “monitor” and “superuser” level based on password

Frame Relay (RFC-1315)

System Diagnostics at Boot Time

All hardware systems tested

No external signals sent during power-up

Failed DSP resources taken out of service

Front Panel RS-232 Configuration Port

VT100 terminal interface

User selectable display of system errors at various priorities

Multi-level menu pages on a limited number of MIB variables

NO PPP or SLIP through this connection

HTTP Server

On board HTTP server for Web based management

Full web site user interface including graphics held internal to box

Ability to disable web interface

Viewing and setting of all MIB variables

Uses HTTP authentication to validate monitor or superuser administration

Simple Network Management Protocol (SNMP) version 1

MIB extensions provided as patton.mib and 2800.mib

Telnet Configuration Management

VT100 terminal interface

Identical interface to the front panel RS-232 port

Remote Software Upgrade

FTP server in the box can receive new code images

Image internally checksummed and validated before being made permanent

Automatic freeze of system, burning of code, and system reboot

Error Logging System

All system events flow through the error logging system

Logs displayed via front panel RS-232

Logs sent to Unix SysLog daemon (UDP)

Logs sent via SNMP traps to designated IP address

Logs stored internally in volatile RAM

High priority logs stored internally in non-volatile FLASH

Selectable error priority on each logging output

System Health Monitoring

CPU usage monitoring

Hardware watchdog timer system reset if stopped

Software monitoring of task performance and reset if failure

Statistics on memory and buffer consumption

Selection of monitor user privileges

None: removes monitor user

Read Only: monitor may read all objects except passwords

Write User: above plus write access to dialin and drop-and-insert objects

Write User IP: above plus write access to IP, RIP and ICMP items

Write User IP Wan: above plus write access to T1 E1, frame relay and MFR2

Write User IP Wan System: above plus write access to syslog, DSP and actions

Write User IP Wan System Uploads: above plus code upload ability

FRAME RELAY

WAN interface
Activate Frame Relay on primary and/or secondary T1/E1

User selection of exact time slots for Frame Relay

Selection of Dialin and Frame Relay slots on the same T1/E1

Permanent Virtual Circuits (PVC) 

User configurable maximum number of PVC

User selectable 2, 3, or 4 byte DLCI address field formats

Congestion recognition and management

Individual DLCI statistics

User configurable layer 3 parameters

Link Layer (HDLC) 

Cumulative link statistics

Current throughput indication (10 second average)

Local Management Interface
rfc1315 compliant

User configurable LMI version: Frame Relay Forum Imp; ANSI T1.617; ITU Q.933

Limited Network interface capabilities with LMI autoconfig and Bi-directional polling

Online help

Alarms Interface

Alarm Response
Alarm response outputs

Alarm severity customization

Alarm generation

DAX

Digital Cross Connect

Timing derived from one circuit     

Master and fallback clock customization

Status alarm for master and fallback clock
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