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Intelligent Load Balancing: Low Latency Balance
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Understanding Outbound Balance Routing

 The BODi delivers a simple, cost effective way to manage Multi WAN
network environments through intelligent Load Balancing Algorithms and
advanced VPN bonding technology. The BODi delivers in box solutions to help
migrate away from expensive lease line WAN providers in favor of less expensive
WAN deliveries, such as cable providers, fiber, and dsl providers, while providing or
maintaining business or mission critical reliability and survive-ability to your
network. This presentation will focus on pre-configured WAN Balancing

Algorithms and how to easily setup and configure your BODi rS for your network

needs.
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Load sharing across multiple WAN connections

*  Balance up to 7 WAN interfaces using preconfigured balancing algorithms
— Weighted Balance: Assign more traffic to a faster links or less traffic to a connection with a costly bandwidth caps.
—  Priority: Route traffic to your preferred link as long as it's available.
— Overflow Balance: Prevent traffic flow from slowing down when the connection runs out of available bandwidth.
— Least Used: Help you choose the better connection with more free bandwidth.
—  Enforced: Restrict outbound traffic to a particular connection.
— Lowest Latency: Give you the fastest response time when using applications like online gaming.

— Persistence: Eliminate session termination issue for HTTPS, E-banking, and other secure websites.

Traffic Balance Application Diagram for 7 WAN interfaces
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WAN Optimization: Let’s Explore Lowest Latency WAN Balance

* Configure Lowest Latency Algorithm
— Outbound traffic matching this rule will routed through a healthy WAN connection
— Route by Source and Destination IP, Network, Protocol, Port

— Latency checking packets will be performed on all enabled WAN interfaces

— Routes traffic to the WAN link with the best response time

Edit Custom Rule b4

WB-Webinar

Senice Name * |WEJ—Wehinar

Enable i~

Source Any -

Destination @ [Domain Mame =] hmm_gotomeeting_com

Protocol @ |Any j L |:: Protocol Selection Tool - j

Algorithm @ |L0west Latency 'I

MNote: Use of Lowest Latency will incur additional network usage.

Connection ¥ Flos

I Lease Line 4T MLPPP
¥ LTE 4G

Muse 2

Fuse3

Fuse4

I \Wi-Fi Cable Modem

Save | Cancel |
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Destination Domain Address

Lowest Latency Balance configuration window

Edit Custom Rule »

WB-Webinar

Service Name * IWB—Wehiﬂal'

Enable v

Source Any -
Destination Q) [Domain Name =] mev.gotomeeting.com /

Protocol ® |Any j L = |:: Protocol Selection Tool -2 j

Algorithm @ [Lowest Latency =]
Mote: Use of Lowest Latency will incur additional network usage.

Connection v Flos

¥ Lease Line 4T MLPPP
¥ LTE 4G

[Muse2

[T usB 3

MusB4

¥ Wi-Fi Cable Modem

Save I Cancel I

Lowest Latency Traffic GoToMeeting:

In this application we want to all audio and visual presentation outbound traffic to be routed
out the fastest enabled links. Traffic destined for Domain Name: www.gotomeeting.com
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Lowest Latency Outbound Traffic Balance App

% WAN Bonding VPN

—————— VPN Bonded Data Path
ISP3: Cable Modem:

(GD)
. . IP:76.26.77.95 i 3G/4G Tower Connection
WiWan: veiaues Lo |

. Down: 8 Megs @ y BODI Wi-WAN Interface

|
&
ISP 2: FIOS \

WAN 1: IP:23.4466.88

UP: 20 Megs
Down: 20 Megs

ISP 1: Lease Line
IP: 67.101.33.13
UP: 1.54 Megs

Down: 1.54 Megs

USB 1: Verizon 4G LTE
IP: 75.197.62.220
UP: 6 Megs
Down: 14 Megs

USB 2: Sprint 3G U
IP: 174.147.233.84

UP: 600 kbps

Down: 700 kbps

(@b}

USB 3 : Sprint 3G

|JSB 3: 1P:184.199.90.21

UP: 600 kbps (@ID)
Down: 700 kbps |

USB 4: ATT 3G

JSB 4: 1P:1014.96.33

UP: 600 kbps (@ID)
Down: 780 kbps
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Lowest Latency Outbound Traffic Balance App
% WAN Bonding VPN

“““ VPN Bonded Data Path
ISP3: Cable Modem: (@im)
. IP: 76.26.77.95 i 3G/4G Tower Connection
WiWan: | |

UP: 4 Megs I
. Down: 8 Megs @ J BODi Wi-WAN Interface
\ §
ISP 2: FIOS

WAN 1: IP:23.4466.88

UP: 20 Megs
Down: 20 Megs _»

ISP 1: Lease Line
. IP:67.101.33.13
* UP: 1.54 Megs
Down: 1.54 Megs @&

USB 1: Verizon 4G LTE
. IP:75.197.62.220
- UP: 6 Megs
Down: 14 Megs

USB 2: Sprint 3G
IP:174.147.233.84

UP: 600 kbps
Down: 700 kbps

Low Latency checking packets for
» all will monitor all available links
USB 3: W - for lowest latency.

Down: 700 kbps |

USE 4: ATT 3G Outgoing traffic will favor the link
USB 4: Citions () with the lowest latency.

UP: 600 kbps
Down: 780 kbps
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Step-by-Step: Configuration for Low Latency Balance Policy

=E2TE ﬁ‘ Dashboard | Network | Advanced | System | Status Apply Changes

Advanced . . )
R (3 1. Click Advanced -> Click Outbound Policy

= WAN Bonding @ Outbound Policy @
mPsec VPN @ | |custom icd

m Port Forwarding @

NAT Mappings
Qo5
® User Groups @

= Bandwidth
Control o

m Application (]

Firewall

Misc. Settings
m PPTP Senver @

m Senvice
Forwarding o
m Senvice
Fassthrough o
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Step-by-Step: Configuration for Low Latency Balance Policy

=E2TE ﬁ‘ Dashboard | Network | Advanced | System | Status Apply Changes

Advanced . . )
R (3 1. Click Advanced -> Click Outbound Policy

= WAN Bonding @ Outbound Policy @
® |Psec VPN ] Custom M
2. Create Custom Outbound Policy and Save

m Port Forwarding @

Outbound Policy ) 4

NAT Mappings
Qo5

Select an OQutbound Policy

® ser Groups

= Bandwidth
Control

©

Save || Cancel ||

m Application (]

Firewall

Misc. Settings
m PETP Server

m Senvice
Forwarding

m Senvice
Fassthrough
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Step-by-Step: Configuration for Low Latency Balance Policy

=E2TE ﬁ‘ Dashboard | Network | Advanced | System | Status Apply Changes

1. Click Advanced -> Click Outbound Policy

Advanced

= Wi-Fi Settings @
= WAN Bonding @ Qutbound Policy

® |Psec VPN [+ Custom M

2. Create Custom Outbound Policy and Save

m Port Forwarding @

] Outbound Policy
NAT Mappings

Qo5

Select an OQutbound Policy

® ser Groups

= Bandwidth
Control

©

m Application (]
Firewall 3. Add Rule
Misc. Settings
® PPTP Server

m Senvice
Forwarding

Destination

m Senvice
Fassthrough
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Step-by-Step: Configuration for Low Latency Balance Policy

==E AEE‘ Dashboard | Network | Advanced | System | Status Apply Changes

Advanced .
Deam—— - Create the Rule for outbound WEB Traffic

= WAN Bonding € o Service Name: Text
= Psec VPN @ o Enable: O

: o |IP Address:
®m Port Forwarding @ . . .

: o Destination Domain Name:
NAT Mappings .
QoS o Choose Lowest Latency Algorithm
- User Groups  © o Enable WAN Connections
ps
" Banduidth @« O Save
S o Apply Changes

m Application (]

Firewall

Misc. Settings
m PPTP Senver @

m Senvice
Forwarding o
m Senvice
Fassthrough o
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Step-by-Step: Configuration for Low Latency Balance Policy

Apply Changes

TETTEEE | pashboard | Network | Advanced System | Status

Advanced
4. Create the Rule for outbound WEB Traffic

® Wi-Fi Settings @
Edit Custom Rule »

= WAN Bonding @

= Psec VPN © WB-Webinar
® Port Forwarding @ S o
MAT Mappings SOHIEE | Any j
QoS Destination ® |Dnmain Mame j hmm.gutumeeting_cum
m User Groups @ Protocol ©) [Any =| €= |- Protocol Selection Tool = |
m Bandwidth o Algorithm @ [Lowest Latency |
Control Mote: Use of Lowest Latency will incur additional network usage.
m Application () Connection W FlOS
Firewall ﬁ Lease Line 4T MLPPP
v LTE 4G
Misc. Settings ruse2
= PPTP Sever  © ::USE‘3
USE 4
m Senice M Wi-Fi Cable Modem
Forwarding
m Senvice Save | Cancel |
Fassthrough
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Step-by-Step: Configuration for Low Latency Balance Policy

BETT ﬁ‘ Dashboard | Network | Advanced | System | Status Apply Changes
Advanced
m Wi-Fi Settings @ Rules (YfDrag and drop rows to change rule order)
= WAN Bonding @ Algorithm Source Destination rggﬁcol
m |Psec VPN o
- —
-..
Cwverflow
. Any Any Any X
= Port Forwarding © Wi-Fi Cable Modem. ..
Persistence TCP
NAT Mappings (Auto) Any Any 443 M
QoS Enforced MAC Address IP Address
o WAMN: Lease Line 4T [00:AD0:BA:12:34:56 67.100.23 1 L] &
® ser Groups —
Priority TCP
= Bandwidth o WAN: Wi-Fi Cable M. |A™Y Ll 80 X
Control Weighted Balance IP Metwork
- 10:5:4:4:4:0:10 10.10.5.0/24 Any Any X|
m Application (]
Weighted Balance [P Metwork
Firewall B gt 10:0-0:0:0:0:10 10.10.6.0/28 Any Any x|
Misc. Settings WB-Webinar Lowest Latency Any www.gotomeeting.com | Any X
m PPTP Senver @
D Enforced MAC Address
= Senice WB-Visual VPN: WAN BONDING  |00-A0-BA-12:3457 | Any X
Forwarding Default (Auto)
m Senice o Add Rule [
Fassthrough
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FOR FURTHER INFORMATION

For Further information visit us @ www.patton.com or contact us:

PLM Technical PLM
Brian Lawlor Dave Puckett
e: blawlor@patton.com e: puckett@patton.com
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